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Abstract

This Ph.D. thesis deals with security problems in Wireless Sensor Networks. As the number of devices
interconnected grows, the amount of threats and vulnerabilities also increases. Namely, in this thesis, we focus
on two family of attacks: the backoff attack, which affects to the multiple access to a shared wireless channel,
and the spectrum sensing data falsification attack, which arises in networks which try to make a decision about
the state of a spectrum channel cooperatively.

First, we use game theory tools to model the backoff attacks. We start by introducing two different
algorithms that can be used to learn in discounted repeated games. Then, we motivate the importance of the
backoff attack by showing analytically its effects on the network resources, which are not shared evenly as the
attacking sensors receive a larger part of the network throughput. Afterwards, we show that the backoff attack
can be modeled, under certain assumptions, using game theory tools, namely, static and repeated games, and
provide analytical solutions and also algorithms to learn these solutions.

A problem that arises for the defense mechanism is that it is possible that the agent is able to adapt to it. We
then explore what happens if the agent knows the defense mechanism and acts in such a way that it is able to
exploit the defense mechanism without being discovered. As we show, this is a significant threat to both attacks
studied in this work, as the agent is able to successfully exploit the defense mechanism: in order to alleviate
this attack, we propose a novel detection framework that is successful against such attack.

However, we can even develop attack strategies that do not need the agent to know the defense mechanism:
by means of reinforcement learning tools, it is able even to exploit a possibly unknown mechanism simply by
interacting with it. Hence, these attack strategies are a significant threat against current defense mechanisms.
We finally develop a defense mechanism against such intelligent attackers, based on inverse reinforcement
learning tools, which is able to successfully mitigate the attack effects.






Resumen

Esta tesis trata con problemas de seguridad en redes de sensores inaldmbricas. Debido a que el ntimero de
dispositivos interconectados crece, la cantidad de amenazas y vulnerabilidades también lo hace. Concretamente,
en esta tesis nos centramos en dos familias de ataques: los ataques de backoff, que afectan al acceso miiltiple a
un canal inaldmbrico compartido, y el ataque de falsificacién de datos de sensado de espectro, que surge en
redes que tratan de tomar una decision respecto al estado del canal de manera cooperativa.

En primer lugar, usamos herramientas de teoria de juegos para modelar el ataque de backoff. Comenzamos
introduciendo dos algoritmos diferentes que se pueden usar para aprender juegos repetidos con descuento.
Luego, desarrollamos la importancia del ataque de backoff al mostrar de forma analitica sus efectos sobre los
recursos de la red, ya que provoca que estos no sean distribuidos de manera uniforme, debido a que los sensores
atacantes obtienen una porcién mayor del ancho de banda de la red. Después, mostramos que el ataque de
backoff puede ser modelado, bajo ciertas asunciones, usando herramientas de teoria de juegos; concretamente,
juegos estaticos y repetidos, y proporcionamos soluciones analiticas y algoritmos que aprenden estas soluciones.

Un problema para el mecanismo de defensa es que es posible que el agente se pueda adaptar. Asi que
pasamos a explorar qué ocurre si el agente conoce el mecanismo de defensa y actda de tal manera que es
capaz de atacarlo sin ser descubierto. Como mostramos, esta es una amenaza significativa para ambos ataques
estudiados en este trabajo, ya que el agente es capaz de tener éxito burlando al sistema de defensa. Para mitigar
los efectos de este ataque, proponemos un modelo novedoso de deteccion que tiene €xito frente a estos ataques.

Sin embargo, podemos incluso desarrollar estrategias de ataque que no requieren que el agente conozca
el mecanismo de defensa: usando herramientas de aprendizaje por refuerzo, el atacante es capaz de atacar
un mecanismo de defensa posiblemente desconocido simplemente interactuando con él. De modo que estas
estrategias son una amenaza significativa contra los sistemas de defensa actuales. Finalmente, desarrollamos un
mecanismo de defensa contra estos ataques inteligentes, basado en aprendizaje por refuerzo inverso, que es
capaz de mitigar con éxito los efectos del ataque.
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Chapter 1

Introduction

1.1 Motivation

Our world has assisted in the last years to a spectacular development and evolution of the telecommunication
and networking technologies. We are assisting to an unprecedented increase of the services offered through
these networks, as well as to a massive growth in the number of devices connected. This development affects to
all the society, as not only businesses are obtaining new services, but also the individuals. One concept that is
frequently used to refer to this tendency in the growth of interconnected devices is the term Internet of Things,
which denotes the idea of connecting as many devices as possible to the Internet network. The irruption of new
application and devices causes that the number of interconnected devices does not stop growing.

Thus, it is not a surprise that a lot of research effort is spent in different aspects related to the Internet of
Things [133], such as network protocols [166], [254], [248], efficient implementation architectures [29], [165]
or concrete applications, such as industry related ones [22] or smart cities [11]. These works show that a key
concept related to the Internet of Things are Wireless Sensor Networks (WSNs), which are wireless networks of
low capabilities devices, known as sensors, which are designed for a specific task. The authors of [191] propose
five main types of WSNs, namely, terrestrial, underground, underwater, mobile and multimedia, and mention
that these WSNss find applications in many different areas, such as health, smart cities, smart grid, intelligent
transportation systems, farming, remote monitoring, security and surveillance of a certain area, animal tracking
or disaster management. WSNs are continuously growing, and their applications, as well as their deployment,
is expected to keep on growing in the future.

However, this massive growth and evolution in WSNs has also meant that new vulnerabilities and attacks
against WSN mechanisms arise. Note that WSNs can be the target of many attacks due to the limited capabilities
of the sensors [72], [257]. Hence, it is not a surprise that security is one of the most active areas of research
in the field of WSN, as many recent works show: [253], [208], [244], [5], [72], [132], [199], [220]. Security
related topics become of utmost importance given the fact that both the number of devices interconnected and
the set of WSN applications are not expected to stop growing. However, in spite of the great effort spent in this
research, most of the security solutions included in communication protocols and standards used in WSN are
still at a proof-of-concept level according to [220].

A powerful mathematical framework that can be used to model and address many security issues that arise
in WSN is Game Theory, which is the branch of mathematics which specializes in studying the conflict among
different agents. This theory can be considered mature, with many reference works such as [76], [19], [146]
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or [150]. We note that the idea of applying game theory tools to security problems is not new, as there are
many works on this topic, such as [8], [193], [148], [135], [68] and [145], to mention some. However, in many
cases, game theory based approaches have a limited impact, because realistic, complex models easily become
computationally intractable.

We also note that a field that has experienced a significant growth in the last few years is the field of
Deep Learning. As the availability of big amounts of data and the evolution of the computational power
available to researchers has grown, the number of advances and applications in the field has experienced a
significant increase [81]. The problem of WSN security also takes advantage of these recent advances in Deep
Learning [202], [244]. A family of algorithms of special interest to us is the one known as Reinforcement
Learning, which is inspired by biology and tries to make an agent interacting with a dynamical system learn
the optimal sequence of actions, that is, the sequence of actions that provides it the highest reward. A key
milestone in the field was the work in [154], in which the researchers were able to train a computer to play
a set of Atari games achieving better performance than a human; after this seminal work, many others have
come that have significantly expanded the field. We note that Reinforcement Learning tools have been used in
security settings, such as routing, data latency, path determination, duty cycle management, QoS provisioning
or resource management [9].

The present thesis lies at the intersection of the three mentioned fields, as we address security problems that
arise in WSN using Game Theory and Deep Learning tools. Namely, we model security situations in which
the attacker and/or the defense mechanism make decisions sequentially, and these decisions have an impact
on whether the attack is successful or not. We start modeling our security attack problems in WSN using
game theory tools, which provide analytical solutions in controlled environments. However, as we increase the
complexity of the security setup, we note that game theory tools are too expensive computationally, and hence,
we turn to Deep Reinforcement Learning tools in order to obtain tractable solutions to our security problems.

1.2 Thesis overview

Let us now proceed to provide an overview of the main topics studied in the thesis. In this Chapter 1, we
provide a brief motivation and introduction to the topics that will be covered in the rest of the thesis. Chapter
2 is devoted to present the mathematical framework in which our thesis is based. The main topics presented
are related to the control theory and game theory fields. Control theory tries to obtain the sequence of actions
that an agent has to follow in order to optimize a certain outcome when the agent interacts with a dynamical
system. This framework is a generalization of optimization theory, as the role of time is key in order to obtain
optimal control sequences. There are many possible control cases, depending on whether the agent has a perfect
observation of the state of the dynamical system or only a partial observation, and depending on whether the
agent knows how the system evolves with time or not. Game theory generalizes control theory when there are
several agents that interact among them: in this case, note that the actions of each agent affect the rest of the
agents, and hence, each agent solves a control problem coupled to the rest of agents. These frameworks are
presented and discussed in depth in Chapter 2.

Chapter 3 is devoted to study a concrete setup, known as repeated games, which are of interest as a first
approach to WSN security, as they allow taking into account the effect of time. We note here that, when
optimizing a sequence of actions, we may consider that the outcomes obtained by the agent need to be
discounted, that is, present outcomes matter more than future ones. This makes sense in WSN setups because

of their volatility, but surprisingly it is a case which has not been thoroughly addressed in current literature.
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Hence, in Chapter 3 we start by studying two important effects that discounting introduces in these situations,
and then present two algorithms specifically designed to obtain solutions in such environments.

In Chapters 4-7, we apply the tools developed in Chapter 2 and 3 to two concrete WSN attack situations.
The first one, known as backoff attack, arises in a CSMA/CA multiple access situation in which several sensors
try to communicate with a central node without colliding. A widely used mechanism that can be used in this
situation is the backoff mechanism, by which the sensors defer their transmission a certain time so that the
collision probability is minimized. However, an attacker may ignore the backoff mechanism in order to get
an advantage over the rest of sensors: this situation is known as backoff attack and is the central problem
that we address in this thesis. There are several possible variations of the backoff problem, but in this work
we address three, depending on two assumptions. The first assumption is that the defense mechanism is able
to instantaneously detect when an agent deviates from a previously negotiated strategy, and the second is
that the defense mechanism is able to instantaneously detect any deviation from the backoff procedure. Both
assumptions are considered in Chapter 4; in Chapter 5 we show what happens when the first assumption is
dropped, and finally, Chapters 6 and 7 deal with the case in which none of these assumptions hold. Note that
we refer indistinctly to this case as backoff or CSMA/CA attack.

A second WSN security problem that we include consists in using a WSN in order to detect whether a
spectral channel is free or it is being used to transmit. This situation is known as Cooperative Spectrum Sensing
(CSS). Here, an attacker may send false channel reports in order to mislead the decision about the channel state:
this attack is known as Spectrum Sensing Data Falsification (SSDF) attack. It is possible that each sensor sends
as a report a binary variable which indicates whether it senses the channel free or not: this case is known as
hard fusion and is studied in Chapter 5 and 6. It is also possible that each sensor sends the energy level they
measure: in this case, the dimensionality of the problem grows as the report now is a continuous variable. This
case is known as soft fusion, and is addressed in Chapter 6. We refer to these problems indistinctly as CSS or
SSDF attacks.

In Chapter 4, we study the backoff attack using the two assumptions explained before. We first present
analytical results on the impact that a backoff attack has on the network distribution of resources, and we
conclude that it causes that some sensors have access to more resources than others. In order to overcome
this situation, we use Game Theory tools to model this scenario. We start by modeling the CSMA/CA game
using static game theory, and then use dynamic game theory tools, namely, repeated games. We provide
analytical solutions for the two player cases, i.e., for the case in which we have a single attacker and the defense
mechanism, and also provide algorithms to solve the games when there are more than two players, where we
use the two algorithms developed in Chapter 3.

An important assumption in the backoff attack of the Chapter 4 is that the defense mechanism is able to
instantaneously detect when an attacker deviates from a previously negotiated strategy, which in game theory
language is known as mixed action observability. This assumption needs not hold in real environments, so we
drop it in Chapter 5. We model this new situation using detection theory tools, both including and excluding
prior information, and we assume that the agent is able to perfectly observe the state of the defense mechanism
and has complete information about this defense mechanism, i.e., it knows which defense mechanism is being
used. This has very important consequences, as we are able to derive an optimal attack strategy against the
defense mechanism. To counter this attack strategy, we develop a novel detection tool that successfully detects
the attack. The advances of this Chapter introduce significant changes in the CSMA/CA setup used in the
Chapter 4, which we assess empirically. We also show that the attack strategy developed in this Chapter can be

used to exploit a hard fusion defense mechanism in a CSS setup.
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Chapter | CSMA/CA | CSS | Player | Information Observation (A/S) Behavior
Attack Complete Mixed / - Static
4 Yes No Defense | Complete Mixed / - Static
Attack Complete - / State Dynamic
> Yes Yes Defense | Incomplete Realization / - Static
Attack | Incomplete | Realization / Observation | Dynamic
6 Yes Yes . .
Defense | Incomplete Realization / - Static
7 Yes No Attack | Incomplete | Realization / Observation | Dynamic
Defense | Incomplete | Realization / Observation | Dynamic

Table 1.1 Table comparing the different setups used in Chapters 4-7. CSMA/CA. i.e., the backoff attack, and
CSS, i.e., the SSDF attack, denote whether each of these setups is used in the Chapter. Information denotes
whether each player knows the target of the other player (Complete) or not (Incomplete). Observation refers to
what each agent observes with respect to the actions / states of the other players: regarding actions, they observe
the mixed actions or the actions realizations, and regarding states, they observe the state or an observation of
the rest of players: this is related to having perfect or imperfect information. Behavior refers to whether the
player adapts its behavior with time or not.

However, the attacker in Chapter 5 had complete information of the defense mechanism, which may not
hold in real environments. Hence, in Chapter 6 we drop that assumption: now the agent does not have complete
information about the defense mechanism. Moreover, the agent does not perfectly observe the state of the
defense mechanism, but it has a partial observation of it. In this situation, we develop an attack strategy that is
able to successfully exploit an unknown defense mechanism simply by interacting with it. We test our ideas in
three different setups: a hard and a soft fusion CSS environments, and also in a backoff attack, in which we
drop the second assumption, that is, that the defense mechanism is not able to instantaneously detect which
sensors are not following the prescribed backoff mechanism. Actually, our proposed attacker is a real threat
against current WSN defense mechanisms: we show that it is able to coordinate several attackers with a partial
observation of an unknown defense mechanism and successfully exploit it.

It is important noting that Chapters 5 and 6 allowed the attacker to have a dynamic behavior, while
the defense mechanism was considered static, that is, it did not change its behavior with time. Thus, they
were asymmetric situations between the attackers and the defense mechanism, in which they have different
capabilities and also they do not have complete information about the other players. In Chapter 7, we break
that asymmetry as we introduce an intelligent defense mechanism that is able to face the intelligent attacker
presented in Chapter 6, whose performance is successfully tested on the same backoff attack setup of the
Chapter 6.

Chapter 8, finally, draws some conclusions of the thesis and also discuss several future research lines that
could arise from this work.

In Table 1.1, we include a summary on the different setups that we study in Chapters 4-7, in order to
facilitate the ideas of the reader. This table is repeated along the text for the sake of clarity, so that the reader is

oriented regarding the concrete setup under study in each of the Chapters of the thesis.

1.2.1 Publications associated to the thesis

Most of this thesis has already been published in 5 international journals and one international conference,
and we note that the rest of the thesis is currently under review for publication. We now include a list that

summarizes these publications, ordered by Chapter:
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In Chapter 3, we present two algorithms specifically designed for learning repeated games using a
discounted scheme. The CA algorithm, which negotiates equilibria in these situations in a fully distributed
way, has been published as: Parras, J., and Zazo, S, A distributed algorithm to obtain repeated games
equilibria with discounting, Applied Mathematics and Computation, [180], whose journal metrics for
2018 are: IF: 3.092, Rank Q1 (94.685 in Mathematics: applied). The other algorithm, LEWIS, which is
designed for learning such games in an online fashion, is currently under review as: Parras, J., & Zazo,
S, Learning to play discounted repeated games with worst case bounded payoff, Journal of Machine
Learning Research, whose journal metrics for 2018 are: IF: 4.091, Rank Q1 (80.224 in Computer science:
artificial intelligence).

In Chapter 4, we deeply study the backoff attack effects and model it using static and repeated game
theory tools. The effects of the attack, as well as the static game solutions, have been published as: Parras,
1., & Zazo, S., Wireless Networks under a Backoff Attack: A Game Theoretical Perspective, Sensors,
[175], whose journal metrics for 2018 are: IF: 3.031, Rank Q1 (76.23 in Instruments and Instrumentation).
Also, the repeated game solutions presented in this Chapter have been published as: Parras, J., & Zazo,
S., Repeated game analysis of a CSMA/CA network under a backoff attack, Sensors, [177], whose journal
metrics for 2018 are: IF: 3.031, Rank Q1 (76.23 in Instruments and Instrumentation).

In Chapter 5, we present an optimal attack against a sequential test and a novel defense mechanism that
can successfully detect such attack: these results are published as: Parras, J., & Zazo, S., Using one class
SVM to counter intelligent attacks against an SPRT defense mechanism, Ad-hoc networks, [179], whose
journal metrics for 2018 are: IF: 3.490, Rank Q1 (77.097 in Computer science: information systems).
We also include an efficient sequential test that can incorporate prior information, and which is shown to
be fast and accurate; it is published as: Parras, J., & Zazo, S., Sequential Bayes factor testing: a new
framework for decision fusion, in the 20th International workshop on Signal processing advances in
wireless communications (SPAWC), [178].

In Chapter 6, we present a thorough mathematical study of a hard fusion CSS problem and compare
several methods to obtain attack strategies against it; this work was published as: Parras, J., & Zazo,
S., Learning attack mechanisms in Wireless Sensor Networks using Markov Decision Processes, Expert
Systems with Applications, [176], whose journal metrics for 2018 are: IF: 4.292, Rank Q1 (82.33 in
Computer science: artificial intelligence, 81.70 in Engineering, electrical and electronic). The rest of the
Chapter 6, which includes studying the case in which there are several agents with partial observation in
the soft fusion CSS problem and the backoff attack, is currently under review as: Parras, J., Hiittenrauch,
M., Zazo, S., & Neumann, G., Deep reinforcement learning for attacking wireless sensor networks, ACM
Transactions on Intelligent Systems and Technology, whose journal metrics for 2018 are: IF: 2.861,
Rank Q2 (63.534 in Computer science: artificial intelligence, 66.774 in Computer science: information
systems).

Finally, Chapter 7 is also currently under review for publication as: Parras, J., & Zazo, S., Inverse
Reinforcement Learning: a new framework to mitigate an intelligent backoff attack, IEEE Transactions
on control of Network Systems, whose journal metrics for 2018 are: IF: 4.802, Rank Q1 (81.45 in

Automation and Control systems, 92.58 in Computer Science: Information Systems).






Chapter 2

Mathematical background

2.1 Introduction

This thesis deals with security problems that arise in WSNs when sensors make decisions. The existing
communication protocols clearly define which actions a sensor has to choose so that the network functions
properly. However, from a security point of view, we cannot assume that all sensors will follow these procedures,
as there might be sensors which intentionally deviate from the prescribed actions in order to take advantage of
the network. We denote such intentional deviations from the actions prescribed by the communication protocols
as attacks, and the sensors that deviate are Attacking Sensors (ASs), in contrast to the Good Sensors (GSs)
which are those that follow the prescribed actions. Hence, in a WSN there might be GSs and ASs, and we seek
to study the impact that the actions chosen by the ASs have on the whole network.

By the own nature of WSN protocols, we need to take into account the time. The actions are taken in stages,
and current actions affect the future performance of the network. Moreover, we focus only in discrete time, as
most problems in WSN can be studied under this model. As we will see, the history of actions, which is the set
of past actions, plays a central role in every defense mechanism, and thus, the main objective of the ASs is
not optimizing actions in isolation, but obtaining a sequence of actions that is optimal under some criterion, as
maximizing a certain reward. As we will see, this has a deep impact on the mathematical framework needed to
study the interactions between ASs and the network: ASs are studied using the framework of control, which is
a generalization of the optimization framework which takes into account the effect of time. While optimization
outcomes a vector of optimal values for the optimization variables, control outcomes a policy, a law that defines
which is the optimal action for each time step. The entities that take actions in the control procedure are known
as agents: in our case, agents are either the ASs or the defense mechanism of the WSN.

Thus, we consider that WSN are dynamical systems. In each time step, a dynamical system is defined by
a state which contains the information needed to optimize the actions. When an agent takes an action, the
dynamical system transients to a different state with a certain probability. We present the case in which the
agent has access to the state in Section 2.2. However, there are cases in which the agent only has access to a
noisy or partial observation of the state: this case is presented in Section 2.3.

Control theory is used to optimize the sequence of actions of a single agent. However, this needs not be
the case in our WSN environment, as there might be more than a single AS. Note that having several ASs
increases the possible attack policies, as ASs may act coordinately in order to take an advantage of the WSN. A
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mathematical model proposed for this situation, in which we have several agents with a common objective, is
the Swarm model, which we present in Section 2.4.

Of course, it may happen that the network has a defense mechanism that tries to detect and apply coun-
termeasures to the actions taken by the ASs. In this case, note that we have two kinds of agents: the ASs and
the defense mechanism, each of them having a different set of actions and different objectives. Furthermore,
the outcome that each agent obtains depends not only on its own actions, but also on the actions of the rest
of agents. Thus, this situation gives rise to coupled control problems between the agents, and it is studied by

making use of game theory tools, which we present in Section 2.5.

2.2 Markov Decision Processes

In order to model our dynamical system, we choose to employ the Markov Decision Process (MDP) framework,
as it is a flexible, well-studied and widely used model to describe such systems [25], [26], [218]. In this Section,
we introduce this model and several ways to solve it, when the transition function between states is both known
and unknown. We also introduce the inverse problem, in which we try to obtain the reward function that an

agent is optimizing when we are given the policy of the agent.

2.2.1 Markov Decision Process

A Markov Decision Process (MDP) is defined as follows [25], [218]:
Definition 1 (Markov Decision Process). An MDP is a 5-tuple (S,A,P,R,y) where:

S is the state set, containing all the possible states s € S of the dynamical system.

* A is the action set, containing all the possible action vectors a € A that the agent can use to interact with

the dynamical system.

* P:SXxSxA —[0,1] is the transition probability function in case that the states are discrete and
P:Sx8xA—[0,+o) in case that the states are continuous, where P(s"*1|s" a") denotes the probability
of transitioning to state s" given that the agent is in state s" and takes action a". Note that unless explicitly
indicated, we assume discrete states. The superscript indicates the time step, where n indicates the
current time step and n+ 1 the next time step, n € {0,1,2,3,..., N — 1}. We consider that P is stationary,

that is, it does not depend on n.

* R:SxA — Ris the reward function, where r(s",a") denotes the reward that the agent receives when it
is in state s" and takes action a". In case that n = N, where N is the terminal time step, s" is a terminal
state of the system, there are no more actions to be taken, and r(sN ) is the terminal state reward. We

assume that R is bounded and stationary.

* y€(0,1) is a discount factor, used to obtain the total reward for the agent.

In general, MDPs can be of finite or infinite horizon, depending on whether the final time N is finite of
infinite.
In a general dynamical system, the probability of transitioning from one state to another depends on the

previous history, that is, the whole set of past states and actions. Note that the history set for time index  is:

n . .
A" =[]A xS, Q.1)
j=0



2.2 Markov Decision Processes 9

\—%’ Agent }7

N r a

/;{ Environment ‘<7

Fig. 2.1 MDP basic interaction scheme.

where the history set increases with the time index n. Thus, in general, the probability transition function would
be P(s"T!|s",a",s" 1 a1, ....s",a"). The key idea behind an MDP is the Markovian property: the probability
of transitioning to state s"*! by playing action a” depends exclusively on the current state s” and is independent
of previous states. This assumption is actually satisfied by many dynamical systems and introduces a significant
simplification in the model, as we do not need to deal with the history space, which is considerably larger than
the S x A space.

The solution for an MDP is a policy 7 : S x N — A, where 7t(s",n) is a probability distribution over A
denoting the probability that the agent plays action a” € A where it is in state s” in time step n. Note that we
consider that the policies are Markovian, and it is important noting that this kind of policies can replicate any
other policy that would take into account the whole history [26, Section 1.1.4]. This is another reason to use this
kind of policies: they are not only simpler to obtain, but also allow exactly replicating more complex policies.

An MDP has a cyclic behavior illustrated by Figure 2.1. There is a single agent that interacts in time steps
0,1,2,....,n—1,n,n+1,...,N — 1 with the dynamical system. At each time step #n, the system is in a certain
state 5", which the agent knows. Then, following a certain policy 7(s",n), the agent chooses an action a" and
plays it, which causes the system to transition to state s"*! and the agent receives a reward r(s",a"). When
n = N, the interaction ends: a final state sV is returned, as well as a final reward r(sN ).

Depending on the context, there are several variations of the reward function with respect to the MDP model

presented above:

* In an MDP, the agent is in state s”, takes action ¢” and receives both the reward r(s",a") and the next state
s"*1. One possibility is considering that the reward depends on s” and a" explicitly, and hence, the reward
is a mapping R : § x A — R, as in the model we have presented. Another possibility is considering that

n+1

the reward depends on s”"" and hence, the reward is a mapping R : S — R. Both models are equivalent,

as s"*1 depends on s" and a” through the transition probability function P(s"!|s",a").

* The reward function is to be maximized and is frequent in Artificial Intelligence contexts. However, in
control contexts, it is frequent to deal with a cost function, which is to be minimized by the agent. Again,
both models are equivalent: we can transform a reward into a cost function (and the other way around)
simply by multiplying by —1.

As we indicated at the beginning of the Chapter, in this work we only deal with discrete time, as all the
problems that we study in the incoming sections are of the discrete time kind. However, we note that most of
the theoretical developments in this Section have also counterparts in the continuous time case: a thorough
presentation of such results is in [73] and [25, Ch.3], which we do not detail as they are out of the scope of this
work.
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2.2.2 Solving a finite horizon MDP

Let us focus in the case in which N is finite, which is known as finite horizon case. Given an initial state s° and

a given policy 7t(s",n), it is possible to define the expected reward of the policy 7 starting at state s, J;(s°), as:

N-1

Jn(s®) =Erp |r(s™)+ Y r(s",7(s",n)) | | 2.2)
n=0

where [E denotes the mathematical expectation, which in this case is taken over the random variables s~
P(s""!x" 7t(s",n)) and 7(s",n), which we recall, is a probability distribution over the action set. Hence, note
that the expected reward is strongly affected by the policy chosen, and indeed, the optimal policy *(s",n) is

the one that maximizes the total reward:

Jo+ (s%) = 77 (s°) = max J, (s°), (2.3)
rmell
where IT is the set of admissible policies, that is, valid distributions over actions a € A, and J* (so) is the optimal
expected reward, which we remark, depends on the initial state s°.
A standard tool to obtain the optimal policy for an MDP is the technique known as Dynamic Programming
(DP), which is owed to Bellman and that states the following [25, Proposition 1.3.1]:

Lemma 1. For every initial state s°, the optimal expected reward J*(s°) equals the J°(s°) obtained using the

following backwards recursion from time step N — 1 to time step 0:

24
J'(s") = maxE; | r(s",a") + Z P(s"“s",a”)]”“] .
mell n+1
stles
The optimal policy m(s",n) can be obtained as:
JV(N) = r(sY)
2.5)
n*(s",n) = argmaxEy |r(s",a") + Z P(s" s am)Jm
mell T

As shown by the previous Lemma, DP algorithm proceeds backwards by relying on the fact that, when
optimizing for time step n, we have previously optimized for time steps n+ 1 to N. Thus, we cannot improve
J"1 as it has already been optimized in the previous iteration, and hence, we have to find the optimal action for
the current time step #. This is known as the Principle of Optimality, and according to Bertsekas, “the principle
of optimality suggests that an optimal policy can be constructed in piecemeal fashion, first constructing an
optimal policy for the “tail subproblem" involving the last two stages, and continuing in this manner until an
optimal policy for the entire problem is constructed" [25, p. 19]. Note that the DP algorithm shown in Lemma 1
suffers from the so called “curse of dimensionality": the algorithm scales badly with large states and action
spaces, and long horizons, as the memory and computation complexity depends on these parameters. Hence, it
is no surprise that in practice, infinite horizon iterative methods, which scale better, are generally used.

The results in this Section have been established considering that the probability transition function was
stochastic. However, it is possible that P(s"*!|s",a") is deterministic, i.e., the probability transition function

assigns all the probability to a single state s"*! for each (s",a") pair. In this case, the optimal policy 7* (s”,n)
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N=1"as the state trajectory is perfectly

may be replaced for a sequence of actions of length N: a°,a',...,a
predictable given s° [25, Chapter 3]. This case is sometimes known as Open-Loop: for each initial state,
the agent needs to compute an optimal action sequence and apply it, without the need to observe the state
s", n >0, as this state is perfectly predictable. A widely used tool for such problems is the Minimum
Principle, derived by Pontryagin [73]. In contrast with the Open-Loop situation, we do not assume in this
work that the transition function is deterministic. Thus, the agent does need to observe the state s” in order to
achieve optimality: this solution implies the use of a certain policy 7(s",n) which depends on s”. This solution,
frequently known as Closed-Loop or feedback solution, can be computed using the Dynamic Programming
algorithm just explained and will be used in the rest of this work. Note that using a Closed-Loop solution does
not provide a loss of generality, as in the case of having a deterministic transition function, the policy obtained

by DP is optimal.

2.2.3 Solving an infinite horizon MDP

In an infinite horizon problem, we have that N = o, that is, that the number of time steps are infinite. In these
cases, the expected reward is defined as:

N—1
: n n n
Jim By p ngoof“r(s ,m(s",d")| (2.6)

where we note these important differences between (2.2) and (2.6):

* In the infinite horizon problem there is no final reward associated with a final state, as there is no such a
final state due to having an infinite horizon.

* In the infinite horizon problem, there is a discount factor y € (0, 1), which is used to weight how important
are future rewards. As y < 1, future rewards matter less than the current reward from the optimization
perspective. Note that we need Y < 1 and R bounded in order to guarantee that the expected reward (2.6)
exists, as it is the sum of infinite terms geometrically weighted by ¥”. In the finite horizon problem, note
that Yy = 1, which means that all rewards matter the same from the optimization perspective. It is also
possible to work with an average reward concept in the infinite horizon setting, but we only use it in
Chapter 3, where we introduce it. A detailed introduction to the average reward case is given in [26].

* The policy in the infinite horizon problem now is stationary: note that it does not depend on time.
Intuitively, this is due to the fact that, each time that we are in a certain state s, there is still infinite
time steps to come, and hence, from the optimization perspective, the actual value of the time step is
indifferent to the agent. Note that this is not the case in the finite horizon case, as being closer to the final
time step N may have an influence on the optimal policy.

We here introduce some notation regarding the policy. 7(als) is the vector of dimension A which contains
the probability distribution over the action space given the state s; that is, each entry of the vector contains the
probability of choosing each action in the state s. 7(s,a) is a scalar which contains the probability of choosing
action a in state s: note that 7(als) is formed by stacking the 7(s,a) values for all possible actions in the state
s. And finally, we reserve 7(s) to the mapping used when the policy is deterministic, where 7(s) returns the

action a prescribed by the deterministic policy 7 for the state s.
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Discounted value functions

In the infinite horizon case, it is frequent working with discounted rewards, as we have indicated. In order to
avoid confusions, we preserve J for cumulative rewards without discounting and introduce a new notation for
the discounted case in this Section. We can define the discounted cumulative reward from time n onward, G",

as:
G'=r"+y"t =Y Q2.7)
i=0

where we use the shorthand r* = r(s",a"). It is common to define the value function Vz(s) as a mapping
Vr : § — R that represents the expected return over all possible trajectories when the agent starts is in a certain
state s and follows the policy 7 as follows:

Va(s) = Enp [G"|s" —s.d" ~ n] . k=0,1,2,3,...,00, (2.8)
where a very important property of the value function is that it can be expressed recursively as follows:
Vi(s) =Ezp :G"\s" =s5,a" T ~ n]
=E.p :r" + " 2 s =5 a T~ n]

(2.9)
=Ezp [r" + G 5" = 5,a"F ~ ﬂf}

—Erp |7+ P (871 |57 = 5,0 ~ n} C k=0,1,2,3,...,00.

Similarly, we can define the state-action value function Q(s,a) as a mapping Q : S X A — R that represents

the expected return when the agent is in state s, takes action a and then follows policy 7 as:
Ox(s,a) =Ezp [G”|s” =s5,d"=a,d"*~ ﬂr} , k=1,2,3,... 00, (2.10)
where again, we can express the state-action value function recursively as:

Ox(s,a) =Er p [G"|s” =s,d"=a,d"* ~ n}

=Ezp {r" + " 22 s =s,d" = a,d" T ~ ﬂ}

(2.11)
=Ezp {r" + 7/G"+1 |s" =s,d" = a,d* ~ ﬂ}
=Exp [r" +70x(s" @ )" = 5,a" = a,d" ~ n} , k=1,2,3,..00.
Both functions can be related as follows:
Ve(s) = Z nn(s,a)Qxr(s,a)
ach (2.12)

Qn(s7a) = r(S,a) +y Z P(Sn+1|sn _ S7an _ a)Vﬂ (SnJrl) ,

s+l
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and this formulation is very interesting because it is possible to combine both expressions to obtain the following

linear equation:

Va(s) =) a(s,a) |r(s,a)+7v Y, P(s"Ms" = s5,a" = a)Vy (s"11), (2.13)

acA s+l

which can be expressed in matrix form as:
Vo =TIz + YPrvr, (2.14)

where each element is defined as follows, where |S| denotes the cardinality of the state set:

* vy is a vector of dimension |S|, formed by stacking the value function values as follows:
v = (Va(s))ses - (2.15)

* rp is a vector of dimension |S|, formed by stacking the reward values induced by the policy 7 as follows:

rp = (Z n(s,a)r(s,a)) . (2.16)
seS

acA

* Py is a matrix of dimension |S| x |S|, formed by stacking the transition probabilities induced by the policy
7 as follows:
Pr= (Z n(s,a)P(s"|s" = 5,a" = a)) . (2.17)
acA sstles
Note that Py is stochastic, as all its rows are probability vectors, i.e., the row elements sum 1 and all the
matrix entries are greater than or equal to 0.

The Bellman operators

The matrix form of the value function expression (2.14) is of special interest in order to obtain a Dynamic
Programming algorithm for the infinite horizon case. Note that we cannot apply the results obtained in Lemma
1, as N — « and we do not have well-defined terminal states in the infinite horizon case. First, let us define the
next two mappings:

Tr (Ve(s)) = z:aﬂ:(s,a) [r(s,a) +}/Zl P s" = 5,a" = a)Vy (Sn+1)]

(2.18)
T (Ve (s)) = max [r(m +7 Y P = 5,0" = a)Vye (s”“)] ,

acA gt

where T; is the Bellman operator for the policy 7 and T is the optimal Bellman operator. Note that in the
optimal Bellman operator, we are evaluating for the optimal policy, i.e., the one that provides the optimal value.
A very important result is collected by the next Lemma:

Lemma 2. Both Bellman operators introduced in (2.18) are contraction mappings with respect to the infinity
norm, for 0 <y < L.
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Proof. A mapping F : X — X is a contraction mapping is the following conditions is fulfilled:
IF(n) —F(n)l| < el —xnll, 0<e<l, Vx,ueX, 2.19)

where || || is a metric defined on the space X. Also, the infinity norm, or max-norm, is defined as ||v|| =
max |v| for a vector v.

The proof for both Bellman operators introduced in (2.18) is similar, so we only include the Bellman
operator case. First, as the probability transition matrix Py is stochastic, the following is always satisfied:

1Pzvz|leo < [|Vz]|oo- (2.20)
Thus, using the operator definition (2.18) and the matrix form given by (2.14), we have that:

Tz (v1) = Ta(v2)lleo = [|(rz + YPrv1) = (rz + VPrv2)|leo
= [Pz (vi —v2)l|

2.21)
< ¥Pxl[vi = va|leo] |eo

<Y1 —valfe
O

The importance of the fact that Bellman operators are contraction mappings is that they converge to a
unique fixed point using the Banach Fixed Point Theorem. The main results of applying this Theorem to the

Bellman operators are in the following Theorem [26].
Theorem 1. The following results hold for the Bellman operator Ty for a policy m:

o There exists a unique solution vy for the fixed point equation Ty (v) = v.

e For any W’ € RIS|, the sequence generated by V! = Ty, (vk) converges to vy as k — oo,
And the following results hold for the optimal Bellman operator T :

o There exists a unique solution v+ for the fixed point equation T (v) = v.

o Forany W € RISl the sequence generated by vVt =T (vk) converges 10 vy as k — oo,

Thus, this suggest that it is possible to obtain the optimal value function, and hence, the optimal policy, by
recursively applying the Bellman operators. Furthermore, it is possible to define equivalent Bellman operators
for the Q function with analogous properties, which we have not included for the sake of clarity. We now turn
our attention to Value Iteration (VI) and Policy Iteration (PI), two DP algorithms for the infinite horizon case,
which are derived from the convergence properties of the Bellman operators shown in Theorem 1.

Policy Iteration

One of the first implications of the convergence properties of the Bellman operators in Theorem 1 is that we
can recursively use the Bellman operator 75 in order to evaluate the value function induced by a certain policy
7. This procedure is known as Policy Evaluation (PE) and consists in randomly initializing v, and repeatedly
applying the Bellman operator, until a convergence criterion is met, such as the maximum difference between

value functions in two consecutive iterations is below a threshold. The procedure is summarized in Algorithm 1.
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Algorithm 1 Policy Evaluation (PE) procedure. A usual convergence criterion is that the maximum difference
between the v vector in two consecutive iterations is below a threshold.
Input: S,A, 7, R, P,y
1: Initialize v arbitrarily
2: while Convergence criterion is not met do
33 forseSdo
4: v (5) = Laea (s,a) [r(s,a) + YL i1 P(s"s" = s,a" = a)vg (s"*1) ]
QOutput: v,

Algorithm 2 Policy iteration (PI) algorithm.
Input: S,A,R, P,y
1: Initialize 7° arbitrarily
2: Setk=0
3: while Convergence criterion is not met do
4:  Obtain v using the Policy Evaluation procedure (Algorithm 1).
5
6

Improve the policy: 7¢! (s) = argmax,ea r(s,a) + Y X g1 P(s"|s" = 5,a" = a) v (s"*1)
Setk=k+1
Output: v 1, 7f

Policy Iteration algorithm (PI) uses the convergence properties of the Bellman operator Ty to obtain an
optimal policy 7*. It starts with 7, a randomly initialized policy, and in each iteration k of the algorithm, the
policy 7¥ is evaluated using the Policy Evaluation procedure already described in Algorithm 1 in order to obtain
1%

&> and then, the policy is improved using:

o Hl(s) = arg max r(s,a)+y Y P(s"|s" = s,a" = a)Vu (s"). (2.22)
ac

sntl

This procedure converges to the optimal policy ©* as k — o [215]. The procedure is summarized in
Algorithm 2.

Value iteration

Value Iteration algorithm (VI) uses the convergence properties of the optimal Bellman operator T to obtain
an optimal policy 7*. Instead of alternating between evaluating a value function and optimizing the policy as in
PI algorithm, VI repeatedly applies the optimal Bellman operator to obtain the optimal value function, Vz+, and
once that this value has been approximated, it is used to obtain the optimal policy as:

n*(s) = argmaxr(s,a)+v Y P(s"T|s" =s5,a" = a)Vr- (s"71), (2.23)
acA

shtl

and again, this procedure converges to the optimal policy * as k — oo [215]. The procedure is summarized in
Algorithm 3. Note that PI requires a double loop: the inner loop firsts solves the Bellman equation for a given
policy, and then optimizes the policy, and this procedure is repeated several times. On the other hand, VI has a
single loop which is used to approximate the optimal value function, and then a single policy is obtained at
the end of the computation. Depending on the dimensions of the state and action spaces, the computational
resources and time required by each algorithm may differ, although both converge to the optimal solutions of
the MDP.
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Algorithm 3 Value iteration (VI) algorithm.
Input: S,A,R, P,y

1: Initialize v° arbitrarily

2: Setk=0
3: while Convergence criterion is not met do
4: forseSdo
5
6
7

VL (5) = maxgeq [r(s,a) + YLt P(s"s" = 5,a" = a)vk (s"T1)]
Setk=k+1
: Obtain the optimal policy: 7(s) = argmaxaea r(s,a) + YL o1 P(s" 15" = s5,a" = a)V* (s"T1)
Output: V*, &

As noted by Bertsekas [25, Chapter 7], the infinite horizon problem never holds in practice. Yet it is a
reasonable approximation for problems with many time steps. Also, note that we can model a finite horizon
problem under the infinite horizon perspective by simply adding an absorbing state to the state space of an
infinite horizon MDP: an absorbing state is a state such that the probability to transition to itself is 1, which
means that the agent cannot leave that state, regardless of its actions. Also, the policies in the infinite horizon
case are stationary, and hence, simpler than in the finite horizon case, and PI and VI iterative methods scale
better than the method shown in Lemma 1 for large state and action spaces. All these reasons make infinite
horizon MDPs very popular in current applications, and also justify that we use infinite horizon models in the
rest of this work.

2.2.4 Model-free methods

So far, we have assumed that the transition probability function P was known and available to the agent for the
optimization procedure. However, this needs not be the case in real life problems, as the function P may be
unknown or hard to obtain. In such cases, an MDP can still be approximately solved using the set of techniques
known as Reinforcement Learning (RL). RL methods are biologically inspired and their basic intuition is that it
is possible to learn how to act optimally in a dynamical system as the one shown in Figure 2.1 by interacting
with the system using trial and error. That is, the agent interacts with the dynamical system and stores sets of
tuples containing information about each interaction, that is, (s”,a”, r”,s”“). This information is then used by
the agent to optimize a policy 7 that maximizes the expected discounted reward. A complete introduction to
the field is given in [215].

Q-learning

We now introduce Q-learning, a well-known RL algorithm [215]. The main idea of Q-learning is to store
estimates of the Q function (2.10) and update them as the agent interacts with the system. For simplicity, we
now assume that |S| and |A| are discrete, and hence, the Q values can be stored in a table of dimension S x A.
Q-learning algorithm starts by initializing the Q function to any value, for instance, Q(s",a") =0, Vs" €
S, Va" € A. Then, the agent starts to repeatedly interact with the dynamical system: it observes its current

state s and takes action a” following an €-greedy policy:

a* = argmaxnecg Q(s",a") with probability 1—g

e () = ) 2.24
e—greedy(s”) { Random(a" € A\ a*) with probability € 229
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Algorithm 4 Q-learning algorithm. A typical convergence criterion is the maximum number of iterations.

Input: S, A, o, €
1: Initialize Qr(s",a") =0, Vd"€A, Vs"€S
2: while Convergence criterion is not met do
3:  Initializen=0
4 Set initial state s°
5 while State 5" is not final do
6: Obtain action @" using €-greedy policy (2.24)
7: Take action " and obtain s"*! and
8 Update Qr(s",a") using (2.25)
Setn=n+1
10: for s" € S do
11:  7(s") = argmax,ea Qr(s",a)
Output: 7©

R

where the idea in (2.24) is that the agent chooses to take the action a* that maximizes Q(s",a") with probability
1 — € and with probability &, it takes a random action except a*. Observe that the values of € will regulate
the exploration-exploitation trade-off: high values of € will cause that the agent explores the rewards that
different actions give it, whereas low values of € will cause the agent to exploit the action that gives it the
highest payoff. Note that a high exploration is desirable in order not to get stuck in poor maximum, while
a high exploitation provides larger rewards to the agent. In practice, it is common starting with a high € to
explore often, and diminish its value as the training progresses. Even though other policies than €-greedy are
valid for the Q-learning algorithm, we use it for its simplicity. Note that 0 < & < 1.

When the agent takes action a”, the environment transitions to a new state s"*! and it returns an immediate
reward r" to the agent. This allows updating the Q-function value for state s” and action a" as follows:

0x(s",a") = Qa(s" ") + & (" + Ymax Qx(s"*" a) ~ 0a(s", ")) (2.25)

where o € [0, 1] is a parameter that controls the learning rate: low values of o means a low Q update, but high
values of & introduce a high variance on Q values. Q-learning algorithm is summarized in Algorithm 4. Note
that there are similarities between Q-learning (Algorithm 4) and Value Iteration (Algorithm 3) due to the fact
that Q-learning is a model-free implementation of VI, which relies on similar ideas: we try to approximate the
optimal value function, and then, we obtain an approximate optimal policy. Q-learning converges in the limit to

the optimal Q-function under some mild convergence conditions [215], [234].

Linear approximations

The previous Q-learning algorithm was derived under the assumption that the action and state spaces were
discrete, which allowed the Q-values to be stored in a table. However, as the number of states and/or actions
grows, the memory required to store the table might be too expensive. Also, note that having a discrete state
space may be too restrictive in real life dynamical systems. A solution to these problems is to use function
approximations for the value functions. A possible approach is using linear approximations, in which the value

function is approximated linearly using M basis functions ¢ as:

g

On(s,a) = ) Ombu(s,a), (2.26)

1

m
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where ¢ is a vector of parameters with M entries and ¢, are M basis functions used to approximate the value
function. The algorithms that we have seen in the previous Sections can be adapted to deal with these linear
approximations [26, Chapter 6], in order to obtain the & vector that best approximates the value function. The
main advantage of using these approximations is that they allow dealing with many discrete states or even
continuous states, and at the same time, control the problem complexity, as the optimization complexity depends
on M instead of on |S|. However, the main problem with this approach is that the quality of the approximation is
directly related to the approximation capabilities of the basis functions: if the actual value function is contained
in the subspace spanned by the basis functions, then the approximation error will be small, but unluckily, this is
not often the case. Also, good approximation capabilities require carefully handcrafted basis functions. Due to
these problems, linear approximations are rarely used today. In the next Section, we introduce neural networks
as universal function approximators, and afterwards, we present two RL algorithms that use their approximation

capabilities.

Feedforward Neural networks

Neural networks (NNss) are function approximators that are able to approximate functions to an arbitrary degree
of accuracy [105], [51]. In other words, NNs are universal function approximators. An NN is a layered structure
composed by neurons [95]. A Feedforward Neural Network (FNN) is a directed architecture as seen in Figure
2.2, in which the neurons of two consecutive layers are densely connected, thus these layers are sometimes
known as Dense. Each of the neurons outputs a nonlinear combination of its inputs as follows:

=9 (Zwi’xiJFb) : 2.27)

where 7 is the neuron output, x its input vector, w is a vector of weights, b is a scalar bias and ¢ is the activation
function, which usually is nonlinear. Note that each neuron receives as input a vector and outputs a single,

deterministic value. Some of the most popular activation functions are:

Name o(x) 0 (x)
Rectified Linear Unit Activation (ReLU) max(0,x)  [0,00)
e*
Si id Activation (Si 0,1
igmoid Activation (Sigm) efx+ 3 (0,1) (2.28)
— e_
H bolic T: t Activation (Tanh —_— —-1,1
yperbolic Tangent Activation (Tanh) = (—1,1)
Linear Activation x (—o0,00)

where @ (x) denotes the image set of the function ¢(x), and it is important to take into account it because
the image of the output of an NN depends on the activation function of the neurons in the last layer. These
activation functions are also chosen because their gradient, needed for training the NN, can be easily computed
numerically. Note that we include the linear activation for completeness.

Observing the FNN in Figure 2.2, we note that there is an input layer, an output layer, and an intermediate,
hidden layer. Depending on the number of hidden layers, we can difference between shallow and Deep Neural
Networks (DNNs), the former having no hidden layer and the latter having at least one. Even though the
universal approximation property of the neural networks has been known for years [105], [51], the lack of
sufficient computational power for training these neural networks caused them not to be too successful. This
radically changed as the computational power available to researchers grew: DNNs composed of many layers
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X1 Z4

X2 2

Fig. 2.2 Example of feedforward neural network. Each circle represents a neuron, which combines non-linearly
its inputs following (2.27). The inputs are x| and x,, and the outputs are z; and z. There is a single hidden
layer, which has three neurons. Note how each of the outputs z is a nonlinear combination of the inputs x; and
X2.

can today be trained and many applications for DNNs began to appear [129]. Today, DNNs are used successfully
for many complex tasks, such as object classification in images [258], human-like performance in Atari games
[154] or indoor localization [230], to mention a few. The increasingly high computational power available even
makes it feasible to use DNN in WSN deployments [181].

Training an NN means obtaining the set of weights and biases that approximates a certain function. This is
usually done from data: we provide the NN with a dataset of inputs and outputs, and the weights and biases
are iteratively updated in order to minimize a loss between the NN output and the desired output given by the
dataset. This update is usually done by means of the backpropagation algorithm [96], which is an application of
the chain rule to obtain the gradients of the outputs with respect to the parameters of the neurons, i.e., weights
and biases, and then apply a first order optimization method, such as Adam [122], in order to update the weights
and biases of the NN.

Deep Q-Networks

As we have seen before, a main drawback of the Q-learning algorithm presented comes when the space set
is large. In order to deal with this, and also with continuous state spaces, we have already presented linear
approximations, which however present questionable results, as the basis functions need to be handcrafted. A
recent approach takes advantage of the advances in Deep Learning and uses NN in order to approximate the
value function. The first algorithm that followed this approach was an adaptation of Q-learning, known as Deep
Q-Networks (DQN) [153], [154].

DQN approach is based on Q-learning, thus it is similar to Algorithm 4, but under DQN, the Q-function is
replaced by a DNN, whose input is the current state s” and its output is the approximated Q-value function for
every action a" € A, Q(s",a"). Another characteristic of DQN is that it makes use of the past experience to
enhance the learning process: at each time step, the experience of the agent e = (s",a",r",s"*!) is stored in a
data set E. The set E is updated as new actions are taken by the agents and the data contained in E is used to
update the NN multiple times. Experience replay allows a greater data efficiency and also, it allows avoiding

the correlation between consecutive samples, as the convergence of the gradient methods used to update the
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Algorithm 5 Deep Q-Networks algorithm. A typical convergence criterion is the maximum number of
iterations.
Input: S, A, ¢
1: Initialize the Q-function Qx(s,a) DNN, with weights 6
2: Initialize the target network, which is equal to the Q-function Qz(s,a) DNN, with weights 6,, = 6
3: Initialize replay memory E = {}
4: while Convergence criterion is not met do
5:  Initializen =0
6:  Setinitial state s°
7:  while State s” is not final do
3
9

Obtain action a" using e-greedy policy (2.24)

: Take action " and obtain s"*! and r*
10: Store ¢ = (s",a",r",s"*!) in E
11: for A batch of e € E randomly sampled do
12: Obtain B using (2.29)
13: Update 0 using B
14: Setn=n+1

15:  Update 6;,, = 0

16: for s* € S do

17:  m(s") = argmaxgeq Qr(s",a;0)
Output: 7©

neural networks improves with uncorrelated samples [153]. Another feature of DQN consists on using target
networks: at each training epoch, the Q-learning DNN is cloned and the copy is called target network. The
target network is used to estimate the future Q values to update the NN during that epoch. Because target
networks are updated only once per epoch, that gives better convergence results and helps to avoid oscillations
[154]. We denote the parameters of the Q function DNN as 6, and the target network parameter as 6.

Every time that the Q-function DNN has to be trained, we randomly sample a set of experiences from the

replay memory E, and for each e, we build the following B value:

n+1

s (2.29)

B(e) " for terminal s
e) =
"+ ymax,eca Qr(s",a;6;¢) for non-terminal s

where Qz(s",a; 6;,) is the approximated Q-function value for the state s” given by the target network. Thus, for
each ¢" vector, we train Qr(s",a"; 0) to minimize the difference with respect to B(e”). Note that this means
that the Q-function DNN is trying to approximate the actual Q-function. Also, observe that we compute (2.29)
using the target network, and use the resulting B values to update the 6 weights.

An implementation of DQN can be observed in Algorithm 5. Again, we note that this Algorithm is similar
to Q-learning (Algorithm 4), as DQN is a Q-learning based implementation using DNNs. The main advantages
of using DNN:s is that they allow using continuous states and that they significantly reduce the memory required
to store the Q-function, as it is now stored as a DNN. However, note that DQN is only valid for discrete action
spaces. Now, we turn our attention to a different way of using DNNs under an RL paradigm, in order to be able

to deal with continuous actions.

Trust Region Policy Optimization

DQN uses a DNN to approximate the Q value function. However, it is also possible to use a DNN to approximate
the policy function instead, and then compute the gradient of the total expected reward with respect to the
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parameters of the DNN policy. This approach is denoted as policy gradient (PG), which englobes several
popular Deep RL methods, such as Deep Deterministic Policy Gradient (DDPG) [136], Trust Region Policy
Optimization (TRPO) [197] or Proximal Policy Optimization (PPO) [198]. The objective of PG methods is to
solve the following problem:

max Er,, p lz ;ﬂr"] , (2.30)
n=0

where @ denotes the parameters of a DNN which is used to model the policy 7. According to the Policy
Gradient Theorem [216], [206], the gradient of (2.30) has the following form:

Q) {En’mP li }”V"] } =Enr,.p li V'Vologme(a"|s")Ax, (s",a") |, (2.31)
n=0

n=0

where Ay, (s",d") is the advantage function, used to estimate how good is action a" when used in state s".
Different algorithms obtain A, (s",a") in different ways, for instance, we could use Az, (s",a") = Qz(s",a") or
Ag,(s",d") = Oz (s",d") — Vz(s"). In general, the advantage function is implemented using DNNs that estimate
the value function, similarly to the procedure used by DQN.

Even though it is possible to use first order methods, following in every step the gradient direction (2.31) in
order to approximate the maximum of (2.30), these methods usually have poor convergence properties as they
do not take into account the curvature of the policy surface parameters. In order to alleviate this, TRPO uses a
second order optimization method that does take into account information about the curvature. First, TRPO
optimizes iteratively L, a lower bound of the maximization objective (2.30):

7-[(0 i‘l |Sll)

1o (8" d") |, (2.32)
Told a"|€”) ( )

L=Fg, p Z)/’

where 7, refers to the value of the DNN policy in the previous iteration. This gives rise to the following
optimization problem:

max L%M(ﬂw)
o ’ (2.33)
sit. Eg,,p Dk (To||Toa)] < 0

where Dg (Ty||7,14) is the Kullback-Leibler divergence between 7, and 7,4, and 6 is a threshold. In [197]
there is a proof that (2.33) is a lower bound to (2.30), and hence, we can solve the latter by optimizing the
former. Intuitively, in (2.33) we optimize the policy that maximizes the expected reward, where the maximum
difference between the new policy with respect to the old one is limited by 8. This limitation is used to avoid
large variations in the new policy, which may lead to poor policies: the new policy is bounded to lie within a
region bounded by §.

In order to solve (2.33), the authors in [197] propose using Natural Policy Gradient, a second order
optimization method that takes into account second order information about the KL-divergence, as it estimates
the Fisher Information Matrix (FIM) of the policies for the optimization. However, inverting the FIM is costly
when there are many parameters, and this is the usual case with DNNs. In order to overcome this, [197] uses a
Conjugate Gradient approach to efficiently solve the FIM inversion. This allows obtaining a gradient update
that takes into account the policy space curvature. Finally, the policy parameters are updated using a line search
procedure that ensures that the KL-divergence condition in (2.33) is satisfied.
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Algorithm 6 Trust Region Policy Optimization algorithm. A typical convergence criterion is the maximum
number of iterations.

Input: 6
1: Initialize the policy network 7, with weights @
Initialize the advantage function Az, (s",a")
Initialize k =0
while Convergence criterion is not met do
Use 7k to obtain a set of trajectories EX
Estimate A 4 (s",a") using EF
Estimate the policy gradient using (2.31)
Estimate the KL-divergence and the FIM
Use Conjugate Gradient to estimate the next gradient step A, which includes the policy gradient estimation
and the KL-divergence
10:  Perform line search to ensure that A satisfies the restriction in (2.33), otherwise, shrink A
11:  Update o*! = 0 +A
122 Setk=k+1
Output: 7

h A A

The whole procedure of TRPO can be observed schematically in Algorithm 6. As TRPO is computationally
intensive, PPO was designed as a modification to TRPO that uses a surrogate function to alleviate the computa-
tional load [198]. In spite of this problem, TRPO has shown to be a very powerful Deep RL algorithm, which
performs very well in different sets of tasks, as [64] shows. Also, it is able to deal with continuous and discrete
action spaces [197], which provides a significant flexibility when it comes to real world dynamical systems.
These two reasons motivate us to include TRPO in our research, as we will use it to work with continuous
actions.

Finally, we note that the field of Deep RL is active with much research. There are many others algorithms
proposed, such as Asynchronous Advantage Actor Critic (A3C) / Advantage Actor Critic (A2C) [152], Dueling
Deep Q-Networks (DDQN) [233], Actor Critic using Kronecker-Factored Trust Region (ACKTR) [240] or
Actor Critic with Experience Replay (ACER) [232], and the list expands day by day. We introduce here only
two of the most important algorithms, that we will use afterwards in our problems.

2.2.5 Inverse Reinforcement Learning

Inverse reinforcement Learning (IRL), also known as Inverse Optimal Control, is the complementary situation
to RL. In RL, there is an agent trying to obtain a policy that maximizes a certain total cumulative reward, while
in IRL, an agent is given an optimal policy function or a set of samples from an optimal policy and tries to find
the reward function that explains the given policy. Thus, IRL tries to infer the reward that best explains the
behavior of an agent, usually called expert. In the seminal paper [164], the authors state two main reasons why
IRL is important: first, in RL settings is often assumed that the reward function is known, which needs not be
true in real life problems. Another application is apprenticeship learning: constructing an agent able to behave
successfully in a certain environment by learning from an expert [1]. Hence, IRL can be used to model another
agent, which is the aspect that is of interest to us. We now turn to present several IRL algorithms, from less to
more complex.
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Linear programming Inverse Reinforcement Learning

The simplest algorithm to solve an IRL problem is based on assuming that S and A are small, discrete spaces,
and that we have access to the expert policy function 7%, which is deterministic: this means that all the transition
probability is assigned to a single state. First, let us remind the matrix form of Bellman equation (2.14), which
can be rearranged as follows:

Vo =ra+YPove = (I —yPr) . (2.34)

By considering that > denotes a vector inequality, i.e., an inequality satisfied by all vector entries, it can be
shown that a policy * is optimal if and only if [164]:

(Po —Pp) (I —yPp) 'rpe =0, VY # 7, (2.35)

which can be intuitively understood as follows. The first term indicates how much the transition probabilities
change by using 7* with respect to any other policy 7’. The second term is the value function for policy 7*.
The product indicates which is the best action for each state: a policy is optimal if it chooses the best action for
each state, which is what the inequality checks. In other words, (2.35) finds for a policy £* which chooses the
best action for each state. If the inequality in (2.35) is strict, then the optimal policy is unique.

In (2.35), what we are trying to obtain is the vector of rewards rz+, as we are given 7*. Note that (2.35) is
an ill-posed problem, as there are infinitely many r+ vectors that satisfy (2.35), including rz+ = 0. Hence, we
need to restrict the possible space of rz+. In [164], the authors propose the following three ideas:

* Heavily penalize every deviation from the policy ©*. This can be done by maximizing the minimal
difference between each action in the optimal policy and the next best action for each state. By defining
Pr+(s) as the row of the matrix Py« corresponding to state s, where Py (s) represents the action prescribed

by policy 7 in state s, the previous condition becomes:

max ¥ min [(p,r* (5) = Pe(s)) (I — yPp) ' 1 ] (2.36)

T
sES

* Impose an additional sparsity restriction on rz, by minimizing a norm-1 regularizer of the reward vector.
The regularizer is controlled by a parameter A > 0. Note that this means that the reward obtained will
have as few nonzero entries as possible, which means that the reward obtained will be as simple as
possible.

¢ Limit the maximum value of the reward to a certain value r;,y.

Putting these ideas together, we obtain the following Linear program:

max ) min [(Pn* (s) = Pa(s)) (I = ¥Px) ™ e | = Allrae
ses
st (Ppe—Pr)(I—yPp) 'rpe =0, Vr#£m* (2.37)

Tmax = |r7r*|

It is possible to extend these ideas to less restricted setups. First, let us assume that we want to work with a

state space S which is discrete with many states or even continuous. Similarly to (2.26), we can use a linear



24 Mathematical background

approximation of the reward over a set of features mappings ¢ (s,a) as follows:

r(s,a)= ) Oumon(s,a), (2.38)

1

Mk&

m

where the reward function is approximated by a linear combination of M fixed feature mappings ¢ : S x A — R,
and o is the weight vector of the linear approximation. Hence, we exchange finding a reward function
R: S x A — R, which would involve using calculus of variations, for finding a set of scalar weights ¢, using
optimization tools. Since the expectations are linear, the value function (2.8) becomes, using (2.38) and the
vector form of the value function (2.14):

M M
va(s") =E | Y (s 7(s") +7 Y 0 (s 7 (")) + |7
m=1

m=1

, (2.39)
M M

= Z E [amd)m(s",n(s"))+yam¢m(s”+1,7r(s”“))+...|7r] = Z Vi z(s")
m=1 m=1

where v,, » is the value function for the mth basis feature. In this case, the optimality condition can be related to
the value function: a policy is optimal if the value function induced by that policy is larger or equal than the
value function induced by any other policy:

Ens p[va(s")] > Egp[va(s™)], Vs"€S. (2.40)

However, the optimality condition in (2.40) is impossible to check exhaustively on a large or infinite state
space. Also, as we are approximating using a basis function, it may also happen that the optimal 7+ cannot
be represented in the subspace spanned by the chosen basis functions. In order to address the former, [164]

proposes checking (2.40) in a finite subset Sy C S. The latter is addressed by using a penalization function p(x):

x if x>0

Mﬂ={ : (2.41)

2x if x<0
The idea behind using the penalization function (2.41) is that we try to minimize the number of states

for which (2.40) is not satisfied, and this allows dealing with rewards outside of the subspace spanned by the
chosen basis functions. Hence, the linear program that needs to be solved for this case is:

max ) min [p (Bz pvz(s")] = Ex p[vz(s")])] (2.42)

[o?
" s"eSy

where we recall that v, are functions of @, as shown in (2.38) and (2.39).

Finally, it is possible to define also a linear program for the case in which we do not have the expert policy
function 7*, but rather, we have a set of samples trajectories following the expert policy, {+, which is formed
by successive states and actions obtained by interacting with the MDP following the expert policy. We assume
that we also have access to a simulator of the MDP, so that we can generate trajectories {; for an arbitrary
policy 7. We also assume that we know the initial state of the system, s°. In this case, we can update (2.42)
iteratively in order to obtain a reward function as Algorithm 7 shows [164], in which we alternate between
optimizing a linear program to obtain a reward function from the samples; and in the second step, we use an RL
procedure to obtain a policy that optimizes the reward function obtained previously. The linear program of the



2.2 Markov Decision Processes 25

Algorithm 7 Linear IRL using sample trajectories. A typical convergence criterion is the maximum number of
iterations.

Input: An MDP simulator, 9, ¢y, basis functions

1: Generate a random policy 7°

2: Initialize k =0

3: while Convergence criterion is not met do

4:  Simulate the MDP from s° using the policy 7¥, in order to obtain a set of trajectories [
Estimate v« using (2.39) and {
Obtain (x,’f, as the solution to (2.43)
Use an RL procedure to obtain an updated
function (2.38) with parameters ot,’,‘q

80 Setk=k+1
Output: ot

~N O W

k+1 such that maximizes the expected return over the reward

first step is:
k
max ):;;(Eﬂﬁph%*@"ﬂAfEnhPh%k@"ﬂ), (2.43)
O =0

where we note that (2.43) corresponds to a particularization of (2.42) for the case that we have only trajectories
from the policies. Note that the value functions are estimated using (2.39), as indicated before. Also, note that
we store the trajectories that correspond a previous policy, as the optimal policy should be better than any of
them. The penalization function was defined in (2.41), and again, it is used to penalize the violations of the
optimality conditions, which may happen due to the optimal reward vector not being contained in the subspace
spanned by the basis functions used. We also note that the second step is key in the time budget needed for this
approach, as in each iteration, a whole RL procedure needs to be done.

Thus, it is possible to use linear programming to solve the IRL problem for small and large or continuous
state spaces, and even if we do not have access to the expert policy function, but rather to trajectories obtained
with it. However, all these methods assumed that the expert policy was optimal in all circumstances, which
needs not be the case in real life problems, as the expert may occasionally act suboptimally. In order to
accommodate this possibility, we need to introduce the Maximum Entropy Principle (MEP), which has been

key in recent IRL developments.

Maximum entropy principle

The Maximum Entropy Principle (MEP) is owed to Jaynes [112]. It is frequently used when we need to
fit certain data to a distribution with the largest entropy. Intuitively, this means making the less possible
assumptions about the distribution. Formally, let us assume that we have a discrete variable x;, which may take
I possible values, i = 1,2,...,1, and we do not know the probabilities of each x;, p; = P(x;). Jaynes was trying
to address the problem in which he wanted to obtain the expectation of a function f(x), which was also known:

1
mmm:;mmm (2.44)

and, as p; is a distribution, we also know that p; belong to a simplex, i.e., p; > 0 and }; p; = 1. Clearly, this is a
problem in which we lack information if 7 > 2, as we only know (2.44) and that ) ; p; = 1 for [ variables.

In order to address this situation, Jaynes used the concept of entropy from information theory, because it
provides a unique and unambiguous criterion to work with the amount of uncertainty that a discrete distribution
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has. For Jaynes, entropy and uncertainty become synonyms, and the entropy takes the following form:

1
=Y piln(p)). (2.45)
i=1

The key idea proposed by Jaynes is that, when trying to determine a discrete, unknown distribution p;, we
must maximize the entropy, i.e., maximize the uncertainty provided by our distribution. This means that we are
trying to find a probability distribution that minimizes the bias while agreeing with the given data, because a
high entropy means having more uncertainty about the distribution. Thus, we have the following optimization
problem:

st Y pi=1 , (2.46)

where p; > 0 is forced by having a logarithm in the function to be maximized. This problem can be solved

using Lagrange multipliers, where the Lagrangian is:

I
L(pi, A, 1) = szln pi) lZm—l] [Zpif(xi)—Ex[f(x)]]. (2.47)
i=1

We can then obtain the gradient of (2.47) with respect to p; and solve to find a stationary point:
VL (pisdit) = —In(p) =1 = A —puf(x;) =0 — p; = e TAH 0, (2.48)

By computing the gradient with respect to A, we obtain the first constrain:

VL (pi, A, ) Zp,—l—OAZp,—l (2.49)

and combining (2.48) with (2.49), we obtain:

e HS(xi)

1 1
—1-A-uf(x) — ,~1-2 —uf(n) L
X ) TSN it

i=1 i=1

(2.50)

which is the Boltzmann distribution with parameter (. Hence, the maximum entropy distribution for the case in
which we only know the mean of f(x;) is the Boltzmann distribution in (2.50).

Today, the MEP is used in settings in which the information provided is different from the expected value of
a function f(x). We note that the Boltzmann distribution is the maximum entropy distribution for the problem
(2.46), but for different problems, where other information is available, different maximum entropy distributions

arise, as can be seen in [139].
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Maximum entropy inverse reinforcement learning

The MEP already described allows us dealing with situations in which the expert policy cannot be guaranteed
to be optimal in all situations. The incoming sections come from a control theory perspective, and in this field,
it is frequent to deal with costs instead of with rewards. We remind that these two models are equivalent: a
reward function R : § x A — R has always an equivalent cost function C : S x A — R, where r(s,a) = —c(s, a).
Thus, note that the agent seeks to maximize the reward function, or alternatively, minimize a cost function, but

both problems are equivalent. Let us start by assuming that the cost is a linear combination of M features:

M
a)=Y Onbu(s,a), 2.51)
m=1

where we approximate in the same way as in (2.38).
The key idea now is to have a set of trajectories {, and define the empirical expected feature count ¢ as an
empirical average over the features ¢,, when we have K trajectories { of length L as follows [262]:

G~ f f f Ot P (s’ d'|(s',d) € Ck) (2.52)
LK k=11=1m=1 ’ , 7

where we note that the empirical feature count ¢ gives us information about how the features are distributed in
our dataset. Thus, any candidate distribution P({) needs to match this expected empirical feature count, which
means that:

K L M 5
P ZZZ 0t (' (s.a') € &) = 6. (2.53)

As we have no more information about our distribution P({), except the fact that }'; P,({) = 1, we can use
the MEP to derive a candidate distribution for P({). Note that this is the same problem that we have posed in
(2.46) and solved in (2.50): thus, the candidate distribution is a Boltzmann distribution of the form [262]:

— L Xl Xty O (s[5 0 €6y ) K
e Z(a) , Z(a) — Z Z 1):,71 1O€m¢m(é m/‘(yl,al)Egk)’ (254)
k=1

Po(8k) =

where Z( o) is the partition function. Observe that evaluating the partition function may be very hard, even
unfeasible, as it has to be done over the whole space of possible trajectories. However, this model is a first step
towards dealing with suboptimal expert trajectories in IRL. Intuitively, the Boltzmann distribution means that
the probability associated with suboptimal trajectories decreases exponentially as their cost increases.

An important remark has to do with the dynamical nature of the problem. Note that the entropy that we are
trying to maximize is the conditional entropy, which is defined as follows for a sequence of states and actions
between time steps 0 and N:

N
H(aO:N|SO:N) —E l In (Hp(anSO:N’aO:n—l)>] , (2.55)
n=0

where there is a significant problem with the conditional entropy: it requires to condition on the entire trajectory
of states, from O to N. In [262], (2.54) can be applied because the transition probability is deterministic and
known, and hence, it is possible to obtain the complete state trajectory, as it is an open loop problem. However,
in general, the MDP transitions are stochastic and thus, the conditional entropy is not a feasible approach. In
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order to overcome the requirement of knowing the whole state sequence to compute the conditional entropy,
causal entropy has been used instead [124], which is defined as follows:

N
H(@N||s"N) =E | ~In HP(a”|s0:",a0:”_1) , (2.56)
n=0

where the subtle but important difference between (2.55) and (2.56) is that in causal entropy, the conditioning
is done exclusively on state values already known. In [261], it is shown that the maximum causal entropy
distribution for the restrictions in (2.46) remains a Boltzmann distribution. The causal maximum entropy
principle can also be extended to infinite horizon settings, where the discount factor Y would appear in the
causal entropy formula [30], [259].

Maximum causal entropy inverse reinforcement learning with nonlinear cost

Even though linear approximations are a good starting point when we want to deal with large or infinite
state spaces, as we noted in the RL discussion, they do not tend to achieve good results in practice, as they
require carefully handcrafted features basis functions to provide good approximations. We may ask whether
non-linear approximations could be used, such as approximations based on NNs. And indeed, it is possible to
generalize the maximum causal entropy framework to work with non-linear cost functions. Let us assume that
we parameterize the cost function using a non-linear approximation whose parameter vector is 6. In this case,
the probability distribution for the sample trajectories { follows again a Boltzmann distribution [71]:

Py(&) = - exp(—co (&), (2.57)

1
z
where Z is the partition function and cg is the non-linear cost function parameterized by 8. An important cost
to be paid by using non-linear approximations is that the optimization problem that we have to solve now are
not linear programs anymore, although it is possible to use an iterative procedure which resembles the method
presented for the case of using a linear approximation from sample trajectories.

Let us assume that we have a policy function, which is parameterized by a parameter vector @. Note that the
policy may be approximated using linear or non-linear approximations. The IRL problem involves obtaining
a reward function that best explains the behavior of an expert. Thus, the expert policy 7* should maximize
the total cumulative reward, or equivalently, minimize the total cumulative cost. This process could be done

iteratively with two main steps:

* In a first step, we update ®, so that the policy 7, both maximizes the causal entropy of a set of expert
trajectories, and also, minimizes the cost cg. Thus, note that we use 7, to define a policy which is similar
to the expert.

* In a second step, we update 0 so that the difference between the cost induced by the policy expert 7*
and the cost induced by the policy 7, is maximized. In other words, we try to find a cost function that
separates as much as possible the behaviors of ©* and 7m,. We remind that a similar idea to this was
behind (2.37): heavily penalizing the differences between the expert policy and a similar policy.

Thus, we alternatively optimize on 8 and ® in order to solve our optimization problem in two steps. Note
that, when we update one parameter vector, the other remains fixed. Mathematically, this problem can be
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expressed as follows [71]:
max | (min—H (7o) +Ex, [co(5,0)] ) ~Ex-[co(s.a)]| (2.58)

where Ez[cg(s,a)] denotes the expected cost under policy 7 and, hence, it is the value function using costs
instead of rewards, and H() is the causal entropy of policy 7.

Generative Adversarial Imitation Learning

The method just described to solve (2.58) presents an important drawback, namely, that the minimization step
is done by using an RL algorithm. The RL procedure is computationally expensive when having large state
and action spaces. In order to address this problem, [101] proposes an efficient way to solve (2.58), named as
Generative Adversarial Imitation Learning (GAIL). GAIL is an efficient IRL approach based on approximating
both the policy and the cost function using DNNs. It assumes that the IRL problem (2.58) has a solution and
proposes using a Generative Adversarial Network (GAN) [82] to efficiently solve the IRL problem.

A GAN is a generative model which trains two NNs in an adversarial fashion. The first NN is called
generator: it takes as input a random noise and produces an output which tries to match a certain distribution of
which we have only samples. The second NN is called discriminator: it takes as input a sample which may
have been generated by the generator or may belong to the actual data distribution, and tries to distinguish the
origin of the sample. Both NN are trained in an adversarial fashion, that is, the generator tries to improve its
generative properties until it is able to fool the discriminator.

In GAIL, the generator approximates a policy 7, with weights @. Thus, it takes as input a state s and outputs
the probability of using any action a € A. The discriminator, on the other hand, is another NN parameterized by
0, Dy : S xA—0,1]: it takes as input a (s,a) pair and outputs the probability that the input was generated by
the expert policy or 7. Note that the cost function depends on the discriminator as follows:

cg =log(Dg(s,a)). (2.59)
By training the GAN, GAIL obtains a saddle point (7,,Dg) of the following expression:
Bz, (log(Dg(s,a))] + Exz: [log(1 — De(s,a))] — AH (), (2.60)

where A > 0. Note that (2.60) is equivalent to (2.58) with minor changes that allows an efficient implementation
based on GAN:S. First, a step of TRPO is used to minimize (2.60) with respect to ®: this step improves the
policy 7y, towards being similar to the expert policy. The motivation behind using TRPO is that is prevents
the policy from changing too much between iterations because it restricts the maximum Kullback-Leibler
divergence in the policies between iterations. And secondly, GAIL uses an Adam [122] step with respect to 8
in order to maximize (2.60) with respect to D, where we remark that the cost function is (2.59). Note that again,
a method based on two steps is used, but now we need not solving the RL problem multiple times. Rather,
using a GAN architecture allows solving the RL algorithm only once, by alternatively taking TRPO and Adam
steps, although from a convergence perspective it is recommendable training the generator several steps before
updating the discriminator.

GAIL presents several advantages. First, it uses NNs to approximate both the cost and policy function,
which allows these functions to be very expressive. We have already indicated that a problem that arises

when using linear approximations is that the true reward function needs not be part of the subspace generated
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by the basis functions. GAIL addresses this problem by making use of NNs, which are universal function
approximators [105]. This means that GAIL could imitate arbitrarily complex behaviors from the expert.
Second, GAIL can be used in large, even continuous, state and action spaces, as TRPO is able to deal with
them. Third, it needs not solving an RL problem multiple times in order to perform the optimization. Due to
these properties, we use GAIL in our problems when we need an IRL algorithm.

2.3 Partially Observable Markov Decision Processes

The previous discussion has assumed that the agent has access to the state in each iteration. However, in real
life problems, it is frequent that the agent only has access to a partial or noisy observation of the state. In order
to deal with this situation, the MDP framework needs to be extended to what is known as Partially Observable
Markov Decision Process (POMDP), defined as follows [218]:

Definition 2 (Partially Observable Markov Decision Process). A POMDP is an 8-tuple (S,A,0,P,R,Z, bo, )
where:

* S is the state set, defined as in the MDP case.

* A is the action set, defined as in the MDP case.

* O is the observation set, containing all possible observations o € O that the agent observes.
* P is the transition probability function defined as in the MDP case.

* R:S XA — R is the reward function defined as in the MDP case.

* Z:8Sx0xA —[0,1] is the observation model if O is discrete and Z : S x O x A — [0,00) if O is

n+1

continuous, where Z(0"1|s",a") is the probability of observing 0" given that the agent is in state s"

and plays action a”.

o B0 is the initial belief, an initial distribution over S that denotes the belief of the agent concerning the

initial state of the dynamical system.
* vis a discount factor as in the MDP case.

Note that the main difference between MDPs and POMDPs is that in an MDP, the agent observes the state
of the system, but in a POMDP, the agent does not observe the state directly, but an observation related to the
state. Thus, the agent is uncertain regarding the current state of the system. This causes the POMDP framework
to be more complex than the MDP framework, because both the transition and reward function depend on
the state, which the agent does not directly observe. Hence, the agent needs to estimate the current state of
the system based on its previous observations and actions, and has to deal with the uncertainty derived of not
knowing exactly the current state. Note that, in general, this implies that the optimal policy now depends on the
whole history of actions and observations: 7(a"|o",a"~",0""!,...,a°, o), instead of on the state only as in the
MDP case. It also means that the complexity of solving POMDPs increases significantly when compared to
solving MDPs: for some special cases, it is shown to have exponential complexity [40]. The contrast regarding
the MDP case is notorious, as solving an MDP using DP is known to have a polynomial complexity [174].

A popular approach to solve a POMDP relies on the definition of a sufficient statistic known as belief

[218]. This statistic is updated in each time step, and collects all the important information needed about the
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history. Note that the history, by definition, is a sufficient statistic. We have the nice property that a POMDP
is Markovian over the belief space. So, one approach consists in defining the belief, and in each time step,
updating the belief and solving the resulting MDP using any of the techniques presented in the previous Section,
replacing the state with the belief. However, as shown in [218], this approach can be computationally costly
even in simple cases. An alternative representation consists in using Predictive State Representation [142],
which tries to predict future possible trajectories of observations and actions.

There have also been many proposed algorithms to solve approximately a POMDP, such as [94], [144],
[186], [93] and [192], to mention some. However, a very powerful approach has recently been proposed in [92],
known as Deep Recurrent Q-Networks (DRQN). It consists in modifying the DQN algorithm in order to be
able to work with the history of observations and actions, by using Recurrent Neural Networks (RNNs), which
we proceed to introduce.

Recurrent Neural Networks

FNNs can be modified to include feedback from the past, giving way to RNNs. These are specially designed
to process sequential data [81], as they are able to remember past information. The memory is achieved by
updating, as new data arrives, an internal state, which is then concatenated to the NN input. Hence, the output
now is not only a function of the NN input data, but also a function of the state, which contains information
about the past. One of the most popular architectures to implement an RNN is the Long-Short Term Memory
(LSTM) architecture [104]. In an LSTM, there is a cell state ¢” that is updated using the data input x" and the
output of the LSTM, denoted by y". The superscript n is used to denote the time index. An LSTM is formed by
four different NN, with weights w; and biases b;, i € {1,2,3,4} (2.27). These four NNs are used to update y"
and ¢" as follows:

* First, ¢" is updated with the following expression:
n__ q: n n—1 n—1 . n n—1 n .n—1
c —Slgm(wl-[x )y ]—i—bl)-c —i—Slgm(wz-[x )y ]+b2)-Tanh(W3-[x )y ]+b3), (2.61)

where Sigm denotes the sigmoid function, Tanh the hyperbolic tangent function and [a, b] the concate-
nation of the vectors a and b. Note that the cell state ¢ is updated using the previous cell state ¢"~!,
the previous LSTM output y"~! and the current input x”. The first term in (2.61) is called the forget
term: the sigmoid function outputs a nonlinear combination of the current input and previous output in
the range (0, 1). By multiplying this term element-wise with the previous cell state, we are determining
which elements from the previous cell state are forgotten.

The second term in (2.61) intuitively controls what new information we are adding to the cell state. Note
that the hyperbolic tangent term could be considered the new information that the LSTM wants to add to
the cell state, whereas the sigmoid term controls again how much of that information will be added to the
cell state. Thus, the cell state update consists of two main terms: the first controls how much information
from the previous state cell is remembered, and the second how much information from the current input
and previous output we are adding to the state cell to remember in the next time steps.

* Second, we obtain the output to the LSTM using the following expression:

" = Sigm (wy - [X",y"" ']+ bs) - Tanh ("), (2.62)
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Fig. 2.3 lustration of the procedure of an LSTM for three time steps. The output y” is updated in each time
step using (2.62) and the cell state ¢” is updated using (2.61). The LSTM block is composed of four neural
networks, which are the same for all time steps. Note that, in the first time step, it is necessary to provide an
initial ¢ and y° in order to obtain ¢! and y'.

where the input depends on the current input and cell state, and the previous output. Note that the cell
state is updated using (2.61) prior to obtaining the LSTM output using (2.62). In addition, note that
(2.62) shows that the output is a filtered version of the current cell state.

It is important to note that, in each time step, the weights and biases of the four NNs that compose the
LSTM architecture are the same. The training of RNNss is different from FNNs, as now the time needs to be
taken into account as well, and a modified algorithm known as backpropagation through time is used [235].
This algorithm computes the gradient for the weights and biases, not only taking into account the current time
step, but also the previous ones, unrolling the LSTM similarly as shown in Figure 2.3. Thus, sequences of input
data are used for training an LSTM.

If FNNs were able to approximate any function, RNNs are able to approximate any Turing machine [205],
which makes them suitable for modeling dynamical systems. The main problem with RNNs is that these
networks are hard to train, hence, there has been a significant effort addressed to alleviate this problem [214].
Nowadays, the main architecture used to implement an RNN is the LSTM already presented, although other
structures, such as Gated Recurrent Unit (GRU), have been proposed recently [42], however, their advantages
over LSTM are not clear [85].

Deep Recurrent Q-Networks

After DQN came out, there were several algorithms that proposed changes in the original DQN algorithm in
order to adapt it to other environments. A very interesting one is based on Deep Recurrent Q-Networks [92]. It
consists on using DQN algorithm with a recurrent NN, namely an LSTM, to approximate the Q function. The
main intuition behind this approach is that RNNs allow taking into account the past information, and hence,
they take into account the whole history. To put it differently, the RNN internal state is used to store the past
information, and hence, it is similar to the belief concept. As shown by [92], DRQN can successfully solve
POMDPs with many states and actions, and due to being based on DQN, it works with continuous state spaces
and discrete actions. This work then was applied in many Deep RL algorithm using RNNs in order to better
address the partial observation that arises in many problems.
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However, as we noted before, the main problem with using RNNs is that they can be significantly hard to
train. Thus, today there are two main ways to approximate a POMDP by using Deep RL tools, both of which
are used in this work and in current literature:

1. Using Recurrent Neural Networks (RNNs), which are able to store past information as we have explained.
This solution provides a better approximation at the cost of having a significantly larger computational
cost and a more difficult training process.

2. Using a finite vector of past observations as input to an MDP Deep RL method. In other words, we use
as state a truncated history vector, where we include past information so that the Deep RL method may
take it into account. As [92] shows, this solution is an approximation for solving POMDPs, but it can

provide very good results [154].

2.4 Swarms

Until this point, we have assumed that we have a single agent interacting with a dynamical system, which may
have either a perfect knowledge of the state or a partial observation. Now, in this section, we turn our attention
to the case in which we have more than one agent, but all of them share the same reward function. This is a
first step that allows solving the situation in which there are several agents cooperating among them to reach a
common goal, while we reserve the more general case in which we have several agents with different interests
to the next Section.

Of special interest is the concept of swarm, which is a group of agents which cooperate among them to
obtain a common goal in a decentralized fashion. Swarms are inspired by nature, in which small insects are
able to cooperate among them to obtain a desired objective that they could not have obtained otherwise. For
instance, several ants cooperate to carry a burden that a single ant could not take. Hence, a swarm is a multi
agent system, where each agent is simple but by means of cooperation, the system can achieve complex goals.
This problem, as we will see, can be modeled under the distributed control perspective: there is a single reward

function to be optimized and the action vector has as components the individual actions of several agents.

2.4.1 Dec-POMDP

A first model that allows dealing with many agents and a single reward is the Decentralized Partially Observable
Markov Decision Process (Dec-POMDP), a multi-agent model defined as follows [24], [236, Ch. 15], [173]:

Definition 3 (Decentralized POMDP). A Dec-POMDP is a 9-tuple (N,,S,A,0,P,R,Z,b°,y) where:
* N, is the index set of the agents, where the subscripti=1,2,...,N, indexes each of the N, agents.
* S is the state set, defined as in the MDP case.

* A is the action set. Each agent i has its own action set A; and A L2 A XAy X ... X ANp is the product
of the action spaces of each player. The joint action a = (ay,az, ...7aNp) € A is a vector formed by the

actions of all agents.

* O is the observation set. Each agent i has its own observation set O; and O 20, X0 %...X On, is
the product of the observation spaces of each player. The joint observation o = (01,02, ..., oNp) €O0isa

vector formed by the observations of all agents.
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* P is the transition probability function defined as in the MDP case. Note that P depends on a, the joint

action vector.
* R is the reward function defined as in the MDP case. Note that R depends on the joint action vector a.

* Z is the observation model, defined as in the POMDP case. Note that Z uses the joint action and

observation vectors a and o respectively.
o B0 is the initial belief as in the POMDP case.
* v is a discount factor as in the MDP case.

Observe that we use subindexes for agents and superindexes for time. Note that a Dec-POMDP generalizes
the POMDP framework to a multi agent setting with a common goal, because there is a single reward function
common to all agents. Hence, it is a convenient model for swarms. However, this is a model very hard to solve:
in the best case, they are NEXP-hard, while MDPs are P-hard and POMDPs PSPACE-hard [24]. This means
that MDPs can be solved in polinomial time, POMDPSs using a Turing machine with polynomial amount
of memory and Dec-POMDPs could be solved by a Turing machine in exponential time. However, in the
worst case, POMDPs are NEXP-complete, which are the hardest problems in the NEXP class. Hence, having
several agents comes at the cost of a significant increase in the problem complexity and tractability. There
are several algorithms proposed for solving Dec-POMDPs, some of them based in value functions like [173]
and a more recent and efficient algorithm was proposed in [61]. Even though the algorithm in [61] surpasses
its predecessors, it works in very limited time horizons. Hence, the main drawback of Dec-POMDPs lies
in the complexity associated to solving them. We note that, as Dec-POMDP is a model that generalizes the
POMDP model, there exists also a Dec-MDP model [24], which generalizes MDP. Dec-MDP model is similar
to Dec-POMDP model except that the agents observe the state directly. As we do not use them in our problems,

we do not introduce them.

2.4.2 swarMDP

In order to alleviate the complexity in the Dec-POMDP model, a particularization of this framework for swarms

has been proposed in [211]. The model proposed is known as swarMDP:

Definition 4 (swarMDP). A swarMDP is defined in two steps. First, we define a prototype A = (S,A, 0, 1),

where A is an instance of each agent of the swarm and where:
o S is the set of local states.
e A is the set of local actions.
e O is the set of local observations.
e 7 is the local policy.
A swarMDP is a 7-tuple (N,,A,P,R,Z.y) where:
* N, is the index set of the agents as in the Dec-POMDP case.

* A is the agent prototype defined before.
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e P is the transition probability function defined as in the MDP case. Note that P depends on a =

(a1,a2,...,a, ), the joint action vector, as in the Dec-POMDP case.

* R is the reward function defined as in the MDP case. Note that R depends on a = (ay,az, ...,aNp), the

Jjoint action vector, as in the Dec-POMDP case.

o Z is the observation model, defined as in the POMDP case. Note that Z uses a = (ay,a, ...,aNp), the

Joint action vector, and o = (01,02, ..., oNp), the joint observation vector, as in the Dec-POMDP case.
* vis a discount factor as in the MDP case.

Note that the main difference between the swarMDP and the Dec-POMDP model lies in the fact that the
swarMDP explicitly makes all agents equal: they share the same set of local states, actions, observations and
policies. Whereas under the Dec-POMDP model each agent could have a different action and/or observation
set, under the swarMDP model all agents share the same local states, actions, observations and policy. Due to
this characteristic, which is called the homogeneity property, the agents are interchangeable. Also, note that a
single agent swarMDP reduces to a POMDP.

2.4.3 Mean embeddings

The homogeneity property simplifies the problem of learning under the swarMDP model, as the order of the
agents does not matter to the learning process because they are interchangeable. Note that all agents share
the same policy due to the homogeneity property, which means that each agent would act similarly as the
others if they observed the same observation o”. Thus, we can use single agent Deep RL algorithms and a
centralized training/decentralized execution method to find a policy that maximizes the cumulative reward
[110]. For instance, we could use TRPO and train a single policy 7, for all agents, which takes as input the
local observation of each agent i € N, o} and outputs a local action &} for time step n. During training, the
local observations of each agent are sent to the central learning algorithm for training. During execution, each
agent uses a copy of the learned policy with their own local observation. Note that, as agents do not observe the
state because we are in a partial observation environment, we either need to use a recurrent NN for the policy
Ty or include in the observation enough information about the past, as explained in the POMDP Section.

We finally note that the observation vector of agent i may include not only information about agent i, but
also information about other agents if the agents are able to communicate. Let us denote by o7; the information
available to agent i about itself in time n, and o] ; the information available to agent i about agent j, j # i.
A naive way of encoding this information is to build the total observation vector of agent i, o} by simply
concatenating o7; and all the vectors o ;. However, this concatenation causes a large input space, as well as
ignoring the permutation invariance inherent to a homogeneous swarm. A better option consists in using mean

embeddings [209], [110]. There are several possible mean embeddings that can be used:

* Neural Networks Mean Embedding (NNME): In this approach, each o} ; 1s used as input to an NN,
which outputs ¢ (of’) j), where ¢ denotes the transformation done by the NN. The total observation vector
of agent i, o}, is built by concatenating offi to the mean of all ¢(0§f j). That is, we obtain the features
using the NN first, and use the averaged value of such features as input to the policy. A very interesting
characteristic of this approach is that it allows training the mean embedding NN together with the policy,
and hence, this NN will be trained to extract the information that the policy needs, thus being able to
adapt to a concrete problem setup.
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* Mean-based Mean Embeddings (MME): Under this approach, we average o7 j and concatenate it to o} ,.
This vector is the input to the policy network. Note that this case is a simpler approach, in which we do
not perform any feature extraction process and which does not adapt to a concrete setting. Its success

will strongly depend on how informative the average values of the observation vectors are for the policy.

Note that mean embeddings are thus insensitive to the number of agents to which each agent i can communicate
and is also insensitive to their order. We remark that this tool allows us to solve swarMDP problems by making
use of the single agent methods presented in previous Sections.

2.5 Game theory

In this section, we turn our attention to the case in which there are several agents, each of them with possibly
different reward functions. That is, each agent may have different interests, and the actions that each of them
chooses affect the rewards of the rest of the players. The branch of mathematics that studies this problem is
Game Theory (GT). Currently, GT is a mature field with many important works covering different aspects of
the theory, such as [76], [19], [146] or [150]. Closely related to this field is the field of Multi-Agent Learning
(MAL), which seeks to find optimal policies for agents that are interacting with others. Even though it is
possible to pose the MAL problem from the GT perspective [204], we note that MAL can be studied using
other tools than game theory ones [213].

In this Section, we start by presenting the simple case in which the agents interact a single time, known as
static game. We then move on to study the case in which the agents interact repeatedly over time, introducing
three models that take into account the time, with different complexities: repeated games, stochastic games
and partially observable stochastic games. And finally, we introduce the concepts of imperfect and incomplete

information, which will be of capital interest in the incoming Chapters.

2.5.1 Static games

We start studying the case in which the agents interact a single time. We introduce minor notations changes
regarding the previous Sections: an agent may be called also a player, and the reward function may be called

also outcome or payoff. Keeping that in mind, a static game is defined as follows:
Definition 5 (Static game). A static game is a 3-tuple (N,,A,r), where:
* N, denotes the number of players, where the subscript i = 1,2,...,N,, indexes each of the N, players.

* A is the action set. Each player i has its own action set A; and A 2 A} X Ay X ... X AN, is the product
of the action spaces of each player. The joint action a = (ay,ay, ...,aNp) € A is a vector formed by the

actions of all players.

* ris a continuous function that gives the game payoffs as:
riA— R (2.63)

where ri(a;,a_;) denotes the payoff or reward obtained by player i when she plays action a; and the rest

of the players play a_;, where the index —i is a shorthand for all players except i.

In this Section, we consider discrete sets of actions. Hence, the payoff functions will be also discrete.

If an action set is discrete, each of its components is denoted as pure action. Mixed actions are distribution
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probabilities for each player that map each pure action of the player with the probability that the player plays
that action.

Observe that the payoff functions denote the nature of the game. It can be purely competitive: the gains of
some players are the losses of the others and thus, }; r; = 0, which is the case known as zero-sum game. It
can be purely cooperative if all players share the same payoff function. It can finally range between these two
extreme cases: these games are known as general-sum or nonzero sum games.

Nash equilibrium concept

We note here that static games can be seen as a generalization of the optimization field, in which we have
several agents trying to maximize their reward. However, now it is possible that, as the interest of agents may
be in conflict, they are not able to attain their maximum reward, and a different solution concept is needed for
games: the concept of equilibrium. There are several equilibrium notions, and in this work, we introduce two
of them: the Nash Equilibrium (NE), and the Correlated Equilibrium (CE).

A Nash equilibrium (NE) [161] of an N,-player game is an action vector such that no player can gain by
deviating unilaterally. Mathematically, for a static game, an action vector a is a Nash g-equilibrium of the
game G, where g > 0,Vi € N, if:

ri(ai,a_;) > ri(di,a_;) — &, Vi,Vd, #a;, (2.64)

where a; denotes the possibly mixed action of player i and A_; the action of all players but player i. When
& = 0,Vi, we have an NE. A nonzero sum game is guaranteed to have at least one NE in mixed actions [19],
which assumes that each player has access to a randomizing device which outputs which action the player
should play with a given probability. This probability is the mixed NE. In general, nonzero sum games may
become hard to solve and might have more than one NE [19, Ch. 3]. A general review on these games and the
different algorithms proposed for finding equilibria can be found in [149].

We now restrict our NE analysis to the two player case, and the literature shows that this is still an area of
research. In [226] there are some methods used to compute two player NE, and in [16], the authors present two
different methods to derive all the NE in a two player game. From here on, we focus on the concrete case that
N, =2 and both players can choose between two possible actions. Hence, the payoff function for each player
might be represented using a 2 X 2 matrix, and that is the reason these games are sometimes known as bimatrix

games. If we denote the payoff matrix for player 1 as R; and R; for player 2, we have:

R, = rLie rL Ry — i1 ) (2.65)

rp2r ri22 221 1222
where 7, . denotes the reward that player a receives when player 1 plays her action b and player 2 plays her
action c. Hence, note that we consider that the row player is the player 1, while the player 2 is the column
player. As the payoffs contained in these matrices are rewards, each player tries to maximize her own payoff.

As mentioned in (2.64), if we only take into account pure actions, the payoffs (ry, k12, j*k*) in pure actions

NE must satisfy the following conditions:

1k 2 Tk
) (2.66)
2, ke 2 1, vk
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where j and k index the actions of player 1 and 2 respectively. The existence of a pure action NE depends on
the reward matrices, and note that such NE needs not exist. However, we know that there exist at least a mixed
actions NE. Let us define y as the probability that player 1 chooses her action 1, and 1 — y the probability that
she chooses action 2; and for player 2, we define in an equivalent form z and 1 — z. It is possible to refer to y as
the mixed action of player 1, and z as the mixed action of player 2. Using this, the conditions in (2.66) can be
expressed as follows:

() Rz >y Riz}

R , (2.67)
(yv)TR2Zv 2 (yv)TRZZv

where y, = (y,1 —y), zy = (z,1 —z) and yI denotes the transposed of vector y,. In both (2.66) and (2.67) it
is assumed that both players are maximizers: otherwise, the inequality should be reversed. The system of
inequalities in (2.67) can be solved as shown in [19, pp. 85-87] and, by using the expressions in (2.65), it yields
the following values for an NE:

. 1222 — 1221
r1+rnn—rn—rnrIi
’ ’ o (2.68)
X ri22 —ri1e

Lt 22 —ri2r — e

where these expressions yield a valid solution if y* € [0,1] and z* € [0, 1]. These expressions are the same
whether the players are minimizing or maximizing. It is interesting noting that each player optimizes only
taking into account the other player’s payoff matrix.

A final consideration on (2.68) arises when the denominator becomes null, that is, either r; 11 41222 —
21 —r212 = 0o0r r 11 +ri2 —ri21 —r112 = 0. Substituting these conditions in (2.67) shows that the NE
will be in pure actions, as y,z € {0, 1}, which means that all the probability is assigned to one of the actions
that a player can choose.

Correlated equilibrium concept

The CE concept, owed to Aumann [13], generalizes the NE concept. The CE is based on the possibility
that players might communicate and coordinate themselves. It assumes that there is a correlating device that
produces a signal sent to all players. They use this signal in order to coordinate and obtaining a higher reward
than if they did not coordinate. Each signal of the correlating device corresponds to a pure action for each
player. The CE is defined so that no player has any advantage if she deviates from the prescription of the
correlating device. More formally, a CE for N, players is defined as a distribution probability ¢(a) over the
set of joint pure actions of the players A =A; X Ay X ... X Ay,,, where a = (ay,az, ...7aNp) is a vector of pure
actions such that a € A. The equilibrium condition that must be satisfied for every player i € N, is [13] [76]:

Y o(a)ri(ai,a_i) > Y ¢(a)ri(ai,a_;) —&, Va;€A;, ai#a, (2.69)

acA acA

where the distribution ¢ is the &-CE of the game. For & = 0, Vi, we have a CE. The signal that coordinates the

players follows the distribution ¢ (a) and the equilibrium is reached if no player has an advantage by deviating.
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An equivalent way of expressing (2.69) is found in [76] and is the following, for & = 0:

Z o(a_ila)ri(ai,a—;) > Z o(a_ila))ri(d,a), Vd;€A;, a;#d, (2.70)

a_j€A_; a_j€A_;

where A_; is the set of joint pure actions of all players except player i. This way of expressing a CE highlights
that it is not profitable for player i to deviate, if every other player follows the action prescribed by the correlating
device.

CE are a generalization of NE: every NE will have an equivalent CE, but not all CE have an equivalent NE.
However, CE are significantly less expensive to compute than NE, as it is shown in [79] and [80]. In general,
CE yield a region of valid equilibrium payoffs, as a function of the distribution ¢ (a). Hence, the problem of
selecting an equilibrium point arises, as in the NE case. This problem is known as bargaining in literature and
there are different mechanisms proposed for equilibrium selection, as the Nash bargaining solution [160], the

Kalai-Smodorinsky solution [118] or the egalitarian solution [117].

Regret Matching

The Regret Matching (RM) algorithm, proposed by Hart and Mas-Colell [90] [91], is an algorithm which is
used to learn the CE of a game by playing it several times. The players adapt their strategy in such a way that
guarantees that the joint distribution of play converges to the set of CE of the underlying game if each player
plays a regret matching strategy [91].

The rule that governs how a player plays according to an RM strategy is: “switch next period to a different
action with a probability that is proportional to the regret for that action, where regret is defined as the increment
in the payoff had such a change always been made in the past" [91]. Hence, the main idea is to keep and update
a regret measure for each player, which is a vector with as many components as the number of pure actions
of the player. The game is played repeatedly over time, and each player updates his regret depending on the
outcome they obtain each time they play. This algorithm requires that player i knows the actions of all players,
as well as her payoff function, but note that player i needs not knowing the payoff functions of the rest of the
players. The regret that each player has after playing is the difference between the payoff they would have
obtained if they had played differently and what they actually obtained. In each iteration, the regret W;(a}) is
obtained as:

Wi(a)) = ri(d},a_;) —ri(a;,a—;), Va, € A;, 2.71)

where q; is the pure action played by player i, a; is used to denote all pure actions available to player i and A; is
the set of pure actions for player i. Obviously, the regret of playing action g; is 0. If the regret of an action is
positive, RM will assign positive probability to that action to be played, because the player would have gained
in the past if she had used this action. On the other hand, if the regret of an action is negative, the player will
assign probability O to that action, as the player would not have improved her payoff by using that action in the
past and hence, she will not use it. At the beginning of the game, the regrets are initialized to 0, and they are
updated with each repetition of the static game following:

VVinJrl(aD _ VVI-"(CZ;)-FW/[(G;), Va; €A, (2.72)

where W/ (a}) is the regret at the beginning of the previous iteration n and W;(a}) is obtained using (2.71).
At the beginning of each time step n, each player chooses a pure action randomly following a distribution



40 Mathematical background

pi(aj), where p;(a;) is the probability that player i uses pure action a;. The probability p;(a;) is obtained at
the beginning of each time step as follows:

* If all regrets are less or equal than zero, then choose a pure action randomly following the uniform

distribution p;(a;):
1
i(aj)=— 2.73
pl( j) |Ai| ( )
where |A;| stands for the number of pure actions available to player i.

* If there are regrets strictly higher than zero, then choose a pure action randomly following this distribution

pi(ai): Wit
S Wi ay) >0
piaj) = e ’,1(a’) (2.74)
0 if W'(a;) <0
where
W= ) W/ (a;) (2.75)

ajEA,-\W,-"(aj)>0
that is, W is the sum of all positive regrets in time step n. Observe that W is computed in each time
step, as the vector W} is updated in each time step. This definition of W guarantees that the distribution

in (2.74) adds up to 1 and has nonnegative components, which are the two requisites to have an actual

distribution.

2.5.2 Repeated games

The simplest way of taking time into account in game theory consists in playing a static game several times
sequentially. This is the simplest dynamic game, known as Repeated Game (RG) [76], [146]. Formally, an RG
is built using a static game, which is played repeatedly over N periods. This static game is called stage game.
In an RG, the stage game is played on the periods n € {0,1,2,...,N — 1}. We consider only RGs of infinite
horizon, that is, N = co. We define an RG as:

Definition 6 (Repeated game). An RG is a 6-tuple (N,,A,r,6,#",y) where:
* Np,A and r are defined as in the static game.

o JC" denotes the set of histories. A history h" € J¢" is a list of n-action profiles played in periods
{0,1,....,n—1}.
* A strategy for player i is a mapping from the set of all possible histories into the set of actions: ©; : H —
A,.
e The average discounted payoff to player i, is given by:
Vi(o) = (1=y) Y ¥'ri (01,0, (2.76)

n=0

where y € (0,1) is the discount factor. In case of having mixed actions, the average discounted payoff is

computed taking expectations.

We focus on RGs of perfect monitoring [146]: the history 4" is known to all players. In case of mixed

actions, this means that the output of the randomizing device of each player is also observed by other players
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[4]. Note that payoff is normalized with the term 1 — 7, which allows comparing payoffs in the RG with the
ones in the stage game. Also, observe that static games are concrete cases of RGs, namely, when N = 1. We
consider only games with equal discount factor for all players.

Finally, similarly to previous Sections, it is possible to work with an average payoff instead of a discounted
one, although that case is out of the scope of this work. Discounted payoff schemes are generally more realistic
than average payoff ones: the discount factor might reflect the balance between present and future rewards and
also, might be used as a measure on the uncertainty in the length of the game, whereas average payoff scheme
assumes that the game duration is known, which in certain environments might not be a realistic assumption
[123]. The difference between both payoff schemes acutes when the discount factor is low, i.e., ¥ is not close to
1. In Chapter 3, we discuss some differences among these two ways to obtain the total payoff and their impact
in our problems.

Subgame perfect equilibrium

An NE is a set of actions such that is the best response to the strategies of other players, as we saw in static
games. That concept can be extended to RGs as follows [146]:

Definition 7 (Nash equilibrium). A strategy profile o is an NE of an RG if Vi and Vo], Vi(0;,06-;) > Vi(o!,0-;)

>

where the main difference with the static case is that the NE is now defined in terms of the averaged
discounted payoff (2.76). Note that, as the game is repeated, there are many possible strategies, that is, many
different action paths that may be taken by the players. Hence, we are now interested in sequences of actions
that provide an equilibrium to all players. Regarding previous sections, strategy is the same concept as policy,
although strategy is preferred in the GT field.

In RGs, the NE concept is strengthened by imposing additionally the sequential rationality requirement:
the behavior followed by the players must be optimal in all circumstances [146]. Hence, the NE concept is
refined and gives place to the Subgame Perfect Equilibrium (SPE) concept: a strategy profile ¢ is an SPE
it is an NE for every possible subgame of the RG. The task of checking whether a concrete strategy profile
o is an SPE might become intractable: there are infinity possible deviations to analyze. In order to simplify
this task, the one-shot deviation principle is used, where a one-shot deviation for player i from strategy o; is a
strategy 6; # o; such that there is a unique history /" € # such that for all i* # ", 6;(h*) = 6;(h"). That is,
the strategy 6; agrees with the original strategy everywhere except at one point where the deviation occurs. Yet
this deviation can have significant impact on the outcome. A one-shoot profitable deviation is defined as:

Definition 8 (One-shot profitable deviation). A one-shot deviation 6; from strategy o; is profitable if, at the
history h" for which 6;(h") # o;(h") and for a fixed o_;,

‘/i(éi‘h’UGfi‘h") > ‘/I'(Gi|h”767i|h”>7 VG_,',

where the main interest of the concept of profitable deviation is the following Lemma, whose proof is in
[146]:

Lemma 3 (The one-shot deviation principle). A strategy profile ¢ is subgame perfect if and only if there are no
profitable one shot deviations.
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In order to simplify even more the analysis of RGs, it can be noted that the histories can be grouped into
equivalence classes: each history belonging to a concrete equivalence class induces an identical continuation
strategy. This allows describing a strategy using an automaton (#,w°, f, t), where:

* W is a set of states, where each state represents an equivalence class.
o w € # is the initial state.

* f:# — Ais an output or decision function that maps states to action profiles. It happens that f(h") =
o(h").

* T: W XA — W is atransition function that identifies the next state of the automaton as a function of the
present state and the realized action profile. It happens that T(#",a) = h"*!. A state is accessible from

another state if the transition function links both with some action.

Note that this automaton is a Markov Process, as the transition depends only on the current state. The
advantage of using an automaton is that often, the set of states % is finite, whereas the set of histories is not.
The set # is a partition on .7Z, grouping together the histories that lead to identical continuation strategies.
Using the automaton definition shown before, we can recursively define the averaged discounted payoff for
player i in a game that starts in state w using Bellman’s equation as:

Vi(w) = (1= 9)ri(a) + Wi(t(w,a)), @.77)

where we assume pure action strategies: in case of using mixed strategies, we would take mathematical
expectations in equation (2.77). The Bellman formulation allows solving the RG as if they were static games,

as the next Lemma, whose proof is in [146], shows:

Lemma 4. Suppose that a strategy profile o is described by an automaton (W ,w°, f, 7). The strategy profile
G is a subgame perfect equilibrium if and only if for allw € W accessible from w°, f(w) is a Nash equilibrium
of the normal form game described by the payoff functions g,, : A — R where

gwi(a) = (1=7)ri(@) + Wi(t(w,a)).

In other words, we can test a strategy ¢ by obtaining the equivalent normal form game, i.e., static game,
which uses payoffs g,, and checking for existence of NE. Note that we assume that the strategy profile is
described by the automaton: hence, we use Markovian strategies over the states w. Unluckily, Lemma 4 only
provides us with a way to check whether a strategy is an SPE, but it does not define a way to find such strategies.
Note that one possible candidate strategy would be always playing a static NE of the stage game. Lemma 4
shows that the players would obtain their stage Nash payoff, independently of the value of y. Hence, we have
the same payoff that we had in the static case, or in other words, the stage NE is also an SPE in the RG. We
note here that, by a slight abuse of notation, we use indistinctly NE and SPE to refer to the SPE in RGs in the
rest of the work.

However, this payoff could be improved, as a family of results known as Folk theorems asserts [146, Ch. 3],
[76, Ch. 5]. Folk Theorem is the informal name that was given to a set of results which were widely known
among game theory researchers prior to their formal publication. Roughly speaking, the Folk theorems state
that in an RG, for a ¥ value sufficiently close to 1, there might be other payoffs than the stage NE that could be
equilibria of the game and that could yield a higher payoff to all players. The discount factor gives a measure

on how “patient" a player will be, meaning how much weight a player puts on future payoffs when compared to
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the actual payoff. Intuitively, the Folk theorems state that a player patient enough will be able to obtain better
payoffs. An RG may have infinitely many strategies that are an SPE of the RG, that will yield payoffs equal or
better than the stage NE payoff to every player.

There are many well-known strategies that are used to take advantage of the Folk theorems, such as Nash
reversion, tit-for-tat, grim trigger or forgiving strategies [146], [103]. Lemma 4 is used to test the conditions
under which these strategies are SPE of the game: note that we need to define a strategy first, and then we test
which payoffs are provided by that strategy. Many of the proposed RG strategies make use of a strategy that all
players should follow and a punishment strategy which arises if any of the players deviates. Hence, the ability
to obtain better payoffs by taking into account future play is closely related to being able to detect deviations
instantaneously, and hence, are valid only for the case in which all players observe perfectly the actions of the
other players, known as perfect monitoring or perfect information. In this work, we use as strategy unforgiving
Nash reversion (UNR): both players start playing an agreed strategy (y,,2,) that provides them a payoff higher
than their stage Nash payoff. If a deviation is observed, all players switch to play strategy (y,,z,), their stage
NE strategy. This phase lasts forever, that is: if a player deviates, all players switch to play their stage NE
strategy indefinitely.

Correlated equilibrium

The set of CE in the static case could be obtained using (2.69) or (2.70). In case of having an RG, we can use
the same idea that lies behind Lemma 4 in order to obtain the set of CE, as shown in [158]. We define a static
game which is equivalent to the RG using Bellman’s equation, as in (2.77). This allows us to solve a static
game which takes into account also future play if a certain strategy is followed, and also considers the effects of
possible deviations using the one-shot deviation principle. This is justified in [146, p. 31], where the automaton
representation and their derived properties are shown to hold in the CE case with minor modifications, the main
difference being that now we use the CE condition. Hence, we seek for equilibrium distributions ¢ that satisfy
the CE condition (2.70), which for RGs of perfect monitoring becomes:

Y, dlailaViai,a i) > Y, ¢laila)Vilaa i), VajeAi, a;+#a, (2.78)

a_;jcA_; a_;jcA_;

where we use Bellman’s equation to define the payoff of the players as follows:
Vilai,a—i) = (1 =y)ri(ai,a—i) + vV (ai,a_;), (2.79)

where (a;,a_;) is the vector containing the actions of the players, V;(a;,a_;) is the payoff that player i expects
to obtain if she plays action g; and all other players play a_;. Finally, we note that, in case of using CE, the set
of equilibria is a convex set and there exist algorithms that can be used to approximate this set, as QPACE [58].

2.5.3 Stochastic Games

The main difference between RGs and the single agent models that we have presented is that RGs have no state,
or more concretely, they have a single state. Note that this means that the rewards that each player receives
depend only on the action vector, and thus, the same action vector yields always the same rewards. In the MDP
case, for instance, the reward depends on the action and the state, and hence, the same action in different states
may yields different rewards. Thus, RGs are a useful tool for the case in which the same interaction is repeated
over and over, but in many real world situations, the dynamical system has more than a single state.
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Before continuing, a further clarification is needed. Note that RGs strategies need not be Markovian, as
they depend on the whole previous history; but as we have shown, we can use Markovian strategies over the
classes of equivalence w. The class of equivalence is not the same as the state s in the single agent models we
have presented. Observe that s is the state of the dynamical system, while w is related to the strategy / policy in
an RG. Also, in an RG there are infinitely many possible % spaces, as they depend on the concrete strategy
chosen, while in a dynamical system, S does not depend on the policy.

It is possible to obtain a generalization of RGs which, at the same time, is a generalization of MDPs: the
Stochastic Game (SG) [200], [70], defined as:

Definition 9 (Stochastic Game). An SG is a 6-tuple (N,,S,A,P,R;,y) where:

* N, is the index set of the agents, where the subscripti=1,2,...,N, indexes each of the N, agents, as in
the Dec-POMDP case.

* S is the state set, defined as in the MDP case.

* A is the action set. Each agent i has its own action set A; and A L2 A XAy X ... X ANp is the product
of the action spaces of each player. The joint action a = (ay,az, ...,aNp) € A is a vector formed by the

actions of all agents, as in the Dec-POMDP case.

P is the transition probability function defined as in the MDP case. Note that P depends on a, the joint
action vector.

* R;: S xA — R is the reward function for each player i € Ny, where each r;(s",a") is defined as in the

MDP case. Note that each R; depends on the joint action vector a.
* v is a discount factor as in the MDP case.

Note that an RG is an SG with a single state [6], an MDP is an SG with a single agent, and a static game is
an SG with a single state and time step. The procedures proposed for solving SGs are similar to the ones in the
single agent case, but now the players have to reach an equilibrium: each agent has to solve a control problem
coupled with the control problems of the rest of the players. A lot of work is devoted to finding efficient methods
to solve SGs [70], and there exist many algorithms to find equilibria for these games, such as Minimax-Q [140],
WoLF [33], CE-Q [84], OPVar-Q [6] and Pepper [49]. A problem which arises with stochastic games is the
dimensionality: a large number of states significantly hardens the problem of learning. To avoid this, several
algorithms based on approximations have been used, such as FAL-SG [65] or AlphaGo Zero [207]. The recent
advances in deep learning have also brought several new algorithms to the MAL problem [127]. Unluckily,

SGs are in general complex to solve: even for concrete cases, a polynomial bound is not achievable [89].

2.5.4 Partially Observable Stochastic Games

The final model that we introduce generalizes the SG model to the case in which the agents are unable to
observe the state. This framework is known as Partially Observable Stochastic Game (POSG) and is defined as
follows [88]:

Definition 10 (Partially Observable SG). A POSG is a 9-tuple (N,,S,A,0,P,R;,Z, B0, y) where:
* Np,S,A O P Z b and y are defined as in the Dec-POMDP case.

* R; is the reward function for player i € N, as in the SG case.
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Thus, a POSG is the generalization of a Dec-POMDP where the agents do not share a common interest,
and a generalization of an SG when the agents have partial observability. Again, this model is very hard to
solve, and actually, it has been solved only for very concrete cases, such as the Dec-POMDP [88], or using

approximations as Libratus does [35].

2.5.5 Imperfect and incomplete information games

In a POSG we have partial observability, that is, the state is not observed directly, but a partial observation of it.
In GT, it is also possible that the actions are not observed directly, but only partially. In general, the situation in
which the actions and / or the state is not directly observed is denoted as imperfect information or imperfect
monitoring [146]. In this work, we make interchangeable use of the terms imperfect information and partial
observability, as the latter is more frequent in control theory, whereas the former is more used in GT contexts.

We also note that there are incomplete information games, which are such that one player does not know
the payoff function of the rest. Hence, the player does not know the type of game that she is facing: it could
range from extreme cooperation to extreme competition. In these games, it is frequent using the concept of
Bayesian Equilibrium, which is an extension of the NE concept that assigns a certain probability to each player
of belonging to a certain type of player, which is denoted as belief, and these beliefs are updated as the players
act. These games are even more complex to solve than POSG, as they require conditioning on the beliefs of the
players.

Thus, we note here the rationale of the title of this thesis. All of the problems we study deal with adversarial
situations between one or more attackers and a defense mechanism in a WSN. In the best case, all players have
perfect and complete information, i.e., they all know the type of the other players and observe their actions and
the state if there is any. But in real environments, these assumptions need not hold, so in general, our security
problems will be of imperfect and incomplete information, and they will be games because there is a conflict
among the attackers and the defense mechanism. The complexity of solving such a game analytically prevents
us from exploring that path, rather, we use control tools in order to obtain solutions which are computationally

tractable, as Chapters 4-7 show.

2.6 Conclusions

In this Chapter, we have lain the mathematical foundations for this work, by introducing several frameworks
that allow dealing with sequential decision-making, under a wide variety of conditions: for a single and multiple
agents, with and without observing the state, and with and without conflict among agents. In Figure 2.4, it is
possible to observe a schematic relation between the models explained, that summarizes the content of this
Chapter. In the incoming Chapters, we apply the models explained in this Chapter to concrete problems in
communication networks.
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Fig. 2.4 Schematic illustration of the relations between the explained frameworks. Note that there are single
agent models (MDP, POMDP) and multi-agent models (Static Game, RG, SG, Dec-POMDP, swarMDP, POSG);
there are also models which assume a perfect observation, either of the states (MDP, SG) or the actions (RG),
and models which assume partial observability (POMDP, Dec-POMDP, swarMDP, POSG). Also, in the multi-
agent models, there are models which assume a common reward function shared by all agents (Dec-POMDP,
swarMDP) or different reward functions for each agent (Static Game, RG, SG, POSG). Finally, note that all the
models presented are dynamic except for the Static Game model.



Chapter 3

Discounted repeated games algorithms

3.1 Introduction

As we have indicated in Chapter 2, a frequently used mathematical framework to study the MAL problem
is GT [204], the branch of mathematics oriented to study the potential conflicts that arise between different
players that interact with possibly different objectives. However, as Chapter 2 hinted, this approach does not
come free of problems. A first problem with GT is that the classic solution concept, the NE, is computationally
hard to obtain [54]. This problem could be alleviated by using other solution concepts, such as the CE [79]. A
second problem is that in real environments a player may not know the objectives of the other players, that is,
the payoff functions of the other players: this situation is known as incomplete information [76]. Thus, they
do not know which kind of players they face and the game can range from extreme competition to extreme
cooperation. These two problems motivate trying to approach the problem from the learning perspective: each
player would follow a certain procedure in order to maximize its cumulative reward.

There are many algorithms proposed for this problem, and the number is continuously increasing because
this is a field of active research, as shown in [97]. In this Chapter we focus only on RGs. As we have explained,
the total payoff that players receive can be obtained by averaging the rewards received in each stage, which is
known as average payoff, or by using a discount factor to sum them, which is known as discounted payoff and
it is the case that we have thoroughly described. In current literature, however, the former is more popular than
the latter and hence, there is a significant gap in current MAL algorithms: the discounted payoff case has not
been thoroughly addressed yet.

Discounted payoff schemes are generally more realistic than average payoff ones: the discount factor might
reflect the balance between present and future rewards and also, might be used as a measure on the uncertainty
in the length of the game, as the game may end at any stage with probability 1 —y [103]. Also, the average
payoff scheme assumes that the game duration is known, which in certain environments, such as wireless
networks, might not be a realistic assumption [123]. The difference between both payoff schemes acutes when
the discount factor is low, i.e., is not close to 1. For instance, in communication networks, in which RGs are
widely applied [103], there may appear very low discount factors, as in [128], [246] or [171]. In Section 3.2 we
analytically show two important differences that arise when using discounted payoffs with respect to averaged
payoff that affect the learning process, namely, the time to achieve a certain payoff and the variance in payoffs,
both of which depend on the discount factor 7y.
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(17_1) (_1’1) (272) (_173) (171) (030)
(_171) (17_1) (3a_1) (070) (070) (2a2)
(a) Matching pennies (MP). (b) Prisoner’s dilemma (PD). (c) Cooperative game (CG).

Fig. 3.1 Payoff matrices for the example games. Player 1 is the row player and player 2 is column player. In
each matrix, the payoff entries for each par of actions a = (ay,ay) are (r(a),r2(a)).

Then, we give two steps towards filling the gap in the algorithms available for discounted payoff. First, in
Section 3.3, we introduce an algorithm that we call LEWIS (LEarn WIth Security). It is an algorithm specifically
designed for online learning in RGs under a discounted payoff scheme with security, which means that the
learning algorithm provides a lower bound on the player payoff. LEWIS takes into account the peculiarities
of learning with discounted payoffs presented in Section 3.2 by using a conservative security condition that
provides a low bound on the expected payoff. LEWIS is designed to work in incomplete information settings
since it only needs to know its own reward. LEWIS may also cooperate if the game allows this, otherwise, it
competes; and the trade-off between security and high payoffs can be adjusted.

Then, in Section 3.4, we introduce another algorithm that we call CA (Communicate and Agree), which is
designed for negotiating equilibria in RGs of incomplete information. It is a fully distributed algorithm in which
each agent finds candidate equilibrium points which are shared with the rest of agents: the final equilibrium is a
Pareto-efficient one chosen among all the points which are valid equilibria for all players. It allows working
using the NE and CE conditions, as well as using different strategies, even though for simplicity, we work only
with UNR strategy. Note that while LEWIS is an online learning algorithm, in which it learns as it plays, CA
negotiates an equilibrium prior to starting to play. Hence, both algorithms follow different approaches, and both
are shown to provide good empirical results.

3.1.1 Example games

Now, we introduce some RGs that we use in this Chapter to illustrate our discussion. Each game has N, =2
players and each player has 2 possible actions. The payoff matrices of the chosen games are in Figure 3.1. The
first game is matching pennies (MP), a zero-sum game. This means that | = —r; and hence, the gains of one
player are the losses of the other. The second game is the prisoner’s dilemma (PD), which is a classic non-zero
sum game: choosing the first action provides the highest reward for both players, but if the other plays her
second action, the reward received is the worst possible. Finally, the third game is a cooperative game (CG), in
which both players have the same reward function. Note that these games are chosen on purpose in order to

cover a broad set of situations that may arise in RGs.

3.2 Discounted vs average payoffs
First, we recall the discounted payoff expression for RGs (2.76):

V(o) = (1-1) Y. 77 (01,020, G
n=0

In this section, we briefly introduce the most common payoff metric used in the current learning algorithms,
which is the average payoff, and study two effects that have an impact on learning schemes. The average payoff
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scheme is defined as follows:

Ui(o) = lim — Zr" 0;,0_;), (3.2)

Noeo N

where we use U; for the average payoff and V; for the discounted payoff (3.1). In the incoming Sections 3.2.1
and 3.2.2, for the sake of mathematical tractability, we consider that the players use a fixed mixed strategy
o. That is, 0; is a fixed probability distributions over A; that does not change with time. Thus, the sequence
of actions a?,a}, ...,a} is composed by independent and identically distributed actions for each stage. Note

also that the actions are independent among players, for each player samples their action sequence using their
/1

own o;. And finally, observe that the sequence of rewards r ,¥i,...,r7 has also independent and identically

distributed components.

3.2.1 Time to achieve a certain payoff

The main difference between the average payoff U; and the discounted payoff V;, for the same rewards sequence
0, rl r2..., is that the discounted payoff is a weighted mean, with weights (1—7), (1 — 1)y, (1 —7)¥?,.... Since
the weights are decreasing, the first difference between average and discounted payoff is that the discounted
payoff scheme emphasizes the first several elements of the payoff sequence. Moreover, this effect depends on 7.
Note that since we consider that player i uses a fixed strategy o;, then E[r!], the expected reward for player i, is

constant. Let us start by defining the metric n:

Definition 11. We define n™, M < [0,100] as the stage n of the RG in which the M% of the expected discounted
payoff of player i has already been assigned in the discounted payoff case if player i uses a fixed strategy o;:

M = {minn

This definition of n allows us to obtain the following result:

Zykr] >WE ]} (3.3)

Theorem 2. In a discounted RG with infinite time horizon, with y € (0, 1), if a fixed strategy o; is played in all

stages, we can obtain M as:

log(7)

_M
M F(’g(l i00) _ 1-‘ ’ (3.4)

where [x] denotes that x is rounded up to the next integer

Proof. The problem we have to solve, using (3.3) and the definition of V; (3.1), is to obtain the minimum »n"

that satisfies:

E[u—w"w«]zfgoE

which becomes:

Zv”EH %(14@7/‘1&[%],

(1—7)27/(2%(1—?)23/? (3.5)



50 Discounted repeated games algorithms
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Fig. 3.2 Evolution of n as a function of y values using (3.4). The horizontal axis represents the 7y values, and
in the vertical axis, we plot n°?, the number of stages needed to assign the 99% of the discounted payoff. Note
that for low values of 7y the major part of the total payoff is achieved with a few stages.

Now, we can use the following expression for geometric sums:

ny 0 _ a1+l

27/1277’"17’" . Y#L (3.6)

n=ng -7

to manipulate (3.5) and obtain:
M M

-y > — 3.7
(AT 3.7)
and the minimum # that solves this expression is (3.4). O

Note that (3.4) can be used to study the part of the payoff that has been assigned on time stage n, which
depends on the ¥ value as plot in Figure 3.2 for M = 99. Small values of ¥ mean that the major part of the
payoff is assigned in a short number of stages, whereas 7y values close to 1 take more time stages to assign the
payoff. Note that under average payoff, n = o in the limit for M € (0,100]. The impact that this has on a
learning schema is that under average payoff, the learning algorithm may converge in a large time stage n and
it would not affect significantly the payoff. However, under a discounted payoff, the learning rate is key: a
learning algorithm that converges slowly yields poor payoffs.

3.2.2 Variance

A second difference between discounted and average payoffs is the variance of the total payoff when a mixed
strategy is used: the variance depends on the discount factor, as the next Theorem shows.

Theorem 3. In a discounted, RG with infinite time horizon, with y € (0, 1), if a fixed mixed strategy © is played

in all stages, the following expressions hold for the discounted payoff case:

E[Vi]= (-7 )E[]

Var V] = %}: (1 - yZN) Var [rﬂ7

(3.8)
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and for the average payoff case:

E[U] = E[]

4

1 ) (3.9)
Var|Uj] = NVar[ 7]

where E[r!] is the expected reward of player i and Var [r}'] the variance of the reward of player i.

Proof. Since each player follows a mixed fixed strategy, the reward r} of player i follows a distribution
probability which depends on the product of probabilities for each player for each action vector a, since
each player chooses her mixed action independently of the rest following her strategy. Thus, if we define

Xui = (1 —7)Y"r} as the random variable that models the reward that player i receives in stage n, we obtain:

EX,il =E[(1 =97 = (1 =1Y'E[r]]

. (3.10)
Var [X,) = Var[(1=y)y'r] = (1= y)*y"Var r}]
The expected discounted reward that a player obtains after NV stages is:
N—1 N-1
EV]I=E| ) Xui|= Y (1-nYE[], G.11)
n=0 n=0

and thus, using (3.6), (3.10) and (3.11), and taking into account that the variance of the sum of independent
random variables is the sum of the variances and that E [#7] is constant, we obtain the following result for the
discounted payoff (3.1)

N—1
E.[V]=E |}, (1—7’)7’”%"1 = (1-P)E]]
"o (3.12)
N—1 N-1 1—y
Var[V;| = Var [Z (1 —7’)9’%”] =) Var[(1-y)Y'r{] = Ty (1=7*") Var[r}]
n=0 n=0
And solving for the average payoff case (3.2), we obtain:
1 N-1
Bu]=E | X | =Bl
(3.13)
1Nfl \ 1 N-1 \ 1
Var [U;] = Var Nn;]r,- = ﬁr;)Var[ri] = NVar[ ]
O

Observe how in the average payoff case (3.9), the mean value of the total payoff coincides with the mean
value of the reward, and the variance of the total payoff tends to zero with sufficiently large time stages.
However, in the discounted payoff case (3.8), note that the mean value and variance of the total payoff depend
on the ¥ value. Also, observe that for sufficiently large values of N, i.e., such that yN — 0, the mean value of the
total payoff coincides with the mean value of the reward, but the variance still depends on the ¥ value and only
tends to O if Yy — 1. In other words, the discount factor does also have an impact on the mean and variance of the
total payoff. It is possible to understand this effect intuitively by realizing that the discount factor gives a higher
weight to the firsts 77 values to obtain V;: with a discount factor, say, y= 0.1, 7 has a weight (1 — y)y" = 0.9,
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Fig. 3.3 Results of the standard deviation comparison simulation using MP. The horizontal axis represents the y
values, and in the vertical axis, we plot the standard deviation of the payoff. Orange line is for the theoretical
average payoff case, using (3.9). Blue line is for the theoretical discounted payoff case, using (3.8). Red lines
are the empirical standard deviation obtained under simulation. Note how the standard deviation depends on ¥
under the discounted payoff case. Also, note that the average payoff case gives in general lower deviations,
except when y — 1.

ri1 has a weight 0.09 and rl.2 has a weight 0.009; that is, the first three 7! values concentrate the 0.999% of the
total V;. With such a small amount of samples dominating the average payoff, it is easy to understand why low
7Y values cause large variances in V;.

We further illustrate this effect using as example the MP game. Recall that in this game there is a single
mixed NE in which each player plays each of her actions with probability 0.5. Thus, E[+}] = 0 and Var[r!] = 1.
We simulated 100 different sequences with length N = 500, for 101 equispaced values of y € [0, 1] and obtained
the standard deviation for each y value. Also, we obtained the theoretical standard deviation value using (3.8).
For comparison purposes, we added the theoretical standard deviation under the average payoff scheme using
(3.9). The results can be observed in Figure 3.3, where we can observe that the standard deviation in the
discount payoff scheme depends on the y value and is larger than the standard deviation under the average

payoff scheme except when v~ 1.

3.2.3 The impact of the discount factor

Using discounted payoff introduces several differences with respect to the average payoff case. We have
highlighted two of them which have a strong impact on the learning mechanisms. The first one indicates that
the M% total payoff under the discounted schema is determined by the first n* actions. Note that this means
that the first actions are key in a learning procedure that is interested in obtaining good payoffs. If a learning
mechanism is very good at finding equilibrium strategies but it takes a long time to find such a strategy, then
this algorithm is not adequate for the discounted payoff case: we need algorithms that are really fast in learning.
For instance, in [65] the authors develop a fast learning algorithm for average payoff stochastic games.
Secondly, we have shown that using a discounted payoff also impacts the variance of the total payoff
obtained. In most cases, this variance will be larger than the one obtained using an average payoff scheme.
Thus, a learning algorithm might be fast and however, it may provide a high variance on the total payoff.
Since current algorithms deal with the case of average payoffs, these concerns related to the discounted case
have not yet been thoroughly addressed. In the next Sections, we introduce two novel algorithms that are able
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Fig. 3.4 LEWIS block diagram.

to successfully deal with discounted payoff situations, being an important step towards algorithms specifically

designed for the discounted payoff case.

3.3 Learning with Security: the LEWIS algorithm

Now, we turn our attention to describe our first algorithm for learning in discounted RGs, which is called
LEWIS, as an acronym of LEarning WIth Security. It is an online algorithm that learns by interacting. It has
a security strategy, and the algorithm tries to obtain a payoff higher than the payoff induced by the security
strategy when possible. Some LEWIS highlights are:

» LEWIS implicitly uses the Folk Theorem, and hence, it can obtain better payoffs than the ones obtained

by simply repeating the static game equilibrium.

* LEWIS is designed for secure online learning in discounted setups, that takes into account the effects
presented in Section 3.2.

* LEWIS can solve games of incomplete information, as each player needs not knowing the payoff
functions of the others. Actually, each player needs only knowing its own reward function and keeping a

track of her past actions.

3.3.1 The LEWIS algorithm

The basic idea behind LEWIS is that it will play a certain action &} if and only if (1) the expected payoff by
using a? is larger than a security payoff and (2) the worst case payoff of using a} does not fall below a certain

threshold. A block diagram of LEWIS can be found in Figure 3.4, which we proceed now to explain.

Action selection block

The first key component of LEWIS is the action selection block, which returns a triple (a’,ri,7i.) as a
recommended action a7, the worst reward that could be obtained by playing action a, r;,,, and the expected
reward of playing action a}, r; .. The action selection block we propose is based on the past rewards received by
agent i. For each discrete action a; € A;, we keep a measure of the reward that player i has obtained by playing
this action in the past, #'(g;). The index n is used because the estimation is updated in each stage 7 as follows:

— )P Ya; i g = a®
A"(a,')z{ (I—a)(a;))+or} if a;=ad] (3.14)

# N a) if aj#d!

where o € [0, 1] is a parameter that controls how much weight we give to the current reward. Note that (3.14)

obtains an exponential weighted average of the received payoffs, where the exponential decay is controlled by .
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Larger o values provide a faster update, but also larger variance. We follow [212] by initializing the estimation
optimistically to facilitate exploration as ff] (a;) = max,_, ri(a;,a_;), that is, the estimation is initialized to the
maximum reward value for each action.

In each stage n, this block recommends using the action which provides a larger reward estimation, that is,
a = argmax,, 7' ' (a;) and r;, = 7'~ ! (a"). The worst case reward is the minimum reward that player i would
obtain by playing a7, that is, r;,, = min,_, r;j(a},a_;). LEWIS may decide to use a or not, and then a reward r/'
would be received, which allows updating 7/ (a; ,) using (3.14) and the actual action chosen by LEWIS. Hence,
note that LEWIS is not only valid for incomplete observation settings, but also for imperfect observation ones,

as each player only needs to observe her own actions.

Security condition

A main feature of LEWIS is the security property: LEWIS guarantees a minimum payoff for the player, by
comparing with a security payoff. Since each player knows only her own payoff, it is not possible for her to
compute the NE of the game and use this as security payoff. We choose to use the minmax strategy (MS):
the player finds a strategy such that is maximizes the worst reward that she could obtain. In other words, this
strategy considers that the other players are extreme competitors that will try to minimize her payoffs, so she
chooses her strategy accordingly:

Oims = argm(gxrgj?‘/,-(o,-, o_i), (3.15)

i

where we define V; ys as the minmax strategy payoff for player i, that is, the payoff that player i would receive
if all players used their minmax strategy. Note that the minmax strategy is the NE in case that the game was
zero-sum, which is the worst situation for a player, as this is the maximum competition situation. Note that
for two players, two action games, the MS can be obtained using a linear program which depends only on the
payoffs of one player, as described in [14, Ch. 20]. Thus, by definition, the minmax payoff maximizes the
worst reward that the player could obtain and hence, the MS can be used as a security strategy to guarantee a
payoff V; s at worst, regardless of what other players do. This choice is used in other algorithms that provide
security, such as M-Qubed, which we will introduce shortly.

Note that by following the MS, player i would consider that the game is zero-sum. Consider, for instance,
the PD game in Figure 3.1: if one player always uses her minmax strategy, i.e., the second action, the other
player would also use her minmax strategy and both players would receive a payoff Vs = 0, regardless of 7.
However, if v is sufficiently large, both players may use their first action instead to achieve a larger payoff. The
problem is that if a player uses her first action, she risks to having a reward of —1 and hence, having a lower
payoff than Vjys.

In other words, there needs to be a compromise between the security payoff and the ability to cooperate
with other players. We model this compromise by using a parameter £ > 0 to define V; ;, the security payoff for

player i as:

Vis=EVius—¢]=E l(l -7y }/lri,MS‘| —e=E[rius] —¢€, (3.16)
n=0

where we substitute E [r; ys], the expected minmax reward, in (3.1), and use (3.6).
Note that in (3.16), if € = 0, player i would have to always use o; s in order to guarantee herself a security
payoff V; s = E[V; ys]. However, if € is a positive value, player i could be willing to use actions that do not

follow o; yrs if the worst case payoff provided by these actions is larger than the security payoff, which now is
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Algorithm 8 LEWIS algorithm for player i

Input: 7, r;, €
1: Obtain the minmax values: r; 5 and o; ys
2: forn=0,1,2,...do
3:  Obtain (a}, 7w, Tie)

Play al'-’ ~ O; MS
Observe the actions and rewards
10  Update action selection block using (3.14)

4 Obtain V", (a}) using (3.17)

5. if V', (a7) is secure using Definition 12 then
6: Play a

7. else

8:

9:

smaller than the MS payoff by €. Note that our use of € is similar to the concept of € NE, although they are
different because we have no guarantee that LEWIS learns such equilibrium.

In each stage n, LEWIS first obtains a recommended action 4} and then it has to decide whether to play this
recommended action or not. In order to make that decision, LEWIS obtains the worst predicted payoff for af,
Vv, (a}), as follows:

n—1 o
Vi, (al) =E l(l -7) (Z Pri 9+ ) V‘QMS)]
k=0 k=n+1 : (3.17)

n—1
=(1-7) Z Y+ =NYriw+7Y"'E [ri.ms]
k=0
where V;’P(a?) is the expected payoff that player i would obtain if she plays a and obtains the worst possible
reward for this action, r;,,, and in the rest of the game, player i follows its minmax strategy. By using (3.16)
and (3.17), we have the following Definition that states whether an action 4 is secure or not:

Definition 12. In a discounted RG with infinite time horizon, with y € (0,1), and V; s and V', (a}') defined as in

(3.16) and (3.17) respectively, an action a is secure if:
\/iflp(a?) >Vis. (3.18)

This condition simply denotes that the estimated payoff needs to be greater or equal than the security payoff.
If that condition is not satisfied, then, the action a7 is not considered secure and LEWIS would play an action
a} ~ o; ys, that is, an action following its minmax strategy. Note that LEWIS is implicitly built upon the
Folk Theorem: there may exist payoff better than the minmax ones for the player, and hence, LEWIS is an
implementation that tries to find such payoffs online.

Algorithm overview

An overview of the whole LEWIS procedure is in Algorithm 8. As input, each player i needs only her own
payoff function 7;, the discount factor ¥ and the € value that will be used to set the security payoff. In each stage
n, player i obtains a and checks whether this action is secure or not using Definition 12. If a7 is secure, then
the player plays, it, otherwise, she plays the minmax action. After that, the action selection block is updated.

A final word is required regarding convergence. We give no guarantee that LEWIS converges to an

equilibrium, and this would be largely dependent on the kind of game and the action blocks used, as we note
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that it is possible to include action selection blocks different from the one we have proposed. Note that LEWIS
does not learn a strategy o, but rather, it decides at each stage whether to play a recommended action or the
minmax action. This choice is done purely in terms of payoff. Note that, as [159] shows, in RGs there might be
many possible strategies that lead to different action sequences that provide similar payoffs. This fact is used by
LEWIS, by choosing only actions that provide the player with a certain payoff larger than the security payoff.
As we describe in an incoming Section, our simulations show that LEWIS does achieve good payoffs both in

self play and against other learning algorithms.

3.3.2 Similar works

There are many algorithms proposed for learning RGs. A recent survey on MAL collects more than twenty
algorithms [97], and it is a topic subject to an intense research from different perspectives as recent works
show. To mention some, it has been studied from a physics point of view [217], [182], from a social and natural
sciences perspective [183] and it has also been studied under a computer science perspective [97]. This amount
of research has produced many algorithms to learn the stage game equilibrium, i.e., without using the Folk
Theorem, such as Regret Matching [90] [91], ReDVaLeR [18] or AWESOME [48]. There are also algorithms
that explicitly use the Folk Theorem without discounting, as [141] or [56]. M-Qubed [50] makes an implicit
use of the Folk Theorem by setting a bound on the maximum losses that the players are willing to take.

However, as [97] shows, there are several gaps to be filled in the field of learning RGs. There are algorithms
that do not take into account that there are other players learning that will affect their own learning procedure,
such as Fictitious Play [34] or JAL [47]. However, the major gap we find in current RG learning algorithms
is related to not taking into account the discount factor in the learning process. Even though many learning
algorithms based in Q-learning use a discount factor in the Q-function update, they end up using the average
reward as total payoff. The main difference between using average and discounted payoff is that under the
average paradigm, all rewards equally contribute to the total payoff, i.e., all the rewards have the same weight
on the total payoff; whereas under a discounted payoff, the firsts rewards have a larger weight on the total
payoff, as shown by Theorem 2. We have argued that using discounted payoffs may be more realistic in some
settings. Most of the learning algorithms we know are not designed to deal with discounted payoffs, such as
GIGA-WOoLF [32], CoLF [55], WPL [3], FAQL [116], LFAQ [31], R-Max# [100], RUQL [2], ReDVaLeR
[18], Manipulator algorithm [188], AWESOME [48], M-Qubed [50], RSRS [52], CMLeS [39], MDP-CL [98],
DriftER [99] or PI-POMDP [241].

As shown in [50], two important concerns arise when a player is learning an RG and the player can only
observe her payoffs and the actions of the other players. The first concern is security, which is included by
design in LEWIS. Some algorithms take into account this concern, as GIGA-WoLF [32], ReDVaLeR [18],
M-Qubed [50] and RSRS [52]. However, the security in these algorithms is related to the average payoff
concept. If we use discounted payoff, the security requirement becomes more exigent, since losing at the first
stages of the game might not be compensated afterwards. The second concern is the ability to coordinate and
cooperate when the players share common interests. These two concerns are opposite and to the best of our
knowledge, only M-Qubed and LEWIS address both of them.

The most similar algorithm to LEWIS is M-Qubed [50]. M-Qubed compares between a Q-learning
estimation of the value of taking a concrete action and the minmax strategy, and mixes them depending on
how the total accumulated payoff compares to the minmax payoff. This allows obtaining a tradeoff between
security and cooperation, as LEWIS does. However, the security condition in M-Qubed is related to the average

payoff: a parameter L,,; is defined that accounts for the maximum loss in the average payoff tolerated. It is not
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straightforward transforming this to a discounted payoff setup, although some manipulation on the maximum
losses tolerated could be explored. In contrast, LEWIS security condition, as shown in Definition 12, is defined
specifically for discounted payoffs. Also, LEWIS is a much simpler algorithm, with fewer parameters to adjust
and it also performs better than M-Qubed in our testbench, as we will shortly present.

LEWIS also presents similarities to other algorithms. For instance, LEWIS may choose among several
strategies, as in Manipulator algorithm [188], if there were several strategy blocks. LEWIS is designed for RGs
with discounting and incomplete information as [184], however, this work applies only to large discount factor
values. An important concern of LEWIS is learning fast, as in [65], which applies to stochastic games and does
not study the effects of the discount factor.

Note also that there are important differences to other algorithms as well. We do not need to observe the
mixed actions as in ReDVaLeR [18]. We adapt to the learning of the rest of the players, contrary to Fictitious
Play [34] or JAL [47]. We do not need a priori knowledge about game attributes, as in RUQL [2]; the only a
priori information we use is the reward scheme of the player. Yet the main difference to all existing algorithms,
as we have discussed, is the fact that LEWIS is specifically designed to deal with discounted payoff setups.

3.3.3 Empirical results
Now, we validate LEWIS by using several simulations with the following objectives:
* We first want to study the influence of € in the payoffs.

* Then, we study the behavior of LEWIS in self play, in order to observe whether it achieves cooperation
when possible.

* We test the security of LEWIS afterwards by testing it on the worst case situation.

* We finally compare LEWIS to other algorithms for RGs, in order to study its performance against other
players.

In all these simulations, we use N = 500 stages per game, and average each of them for 100 different game
realizations. The maximum y we use is ¥ = 0.99, and by using Theorem 2, we know that n°° = 458 for y = 0.99
and hence, by running each game for 500 stages we make sure that more than 99% of the total payoff is already
allocated in all of our simulations. In all these simulations, we set & = 0.5 for the LEWIS strategy block. We
use as testbench the three games shown in Figure 3.1. These are two players, two action games, for which the
MS can be obtained using a linear program, as described in [14, Ch. 20].

Simulation 1: The effect of €

First, we explore the effect of € in LEWIS. We simulate in the PD game for y = {0.5,0.6,0.7,0.8,0.9,0.99}
and 50 values of € € [0,0.5]. Both players use LEWIS and the results are plot in Figure 3.5, where we observe
how larger values of y and € lead to larger payoffs. The former is due to the Folk Theorem and the latter is
due to the fact that € controls the tradeoff between security and cooperation: a larger € facilitates cooperation
when possible, at the cost of having a lower security payoff. Note that large v and € values allow satisfying
the security conditions in Definition 12 easier. In this case, since the game allows cooperation, a large € is
desirable, however, as we will see, a large € also means a lower payoff in the worst case.

Note that Figure 3.5 does not have a monotonic increase with y. This is due to V), not being monotonic
with 7, as taking the derivatives with respect to 7y in (3.17) shows, depending on the stage n and the values of
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Fig. 3.5 Payoff results as a function of € and ¥ in the PD game, using LEWIS. In the horizontal axis we represent
€ and in the vertical axis, the payoff of the players V;. In this case, players learn to cooperate except when y = 0
and both receive the same payoffs. Note how larger values of y and € lead to larger payoffs.

riw and r; ys. Thus, it may happen that better payoffs are achieved with lower y values for the same €; however

note that Figure 3.5 shows that this appears rarely. Thus, in general, larger ¥ and € values lead to larger payoffs.

Simulation 2: LEWIS in self play

Now, we turn our attention at how LEWIS performs in self play, that is, when all players are using LEWIS.
In this case, we simulate for PD, MP and CG, using ¥ = {0.1,0.2,0.3,0.4,0.5,0.6,0.7,0.8,0.9,0.99} and
€ ={0,0.05,0.1,0.5}. The results can be observed in Figure 3.6, where we plot the payoffs achieved as a
function of y. In MP, which is a zero-sum game, we know that there is no possible gain with respect to Vyg,
which is the result that LEWIS achieves in mean. Note that there is a variance that decreases with 7, as predicted
by Theorem 3. In PD, when € = 0 the players do not learn to cooperate, as expected, but for positive values
of &, note how the players start cooperating, achieving larger payoffs as y and € increase, which is the result
expected as we showed in the previous simulation. CG achieves similar results to PD: players learn to cooperate
with large values of € and 7. Thus, in self play, LEWIS is able to cooperate (CG, PD) and compete (MP)

successfully.

Simulation 3: LEWIS against a minmax player

Now, we turn our attention at how LEWIS performs in the worst case, that is, against a player that is continuously
minmaxing. Again, we simulate for PD, MP and CG, using y = {0.1,0.2,0.3,0.4,0.5,0.6,0.7,0.8,0.9,0.99}
and € = {0,0.05,0.1,0.5}. The results can be observed in Figure 3.7, where we plot the payoffs achieved as
a function of y. Note how in MP and CG, LEWIS is able to achieve a payoff close to Vjs in all cases, and
also, since these games have mixed MS strategies, observe how the variance decreases with ¥, as predicted
by Theorem 3. The PD plot is really interesting, because we can clearly observe how the security property of
LEWIS holds: the maximum loss with respect to Vjs is clearly bounded by €. Thus, LEWIS satisfies their
design restrictions: it is a secure algorithm, in which it provides a minimum security payoff, and it also allows
cooperating when possible; and the tradeoff between both properties is controlled by the € parameter.
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Fig. 3.6 Results of the simulation of LEWIS in self play, when both player 1 (P1) and player 2 (P2) use LEWIS.
The shadowed region is the standard deviation. The horizontal axis is  and the vertical axis shows the payoff
achieved by each player. Note that LEWIS is able to cooperate in PD and CG with a sufficiently large € and y
values. In MP, cooperation is not possible as this is a zero-sum game and thus V; = V5. Finally, note how in
MS, the variance decreases with ¥, as predicted by Theorem 3.

Simulation 4: LEWIS against other agents

Now, we turn our attention at how LEWIS performs against a set of different algorithms proposed for learning
RGs. We choose three algorithms that are close to some design features of LEWIS. The first one is CoLF [55],
which tries to find Pareto payoffs: these payoffs may be better than stage NE payoffs in repeated cooperative
games. The second one is LFAQ [31], which uses insights from evolutionary game theory to learn Pareto
strategies. And the third one is M-Qubed [50], which is the most similar to LEWIS in that it tries to find
cooperative strategies while also being secure in payoffs, although M-Qubed security bounds are related to the
average payoff, as we explain in Section 3.3.2. For each algorithm, the parameters used are the ones proposed
in each of their articles.

Again, we simulate using y = {0.1,0.2,0.3,0.4,0.5,0.6,0.7,0.8,0.9,0.99} in PD, MP and CG. For LEWIS,
we use € = 0.5. The results can be observed in Figure 3.8, where we plot the payoffs achieved as a function
of v and include LEWIS in self play for comparison. Note how in all cases, LEWIS is secure and is usually
the algorithm that gives the best payoff, except in MP. Of special interest is the PD case, in which LEWIS
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Fig. 3.7 Results of the simulation of LEWIS against a minmax player, where the player 1 (P1) uses LEWIS and
the player 2 (P2) follows the MS. The shadowed region is the standard deviation. The horizontal axis is y and
the vertical axis shows the payoff achieved by each player. Note how the security property of LEWIS holds:
this can be specially observed in the PD case, when the maximum loss with respect to Vjys is clearly bounded
by €.

consistently gives the highest payoff, regardless of which algorithm it is facing. Also, note how in CG, LEWIS
in self play is also the algorithm that gives the best results. Thus, the comparison with these algorithms show
that LEWIS is a very competitive algorithm.

In conclusion, LEWIS is an online learning algorithm specifically designed to deal with discounted RGs. It
is a simple algorithm, but nonetheless able to cooperate when possible and at the same time, maintain a security
payoff. It addresses the special characteristics of learning in a discounted game, as we have presented in Section
3.2. And finally, when compared with other learning algorithms, its results are also very competitive.

3.4 Negotiating an equilibrium: Communicate and Agree

The algorithms mentioned so far are based on the idea of online learning: players learn how to play based on
the previous behavior and rewards obtained. In this approach, guaranteeing a certain performance bound while
learning is important, as we have extensively discussed. A different approach could be based in negotiation:
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Fig. 3.8 Results of the simulation of LEWIS against other algorithms, where the player 1 (P1) uses LEWIS and
the player 2 (P2) uses different algorithms. The standard deviation is not showed for the sake of clarity. The
horizontal axis is ¥ and the vertical axis shows the payoff achieved by each player. Observe how LEWIS is
really competitive, providing the largest payoffs in PD.

prior to play, the players interchange messages in order to negotiate a certain strategy. This approach is used,
for instance, in [106].

In this Section, we introduce Communicate & Agree (CA), a novel algorithm that, as LEWIS, aims to fill a
gap in current MAL algorithms: CA is a MAL algorithm that computes equilibria of RGs with discounting
using the Folk Theorem and negotiation. Some of CA highlights are:

* CA is a fully distributed algorithm, which does not need a central entity to control the negotiation process.

» CA explicitly uses the Folk Theorem, and hence, it can obtain better payoffs than the ones obtained by
simply repeating the static game equilibrium.

* When there are several payoffs that could be achieved by making use of Folk Theorem tools, CA selects
payoffs that are Pareto efficient.

* CA can be applied to compute different kind of equilibria, such as NE or CE.
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* CA can solve games of incomplete information, as each player needs not knowing the payoff functions of
the others. Yet we assume that all players can observe the actions of the other players, that is, we assume

perfect information [146].

3.4.1 The CA algorithm
CA requires the following inputs for each player:
* The discount factor 7.

* The payoff function for player i, r;. Each player does not need to know payoff function of the other
players, which in turn means that the player does not know what kind of opponents she is facing, i.e., it is
a game of incomplete information. CA is able to work in a wide variety of environments: from extreme
competition to extreme cooperation games, without needing a priori knowledge of the kind of game.
Each player also needs to know na, the dimension of the action vectors a € A. This parameter is required

to sample the action space A.

¢ The punishment action for player i, a; , and its punishment payoff, ; ,. This is the payoff that CA will try
to improve by using RG tools. We use a stage equilibrium which can be obtained, for instance, using RM
algorithm [90]. Other options are possible, such as the minmax strategy (3.15). Note that this requirement
appears in other MAL algorithms, such as [48].

* The number of players of the game, N,,.

* N, the maximum number of communications allowed. This parameter allows controlling the negotiation

time.

For simplicity, we assume that all players use the same equilibrium concept, either NE or CE, and that they
all use the UNR strategy. CA is based in negotiation, and hence, it assumes that players communicate among
them, as in [106]. We use this communication so that players interchange strategies that they are willing to
follow: player i proposes a strategy that leads her to an equilibrium, and if this strategy is also an equilibrium to
the other players, then it constitutes an equilibrium of the RG.

CA proceeds in two steps. The first step is called action space sampling. All players sample the set of
actions A and interchange messages in order to obtain Ay, the set of sampled actions which are valid equilibria
for all players. In order to do this, each player samples actions profiles and tests them to check which yield
an equilibrium for her, i.e., using Lemma 4 with the NE condition (2.64) or (2.79) in the CE case. When a
player finds an equilibrium strategy a, it communicates it to other players, and they test whether a is also an
equilibrium for them or not. If it is an equilibrium for all players, all players do A; = Ay Ua. This is repeated a
certain number of times, controlled by N,.

The second step is called Pareto pruning: the players must choose one strategy from A;. In order to do so,
they coordinate to randomly choose a strategy a. € As. Then, all players discard all strategies a € Ay so that
Vi(a) < Vi(a,), i.e., they discard all strategies that are Pareto dominated by strategy a.. Hence, A, is pruned
by eliminating all Pareto-dominated strategies. This procedure is repeated until A; is a single strategy. By
construction, this strategy is guaranteed to be Pareto-efficient, because if it were Pareto-dominated, it would
have been pruned.

A schematic description of CA can be found in Algorithm 9, where |A;| denotes the number of elements in

the set A;. Each of the two main steps is detailed in the following sections, as well as in Algorithms 10 and 11.



3.4 Negotiating an equilibrium: Communicate and Agree 63

Algorithm 9 CA algorithm for each player i

Input: vy, r;, a; p, 1i p, Np, N, na

1: Ag < sample — actions(Y,r;,a; p,rip,Np,Ne,na)
if A, = 0 then

Ay = aip
else

while |A;| > 1 do
Ay  pareto — prune(Ay, r;)

Output: A

AN AN

Action space sampling

Action space sampling is the first component of CA algorithm. Roughly speaking, we try to obtain the subset
of actions that leads all players to an equilibrium. Note that other approaches try to find the achievable set of
payoffs, as [58]. More formally, in case of NE:

As:{a€Arn(a) 2 (1= ) maxr(a).a i) + yrip.a} # ai, }. (3.19)

which are the conditions from Lemma 4 with the NE condition (2.64) particularized to UNR strategy. Using
(2.79) we reach the condition for CE; in this case, the sampling applies to ¢ distributions instead of actions a:

Asz{d) € ®,s0that (2.79) issatisﬁed}. (3.20)

In general, A; is not easy to obtain. We propose using an independent sampling scheme to approximate Ag:
each player uses a possibly different sampling method to obtain A;, a sampled version of A, where the subscript
i emphasizes that each player might obtain a different A; set. Then, player i checks which action profiles a € A;
are valid equilibria for her. Then, player i shares her equilibrium points with the rest of the players. If this point
is a valid equilibrium for all players, then they all add a to Ay, that is, A; = A; Ua. Note that for NE, we sample
actions a, and for CE, ¢ distributions.

Observe that each player can use a different sampling scheme. We propose three different sampling methods.
The first is equispaced sampling on the action space A or the ¢ space. The second is random sampling: each
player randomly obtains a sampled space A; following a certain distribution. Those two methods are brute-force
ones. The third method we propose is using an intelligent sampling method, based on optimization. Each player
samples A trying to maximize her payoff. We define the following reward function for each player i:

fila) = Azi(a) + (1= A)z-i(a), (3.2

where z;(a) is a function that measures how good action a is to player i, z_;(a) does the same for the rest of the
players and A € [0, 1] is a parameter that allows modeling how much f;(a) takes into account player i reward

and the rest of the players. We use:

) —ripll it 1) = o 200
’ P a is an equilibrium
—||ri(a) —ripl| if otherwise ) (3.22)

i (a) =
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where ||x|| is the Euclidean norm of vector x. Our definition of z;(a) is positive only if the payoff that action a
provides to player i is higher than the punishment payoff: the highest this payoff is, the highest z;(a) will be.
Also observe that z_;(a) provides an average on the payoff gain of the rest of the players; other metrics, such as
the minimum payoff gain, could be used as well. Observe that in (3.22), each player computes z;(a) and then
shares it to the rest of the players. If this is not desired or possible, we set A = 1, and thus, f;(a) = z;(a): each
player does not take into account the rest of the players.

The intelligent sampling proposed is based on each player maximizing (3.21). Intuitively, we sample A
so that we maximize (3.21): this sampling is intelligent because it finds actions a or ¢ distributions with high
probabilities to be equilibria to all players. As optimization algorithm, we will use Simultaneous Optimistic
Optimization (SOO) [157]. SOO is a non-convex optimization algorithm that allows maximizing a deterministic
function when the function is smooth around one of its global maxima, using a limited number of evaluations.

SOQ is a very adequate algorithm for this sampling method. First, because our objective function (3.21) is
deterministic and possibly unknown: each player only knows her own payoff, and hence, the term z;(a); but she
does not know the payoff of the other players. This means that, unless A = 1, each player does not know a
term of the objective function (3.21). Second, because it allows finding an approximation to a maximum with a
finite number of evaluations: this means that SOO will try to find a maximizer as good as possible with a fixed
number of samples. And third, because SOO does not require the objective function (3.21) to be convex, but
only to be locally smooth around a local maximum, which (3.21) and (3.22) satisfy.

We limit the maximum number of communications that each player can initiate to N, i.e., each player can
ask up to N, times whether an action is a valid equilibrium or not to other players. This assumes that the cost of
evaluating whether a point is an equilibrium or not is negligible when compared to the cost of communicating.
If that were not the case, we can limit the maximum number of points sampled. We set this limit in order to
control the execution time.

Observe that our sampling methods also allow to exploit the heterogeneity of the players: some players
might have a higher computational capacity than the rest. The computationally more powerful players might
sample using more complicated schemes than the other players, which benefits them and also may benefit the
other players. Also, observe that the aim of the players is to distributedly obtain A;. They are only allowed to
ask other players whether an action vector is a valid equilibrium for them. In this way, each player needs not
knowing what is the payoff function of other players, and hence, CA works in incomplete information games.

Finally, it might happen that no equilibrium point is found, i.e., A; = @. This might occur for two reasons:
either the sampling is not fine enough or there is no possibility to obtain a better payoff than the punishment
payoff. The former case could be solved by performing a denser sampling, which increases the computational
cost. The latter is the case in which the static equilibrium used as punishment cannot be improved, such as in
zero-sum games or in cases where Y values are not high enough to satisfy the Folk Theorem. When Ay = 0,
each player makes A = a; ,. Hence, CA guarantees to return a strategy that provides all players with a payoff
equal or higher to the punishment payoff.

The action space sampling procedure is summarized in Algorithm 10. Note that players may simultaneously
question others about a point a and at the same time, be asked about other point. Due to this, we have put the

tasks of asking, answering and updating A, as separate threads.

Pareto pruning

The second component of CA algorithm is Pareto pruning. This mechanism selects one of the valid equilibria

found in the action space sampling stage. Hence, the problem is distributedly choosing a strategy from A; for
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Algorithm 10 Action space sampling for player i

Input: vy, r;, a; p, 1i p, Np, N, na
1: {Questioning thread}
2: Initialize Ay =0
3: for N, iterations do
4:  a= obtain — sample(na) {Use the sampling scheme desired}
s if ais an equilibrium ((3.19) or (3.20)) and r;(a) > r; , then
6 Ask other players if a is a valid equilibrium
7 if All player answer "YES’ then
8 Ay =AsUa
9: Tell all players that a is a valid equilibrium
10: { Answering thread}
11: for all a that player is asked about do
12:  if a is an equilibrium ((3.19) or (3.20)) and r;(a) > r; , then

13: Answer 'YES’
14:  else
15: Answer ’NO’

16: {Updating thread}

17: for all a that other players tell as valid equilibria do
18: Ay =A;Ua

Output: A;

all players. CA algorithm assumes that all players seek to optimize their own payoff functions selfishly. Hence,
choosing an equilibrium a € Ay is not straightforward: each player may prefer different equilibria and no player
should dominate others when choosing.

We solve this by using a jointly controlled lottery [15]. A jointly controlled lottery is a procedure that
allows obtaining a random outcome distributedly. In [146], the following join controlled lottery is proposed for
two players: each player simultaneously chooses a random number that follows a uniform distribution in [0, 1],
that is, w; ~ U[0, 1]. Then, we obtain w as:

] 1
W:{ w1 +wp if wi+w < (3.23)

wi+wr—1 if wi+wy>1

and w will follow a uniform distribution in [0, 1]. If one player chooses w; deterministically, w would still
follow a uniform random distribution if the other takes w; randomly. Thus, player i ensures a random w by
simply using a random w;. Now, let us assume that A has a certain indexing equal for all players. If we have L

actions in Ay, where each action has an index [ € {1,2,...,L}, players select the action with index /:
I=|14(L-1)w], (3.24)

where | x| denotes the integer part of x. The action index [ follows a uniform distribution in the interval [1,L]
and hence, a random action a; will be selected. It is important to remark that a; has been randomly selected
among all valid actions in A, to avoid a player dominating this choice. This procedure can be extended to more
than two players.

After choosing a;, each player prunes the actions a € A, such that r;(a) < r;(a;). That is, each player
eliminates the actions that are Pareto-dominated by a;. When a player erases an action a, it communicates

to other players, so that all players can update A by erasing a as well. After each pruning procedure, it may
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Algorithm 11 Pareto pruning

Input: A, r;
1: while |A;| > 1 do
Run jointly-controlled lottery (e.g., use (3.23))
Obtain random action g; € A; (e.g., use (3.24))
foralla € A;, a+#a.do
if ri(a) < ri(a;) then
Ay =As\a
Inform other players that a is not a valid equilibrium
{Listening thread}
9:  for all Actions a that other players communicate as non valid equilibrium do
10: Ay =A\a
Output: A

happen that |[A;| = 1 (i.e., A; = {a;}), which means that a, is an action that Pareto-dominates the rest of actions
a € A, and hence, it is Pareto-efficient and returned as the UNR strategy. Otherwise, |A| > 1 means that there
is another action that Pareto-dominates a;. In that case, the process starts again: a new jointly controlled lottery
is performed, a new action g, is chosen and the set A, is pruned again, until |A;| = 1.

A description of the Pareto-pruning procedure is in Algorithm 11. Note that in each pruning, players may
simultaneously inform and be informed: due to this, we have separated the questioning and the listening tasks
as separate threads. Also, all players must wait each other to have fully pruned A, before checking whether
|As| > 1 and prune again or not.

Observe that CA scalability depends on two aspects: the ability of each player to sample the actions space
and check if a point is a valid equilibrium (computational cost, which increases with the number of players
and actions) and also, on the efficiency of the communications among players, which depend on the network
topology and protocols used. If we assume that the former cost is negligible compared to the communications
cost, we can model the scalability of CA by observing that it is an example of the atomic-commitment problem
[237]. The atomic-commitment problem appears in a distributed system, in which different subsystems have to
apply an operation if and only if all subsystems apply it successfully; otherwise, the operation is reversed. In
our case, the operation is checking whether a joint-action vector a is an equilibrium for player i and adding it
to Ay if and only if a is an equilibrium for all players. In [237], it is shown that in absence of communication
failures, there is an efficient, polynomial time algorithm that minimizes this cost. Thus, the total cost of CA
depends on N, for the action space sampling and it is polynomial for the Pareto pruning, assuming that the
computational cost is negligible when compared to the communication cost among players.

3.4.2 Error bounds in CA algorithm

Now, we proceed to study the error that CA algorithm induces. As we show, this error comes from the sampling
procedure, and it affects only the NE case. We provide a theoretical bound for that error, as well as particularized

expressions for the two players, two actions case.

General theoretical bounds

In this Section, we study the error introduced by CA algorithm. We start with the NE error, whose equilibrium
condition is (3.19). Observe that the error comes from the sampling method: if we were able to sample all

points in A, that is, A = A, there would be no error. Let us assume that each player samples with a method
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that guarantees that the maximal distance between two actions for player i in A; is Aa;. Thus, for two sampled
actions d, @ € A;, with d; = dj( if and only if k # i, i.e., the two actions vectors differ only in the action of
player i

max||d] — da|| < Aag;. (3.25)

Now, observe (3.19). CA algorithm checks this equilibrium condition after sampling, which means that the
equilibrium condition that each player computes, for two actions d, @ € A;, with G, = a, if and only if k # i is:

(1=p)ri(@)+yri(ap) —ri(@) <0, Vva. (3.26)

We can simplify by observing that the equilibrium condition for player i assumes that the actions of the
other players are fixed, hence, it is a condition that only affects the actions of player i, a;:

(1 =y)ri(@y) + yri(ap,) — ri(@) < 0,va;. (3.27)

However, due to sampling, there might be an action g;, which has not been sampled, such that r;(a;) >
maxy r;(a;). We define Ar; = ri(a) — r;(@’), as the difference in payoffs. This would mean that the equilibrium
that éA algorithm computes would not be anymore an NE, but a Nash &-equilibrium, when Ar; > 0. Hence,
(3.27) would become:

(1—7) [ri(@) + Ar;] +vri(ap,) — ri(@) < &,Va;. (3.28)

Using (3.27) and (3.28), we obtain the following bound for &;:
&= (1—7)Ar. (3.29)
In order to bound Ar;, we will assume that ; functions are Lipschitz-continuous in the action set A, that is:
|Iri(a1) —ri(a2)|| < Cillay — a2||, Va1, a2 € A, (3.30)

where C; is the Lipschitz constant for the function r;. The lowest C; that satisfies (3.30) is called the best
Lipschitz constant, and will be denoted by C;.

Let us assume that in (3.30), a; = 4; is a sampled action and a> = q; is an action which was not sampled. In
@; — a;|| = Aa; and hence, using (3.30), ||7;(d;) — ri(a;)|| < CfAq;. Since
the function r; is a function returning real numbers, ||r;(@;) — ri(a;)|| = |ri(a@;) — ri(ai)| = Ar; if ri(a) > r;i(@).

the worst case, according to (3.25),

Hence, Ar; < C;Aa;. Thus, we can bound the error as:
&= (1-7)C} Aa;. (3.31)

Observe that Ar; measures the error induced by the possible actions a; which are not sampled and which
cause that the sampled action d; is not an equilibrium, but an &-equilibrium. Hence, the case when r;(a) < r;(@’)
is not of interest to us, because the action not sampled returns a lower payoff than the sampled and hence, (3.27)
holds for € = 0.

The result in (3.31) means that there are three factors that contribute to the error in the equilibrium obtained.
The first one is the discount factor: as Y tends to 1, the error decreases. It also depends on C;, which is an upper
bound on the variation of the function as can be observed in (3.30). Since C; is an upper bound, the tightest &;

will be achieved with the lowest C; possible, which is C;. Finally, the last component is the maximal distance
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between a sampled and a not sampled action. As the number of actions sampled tends to infinity, this term will
tend to 0 and hence, & — 0, which means that CA algorithm finds an NE asymptotically.

In the case of CE, CA does not introduce any error. Note that for any value of (]3 if (3.20) holds, it will be a
CE, with no error. In CE, we sample distributions (5 instead of actions, thus, when a sampled di distribution
satisfies the equilibrium condition (3.20), it will be an exact CE.

Finally, we note that we do not provide any guarantees on whether CA will be able to find an RG equilibrium.
This depends on the discount factor, the kind of game, i.e., zero-sum or general sum, and the sampling method
used. But we do assure that when CA finds a NE, it will be an g;-equilibrium for each player bounded by (3.31)
and when CA finds a CE, it will contain no error.

Theoretical bounds on a 2 player, 2 action game, equispaced sampling

In this section, we particularize (3.31) for the case in which there are N, = 2 players and each player has 2 pure
actions. We denote the pure actions payoffs that player i receives as r; jr, where i denotes the player, j denotes
the pure action of player 1 and k denotes the pure action of player 2. Note that i, j,k = {1,2}. We denote the
mixed action of player 1 as (y,1 —y), where y is the probability that player 1 assigns to her pure action 1 and
1 —y the probability assigned to her pure action 2. The mixed action of player 2 is defined equivalently by
(z,1 —z). Thus, the mixed action space of the game A is the unit square A = A; XA, =A =0, 1] x [0, 1], where
one axis are the y values and the other, the z values.

We sample A using equispaced sampling, with K; samples in each dimension. Hence, for each player, the

12
YKi—17 Ki—17""

sampled one will take place when the not sampled action lies in the middle of two sampled actions, hence,

sampled mixed actions are {0 .,1}. The maximum distance between a sampled action and a not

Ad; = 5—-—. The payoff function r; has the following form:

20K—1)

riv,z) =yzrin +y(1 =2)rinn+ (1 —=y)zrisi + (1 —y)(1 —2)rixn

, (3.32)
=A;yz+B;y+Ciz+D;
where
Aij=rinn—rinn—rip1 +rin
Bi=ri12—rixn (333)

Ci=rip1 —rin

D; =r;2

Since the payoff functions r;(y,z) are polynomials, they are continuous, derivable and with bounded
derivatives in A, which is a convex subset of R?. A continuous function f(x) with bounded derivatives
is Lipschitz-continuous with C* = sup,. ||V f(x)|| (see [109, Lemma 2.18]). Now, there are two possible
approaches. Remark that player i is interested in computing &;, a bound on the error she is committing when
she evaluates an NE. Since she knows the actions of other players, player i can fix the actions of other players
in r;, so that r; becomes a one variable function that only depends on q;. In that case:

dri(a;,a_;)
* 1 1y —1
C; =max{ ————=
a; da,-
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(L=1) (=1L1) (2,2) (=1,3)
<(—1,1) (1,—1)> ((3,—1) (0,0) )
(a) Matching pennies (MP). (b) Prisoner’s dilemma (PD).

(2,1) (0,0) (-10,-10) (1,-1)
(c) Battle of sexes (BS). (a) Chicken game (CG).

Fig. 3.9 Payoff matrices for the four games proposed. Player 1 is row player, and player 2 is column player,
hence, the first row stands for pure action 1 of player 1, and row 2 for her pure action 2. The first column
contains the pure action 1 of player 2, and the second column, her pure action 2. In each matrix, the payoff
entries for each pair of pure actions are (r1,77).

Yet this implies that player i bound, &;, depends on a_;, the actions of the other players. A second option is
the worst case one by using G} = sup,, , ,)||Vri(ai,a—;)||. This option yields a higher Lipschitz constant and
hence, a less tight &; value, but it provides an upper bound for & independent of the actions of other players.
Using (3.32), we obtain Vr; = (Aiz+ Bi,A;y +C;) and ||Vri|| = \/(Aiz+B;)? + (A;y + C;)2. Hence, we obtain
the following &; bound using (3.31):

_ -7 , 32 , 32
= 1 o sV 4B O e34)

3.4.3 Empirical results

Now, we proceed to test CA on a set of four RGs, two of which are the same as in the LEWIS case, and the other
two are chosen because they help to illustrate how CA distributedly tries to improve a given equilibrium. In all
games, there are N, = 2 players with 2 pure actions each. We choose games with very different characteristics,
whose payoff matrices are in Figure 3.9. Remark that a static NE for these games will have the form a; =
(y,1 —y), a» = (z,1 —z) and each static NE is also a CE of the form ¢ = (yz,y(1 —z), (1 —y)z, (1 —y)(1 —z)).

The first game is matching pennies (MP), a zero-sum game. This means that r; = —r, and hence, the gains
of one player are the losses of the other. This game has only one static NE: a; = ap = (1/2,1/2) (the equivalent
CEis ¢ = (1/4,1/4,1/4,1/4)), which yields each player a payoff of V| =V, = 0. No gain in payoffs can be
achieved by repeating the game with respect to the static equilibrium.

The second game is the prisoner’s dilemma (PD), which is a non-zero sum game, used frequently to illustrate
the Folk Theorem [146]. There is only one static NE, which is a; = a, = (0, 1), which provides each player
with a payoff of V; =V, = 0 (the equivalent CE is ¢ = (0,0,0, 1)). However, when the game is repeated for a
sufficiently high value of 7, new equilibria arise, and in this case, it is possible to achieve a payoff as high as
Vi =V, =2 using UNR strategy: for a theoretical analysis, see [146, Ch. 2 - 3].

The third game is the Battle of sexes (BS), which is a non-zero sum game with three different static NE,
namely, a; = (2/3,1/3), a, = (1/3,2/3), which yields the players a payoff of Vi =V, =2/3, a1 = (1,0),
az = (1,0), which yields payoffs (Vi,V2) = (2,1), and a; = (0,1), a» = (0, 1), which yields them payoffs
(V1,V2) = (1,2). Note that the two pure action equilibria are Pareto-efficient, but the mixed equilibrium is not.

The fourth game is the chicken game (CG), which is a non-zero sum game with three different static
NE, namely, a; = a = (1/10,9/10), which yields the players a payoff of V; =V, = —1/10, a; = (1,0),
ay = (0, 1), which yields payoffs (V;,V,) = (1,—1), and a; = (0,1), ap = (1,0), which yields them payoffs
(VlaVZ) = (717 1)'
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Simulation 5: The influence of the sampling method

First, we study the differences among the sampling methods proposed. We use the PD game with Y= 0.9. The
analytical solutions to PD game can be found in [146]. For the y value we are using, the Pareto-efficient region
is:

v, = t8 if v, €l0,2
V,=4 2773 it Vielo2] (3.35)
V,=-3V;+8 if V1€[2,8/3]
We define & as the distance between a payoff and the Pareto frontier:
& = min||V(a) -V, || (3.36)

where V (a) is the RG payoff vector to all players by playing action vector a and V), is the Pareto region (3.35).
We use & to compare the performance of the three sampling methods we proposed: equispaced, random and
SOO. In order to show empirically the advantages of using SOO, we will limit in equispaced and random
sampling the number of communications to N,, and in SOO, we only sample N, times (see section 3.4.1). We
test for N, € [5,200].

First, we obtain a stage equilibrium using RM algorithm, which provides a static equilibrium for all players.
We use 103 iterations for RM. The equilibrium that RM returns is used as punishment strategy for CA algorithm.
Then, we run CA using all the sampling schemes proposed. In case of NE, the mixed action space is a square
A =0,1] x [0, 1]. For equispaced sampling, we used K; = 50 samples in each dimension. In the case of CE, we
equispacedly sample a simplex of dimension 3: note that ZLI ¢r = 1. We use approximately the same number
of points that for the NE case, 2500, i.e., we test approximately 2500 ¢ distributions. Then, we also test using
random sampling, following a uniform distribution. In the case of NE, each player randomly generates a pair
of actions following a uniform distribution between 0 and 1, that is, (y,z) ~ (U[0,1],U[0,1]). We limit the
maximum number of actions tested to 10* for each player: if no equilibrium is found, the sampling procedure
is exited. For the CE concept, each player samples uniformly in a simplex and again, we limit to 10* the
maximum number of samples if no equilibrium is found. Finally, we test SOO sampling method. We use (3.21)
and (3.22), with N, = 10 and A = {0.5, 1}, for both NE and CE. Finally, in order to test in NE whether there
are profitable deviations or not (see Definition 8), we sample a} € [0, 1] equispacedly using 50 samples. This is
used to check the NE deviation condition every time that is needed.

For each value of N, or Ny in SOO case, we run 100 times CA, and the resulting payoff errors are computed
using (3.36) and (3.35). The results can be observed in Figure 3.10, where we observe that CA approaches
the Pareto frontier as the number of communications increases. We also observe that SOO sampling method
outperforms the others, even though it has a stricter limitation: number of samples instead of number of
communications. Thus, SOO intelligent sampling presents a clear advantage over the other methods proposed.

Simulation 6: CA Performance

We also simulated the performance of CA in the four games described above. We use three possible values
for the discount factor: ¥ ={0.1,0.5,0.9}. For each 7 value and each game, we run 100 different repetitions:
in each repetition we use the same 9 algorithms that we used in the previous simulation: regret matching and
8 different instances of CA, 4 for NE and other 4 for CE. We use the same parameters as in the previous
simulation, except that we fix N, = 100 for equispaced and random sampling, and Ny = N, for SOO sampling.

We run the simulations and obtain the region of payoffs for each algorithm and the payoff that, in average,
is obtained in each setup. The results can be observed in Figure 3.11, where we plot the payoff increase in
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Fig. 3.10 Average values of & for each sampling method. Equispaced sampling is ’eq’, random uniform
sampling is "unif” and 'RM’ stands for regret-matching results. We observe that, as we increase the number of
communications allowed N, the error £ decreases. Recall that & measures how far the CA results are from
the theoretical Pareto frontier (see (3.36)). Thus, lower is better, as it implies that the players achieve a payoff
closer to the Pareto frontier. Note that a greater N, allows getting closer to the Pareto frontier. The sampling
methods order, from the worst to the best performance, are equispaced, random uniform and SOO. Even though
in SOO we use a stricter limitation, as we limit in samples instead of communications, it outperforms the other
sampling methods.

the four games described that CA yields for the static equilibrium that RM provides. For MP, BS and CG, it
is possible to observe that there is no significant increment in payoffs between CA and RM, as we expected.
MP is a zero-sum game and hence, the Folk Theorem does not apply. In BS and CG, RM returns a static,
Pareto-efficient payoff: since the payoff is already efficient, CA does not find a better one. The case of PD is
the most important and interesting one, because it is a game in which both players can benefit of repeating the
game. It is possible to observe that CA does not improve the theoretical payoff for y = 0.1, because with that
discount factor, the only equilibrium of the RG is the static one. Yet as Y increases, new equilibria arise and the
gains of using CA appear, as the Folk Theorem conditions are satisfied.

As an example, in Figure 3.12 we include some of the payoff regions returned by CA algorithm. We observe
that in case of PD game, as Y increases, a whole region of new payoffs appears: these payoffs can be achieved
by repeating the game following the UNR strategy proposed. Although this needs not be the case in all games:
in the case of BS game, the static equilibrium used as punishment is already Pareto-efficient and hence, CA
cannot improve it. We also show how SOO provides similar results in terms of Pareto-efficient payoffs, with
significantly fewer samples and equilibria evaluations.

In Table 3.1, it is possible to observe the different €; values obtained, using (3.31), for equispaced sampling
and NE. The g; values are low, except in the game of the chicken, due to the higher values of the derivatives in
this payoff matrix.
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Fig. 3.11 Payoff results: for each game, we represent the average payoff increment AV; between CA and RM
for different values of . Thus, higher is better, as it means that CA provides better payoffs than RM. We use
four sampling methods for CA: equispaced (eq), random uniform (rn), SOO with A = 0.5 (op1) and SOO with
A =1 (op2), for NE and CE. When CA takes advantage of the Folk Theorem, it outperforms RM, as happens
in PD. And when using the Folk Theorem provides no advantage in payoffs, as in MP, BS and CG, CA is not
worse than RM, as expected.

Recall that in all simulations, we used as CA input the RM equilibrium, in order to be used as punishment
equilibrium and explore the possibility of obtaining a better payoff in the RG by using UNR strategy. In our
game testbench, that was the case only of PD, and in that case, CA algorithm outperforms clearly RM, because
it exploits the new equilibria that appear when repeating the game, as the Folk Theorem states. However, this
increment does not come at no cost. Observe that for games where the best possible equilibrium is the static
one, CA algorithm does not improve RM. Hence, CA does not make sense if we know for sure that we can
obtain no gain by repeating the game. Yet if we know or hope that new equilibria may arise by repeating the
game, CA may find equilibria which yield better payoff for all players, such as in PD. Recall that CA needs no
a priori information on the kind of game being played and hence, it works on incomplete information games.

Also, in the case of PD, observe that there are differences between different implementations of CA. In
general, NE yields higher payoff than CE, because the region of NE, a square in the plane, is smaller than the
CE region, a simplex with 3 dimensions. Some aspects that may help in practice are:
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Game | y=0.1 | y=05| y=0.9
MP | 0.0509 | 0.0283 | 0.0057
PD 0.0569 | 0.0316 | 0.0063
BS 0.0509 | 0.0283 | 0.0057
CG 0.2558 | 0.1421 | 0.0284

Table 3.1 Comparison of theoretical € values for the Nash equilibrium concept, when using equispaced
sampling, according to (3.31), where K; = 50. In all cases, € = &, that is, both players had the same bound.

* First, think whether CE makes sense in our game setup. This means that either we have access to a
correlating device or to a jointly-controlled lottery [15]. CE has two advantages over NE: first, the
region of CE always contains NE, so there might be games in which there are CE that yield a better
payoff than NE. And secondly, CA algorithm guarantees that any CE found will be exact, whereas NE
have a bounded error, according to (3.31), see Table 3.1. However, since the CE region has a higher
dimensionality than the NE region, the sampling schemes may perform poorly.

* The computational capacity for sampling purposes. Using SOO and limiting the number of samples
allows performing fewer sampling operations, see Figure 3.12. However, it implies implementing SOO
algorithm [157].

* A final aspect is related to the ability of detecting a deviation. UNR strategy needs to detect deviations
immediately, i.e., it needs perfect information. In the case of NE, this means having access to the mixed
actions of each player. In the case of CE, since a deviation is not following the recommendation ¢, if we
have an entity that sends the ¢ recommendation to each player, this device can detect whether a player
deviates or not instantaneously, i.e., it player i does not play the pure action recommended. Thus, CE
eases detecting a deviation.

Finally, we note that CA could be modified to use other strategies or even equilibrium conditions, by
changing the equilibrium conditions (3.19) or (3.20).
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Fig. 3.12 Comparison of NE payoff regions in PD and BS games. In light blue, we observe the possible payoff
region, the gray darker region is the set of payoff equilibria in the RG. The red circles are the theoretical static
payoff equilibria, the green squares are the payoff equilibria returned by RM and the black triangles are the
payoff equilibria returned by CA. Note that RM always provides a static equilibrium payoff. Sampling in
regions (a), (b) and (d) is equispaced with 2500 samples, whereas region (c) was sampled using SOO with
A = 1. We note that (1) increasing ¥ might provide a larger payoff equilibria region, as the Folk Theorem says:
compare (a) and (b); (2) if a static equilibrium is already Pareto-efficient, CA cannot improve it, as shown in
(d); (3) SOO provides similar equilibria to equispaced sampling taking much fewer samples: compare (b) and
(c). Thus, CA with SOO sampling produces the best results both in terms of payoffs and samples taken.
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3.5 Conclusions

In this Chapter, we first have shown theoretically that using discounted payoff instead of average payoff has
an impact both in the speed of learning and in the variance of the total payoff achieved. The first is due to
the fact that most of the payoff is assigned in the first stages of the game (Theorem 2), and this means that an
algorithm for RGs needs to be fast, for the first game stages are crucial in terms of payoffs. The second means
that the variance in payoffs does not only depend on the stages of the game, but also on the discount factor
value (Theorem 3). And nowadays, most learning schemes for RGs are designed for average payoff schemes,
rather than discounted ones. As we use in our problems the discounted case, we have introduced two algorithms
that are specifically designed to deal with the discounted payoff case.

Our first algorithm is LEWIS, which is derived for discounted RGs with incomplete information. LEWIS
allows a fast and secure learning in such games, and our simulations show that it is able to cooperate in self
play, provide a minimum payoff in the worst case, improves the security payoff when possible and is also
competitive when facing other algorithms designed for RGs. As we showed, there are applications in which
low discount factor arise, and hence, LEWIS would be a good algorithm for these problems.

Our second algorithm is CA, which is a negotiation-based algorithm that allows computing equilibria of
RGs of perfect information using the averaged discounted payoff criterion. CA is based on the idea that players
can communicate each other the strategies they are willing to use. This allows, if possible, to reach an RG
equilibrium. Our results show that CA is a powerful and flexible algorithm, with plenty of positive features: it
is completely distributed, it is valid for N, players, it is valid for incomplete information games, it improves
when possible an input static equilibrium, it chooses Pareto-efficient payoffs, it works both using NE or CE
and it may be adapted to different strategies by modifying the equilibrium conditions (3.19) or (3.20), it can
use intelligent sampling methods and finally, CA takes advantage of heterogeneous computational capacity
of each player in the sampling stage. In case of NE, it returns an &;-equilibrium for all players, where ¢&; is
bounded. In case of CE, it returns an exact equilibrium. And finally, we remark that CA takes advantage of the
new equilibria that may arise by repeating the game, according to the Folk Theorem, in order to improve the
payoff that all players can obtain in an RG.

These two algorithms are used in Chapter 4 in order to address the first security problem that we study:
a backoff attack, that affects the CSMA/CA multiple access mechanism when some sensors use a different
backoff rule to transmit. We show that this situation can be modeled using an RG, and we obtain solutions to it

both in the static case and the repeated one, for NE and CE, using the algorithms presented in this Chapter.






Chapter 4

Backoff attack under a Repeated Game
approach

4.1 Introduction

In this Chapter, we present the first attack to WSNs that we study in depth using tools from the Chapters 2 and
3: the backoff attack. We note that the remarkable advances and proliferation in wireless networks in the last
years have brought a significant interest in the security and threats to WSNs: they can be the target of many
attacks due to the limited capabilities of the sensors, as some recent surveys show [72], [257]. One of these
attacks is the backoff attack, which affects to the Medium Access Control (MAC) layer when a CSMA/CA
(carrier-sense medium access with collision avoidance) scheme is used to regulate the access to the medium.
The backoff mechanism minimizes the risk of collision, i.e., that two or more sensors transmit simultaneously,
by deferring transmissions during a certain random time period: the backoff window. In a backoff attack, a
sensor uses a lower backoff window than the rest of the sensors, thus obtaining a higher throughput at expense
of the other sensors [21].

Backoff attacks are a real threat to WSNs. Firstly, because network adapters are highly programmable [37],
thus allowing sensors to modify their backoff parameters. And secondly, because many MAC layer protocols
proposed for WSNs make use of CSMA as medium access mechanism, for instance, SMAC [255], WiseMAC
[67], TMAC [224] and DSMAC [137]. Actually, two surveys on MAC layer protocols, [57] and [249], show
that CSMA is the most common access mechanism in contention based MAC protocols.

There are works on backoff attacks, such as [229] and [219], which focus only on the defense mechanism.
However, any attack is a conflict between the attackers and the defense mechanism. In order to better model
this conflict, we make use of GT tools in this Chapter. This approach is already popular: [7] is a survey on GT
approaches to multiple access situations in wireless networks and [78] is another survey focused on CSMA
methods.

Two important works which study backoff attacks in wireless networks are [123] and [37]. Our approach in
this Chapter differs from these works in the following points:

¢ We assume that the defense mechanism lies in a central server, to which the sensors communicate;
thus, we assume a star network topology, in which a central server receives the packets of the rest of
the network. We model the conflict individually between each sensor, which can follow the backoff

procedure or attack, and the server. We consider that there are sensors that always follow the backoff
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Chapter | CSMA/CA | CSS | Player | Information Observation (A/S) Behavior
Attack Complete Mixed / - Static
4 Yes No Defense | Complete Mixed / - Static
Attack Complete - / State Dynamic
> Yes Yes Defense | Incomplete Realization / - Static
Attack | Incomplete | Realization / Observation | Dynamic
6 Yes Yes . .
Defense | Incomplete Realization / - Static
7 Yes No Attack | Incomplete | Realization / Observation | Dynamic
Defense | Incomplete | Realization / Observation | Dynamic

Table 4.1 Table comparing the different setups used in Chapters 4-7. CSMA/CA. i.e., the backoff attack, and
CSS, i.e., the SSDF attack, denote whether each of these setups is used in the Chapter. Information denotes
whether each player knows the target of the other player (Complete) or not (Incomplete). Observation refers to
what each agent observes with respect to the actions / states of the other players: regarding actions, they observe
the mixed actions or the actions realizations, and regarding states, they observe the state or an observation of
the rest of players: this is related to having perfect or imperfect information. Behavior refers to whether the
player adapts its behavior with time or not.

procedure, which are Good Sensors (GSs), and other sensors that may attack, the Attacking Sensors
(ASs). Note that the star topology appears, for instance, in hierarchical routing protocols [83]: in these
protocols, the sensors are clustered in order to be energy efficient [252] and each cluster follows a star
topology. Even though our approach could be adapted to other network topologies, we focus on the
star topology in this Chapter for simplicity. By differentiating between ASs and the server, we use a
heterogeneous network model: the ASs are greedy and want the maximum individual throughput they can
obtain, whereas the server tries to divide fairly the total throughput among the sensors that communicate
with it. This makes our model different from [123] and [37]: each sensor may have different interests,

which is a more complex and realistic situation.

* We use Bianchi’s model to estimate the total network throughput and use this metric as game payoff: we
try to enforce a fair use of the network total throughput. By modeling the total throughput, we contribute
to provide a deeper insight on how different parameters influence the fairness of the network. Namely,
we show that fairness is related to the backoff parameters and the number of ASs.

* We solve our game both analytically and empirically. On one side, we provide a theoretical framework
to the backoff attack problem based on GT and solve it analytically. On the other side, we use LEWIS
and CA, the two algorithms designed to learn the solution of a repeated game, as well as RM, to find the
solution to the game when there are more than two players. These algorithms are simple to implement,
even in sensors with low computational capabilities. This makes our model both well theoretically

founded and also, practical to implement in real life situations.

We note that we refer to the sensors as stations if we study the network from the MAC protocol perspective or
as players or agents if we are studying the network from the GT perspective. In this Chapter, we assume (1) that
the attackers and the defense mechanism know the target of the others, and hence, the defense mechanism knows
which sensors may attack, i.e., complete information; (2) that all agents are able to observe the mixed actions of
the others, which means that they can detect instantaneously any deviation from a negotiated strategy and the
defense mechanism detects instantaneously deviations from the backoff procedure, i.e., perfect information;
and (3) that all agents respect a predefined behavior rule and hence, can be considered static, as shown in Table
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Fig. 4.1 Network scheme for the case that there are n; GSs and n, ASs. GSs respect 802.11 binary exponential
backoff, whereas ASs can choose to use it or to use a uniform backoff.

4.1. Hence, we assume that we are in a perfect and complete information game. Note, however, that both
CA and LEWIS are able to deal with incomplete information situations as well, although in this Chapter we
introduce the simplest version of the backoff attack, leaving more complex situations for Chapters 5-7.

We start by describing the CSMA/CA mechanism as it is implemented by the IEEE 802.11 standard in
Section 4.2. Then, Section 4.3 obtains the total network throughput under CSMA/CA mechanism when some
sensors in the network do not follow the backoff procedure: as we will see, they have a deep impact with respect
to the fair distribution of the network resources. In order to alleviate this situation, we model this as a game and
solve it using both Static Game tools in Section 4.4 and Repeated Game tools in Section 4.5, where we deeply
analyze the two player case and also use algorithms from Chapters 2 and 3 to generalize to the N, players case.
Then, in Section 4.6 we discuss two possible ways in which we can detect instantaneously deviations from
a prescribed mixed action without having access to the randomizing device of each player. Finally, we draw
some conclusions in Section 4.7 and point towards some aspects of interest of this Chapter that are treated in
the next ones.

4.2 CSMA/CA in IEEE 802.11

We start by describing the CSMA/CA mechanism in the 802.11 standard. Note that we base on this implemen-
tation because it is a well-known one. The IEEE 802.11 standard [111] defines the MAC and physical (PHY)
layer specifications for a wireless local area network (WLAN). Each device connected using this standard
is known as station. The access to the shared medium can be regulated using the Distributed Coordination
Function (DCF), which uses CSMA/CA to access the medium. In this Chapter, we use the network topology
shown in Figure 4.1, where there are n; GSs and n, ASs connected to a server using a star topology.

The basic mechanism used by the DCF in IEEE 802.11 standard is CSMA/CA to control the medium access
and a positive acknowledgment frame (ACK): if no ACK is received, there is a retransmission. CSMA/CA

operates using two procedures: a carrier sense (CS) which determines whether the channel is busy, i.e., other
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station is transmitting, or idle, i.e., no other station is transmitting; and a backoff procedure which determines
when a station should start transmitting.

A station willing to transmit invokes the CS mechanism to determine whether the channel is idle or not. If it
is busy, the station defers the transmission until the channel is idle without interruption for a fixed period of time.
After, the station starts a counter, called backoff, for an additional deferral time before transmitting: the station
transmits when its backoff counter reaches 0. This procedure minimizes collisions among multiple stations
that have been deferring to the same event. The backoff follows a uniform random variable in the interval
[0,CW — 1], where CW stands for contention window. If a collision is detected while a station transmits, its
CW is duplicated, which is known as binary exponential backoff, and the backoff procedure starts over. When
the station has transmitted the packet, it waits for an ACK; if none is received in a certain time, the station starts
the transmission procedure again. This mechanism is known as Basic Access (BA), and is based on a two-way
handshaking.

The standard also defines an alternative procedure, based on a four-way handshaking, called request-to-
send/clear-to-send (RTS/CTS). In this case, the transmitter station sends an RTS frame to the receiver, using
the BA mechanism described above. The RTS frame is used to reserve the medium: when the receiver station
receives an RTS, proceeds to reserve the channel for some time, sending a CTS frame to indicate that the
channel reservation was successful. When the transmitter receives the CTS frame, starts transmitting its packet;
when it finishes, if the transmission was successful, the receiving station sends a positive ACK. While the
channel is reserved, the rest of stations remain silent. The RTS/CTS procedure helps to ease the hidden node
problem [36], [190] and provides a higher throughput than the BA mechanism when the MAC payload is large
[28].

4.3 Network Throughput under Backoff Modification

The previous Section described the backoff mechanism that all sensors are supposed to follow. However, ASs
may use a different backoff rule in order to obtain a benefit, namely, that they transmit more often. In this
Section, we proceed to thoroughly study this case for the concrete case that the ASs follow a uniform backoff,
instead of the binary exponential mechanism just described. As we will see, the impact of the ASs misbehavior

on the network distribution of the resources can be huge.

4.3.1 Theoretical Network Throughput

The 802.11 standard does not provide a way to estimate the network throughput. The best-known model to
estimate the throughput in a network is Bianchi’s model [28], which provides expressions both for BA and
RTS/CTS mechanisms. The main advantage of this model is that it provides analytical expressions to determine
the network throughput. It assumes saturation of the network, that is, that each sensor always has a packet to
transmit. This assumption could be relaxed using more complex models [147].

The CSMA/CA mechanism described in Section 4.2 assumes that all sensors respect the backoff procedure.
However, the stations can modify their backoff in such a way that they can obtain a higher throughput, at
expense of other stations [37], [123]. In order to analyze these effects, we use Bianchi’s model [28] to estimate
the total network throughput. The results are used in posterior Sections to study how to enforce network
throughput fairness using GT tools. This model relies on the computation of the following system, where we
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assume that our WSN has 7 sensors willing to transmit:

2
Ti m;—1

= L+WikpWiLily 2pi)/ 4.1)
pi=1-Tl4(l—1j)

where i € {1,2,...,1} indexes the sensor and p; is the collision probability for sensor i: the probability that
sensor i observes a collision while transmitting a packet, which Bianchi’s model assumes to be constant. Also, 7;
is the probability that sensor i transmits a packet. The system (4.1) assumes a binary exponential backoff, where
the contention window CW lies in the interval [W,CW,,|, where CW,,,,, = 2"W, where m is the maximum
backoff stage and W is the minimum size of the contention window.

Let us assume that we have a network with [ sensors, split into two different classes. There are n; GSs
characterized by using a binary exponential backoff as described by IEEE 802.11 standard, and thus, following
(4.1). Also, there are n, = I — n; ASs using a uniformly distributed backoff in the range [0, W, — 1], whose
expression [28] is:

2
T = . 4.2
1+W “-2)
The probabilities 7; and p; are the same for all the members of each class. Hence, (4.1) becomes:
T = 2 1 -
HWi+piWi X2y (2p1)!
__2
L= 1w , 4.3)

p1=1— (1 — T1)”171(1 —Tz)"z
P2 = 1-— (1 — Tl)nl (1 —Tz)n271

where the subscript i € {1,2} denotes the class of a sensor: the index 1 refers to GSs, and the index 2 refers to
ASs. Now, we obtain the total throughput of the network [28] [147]. The probability that there is at least one
sensor transmitting is denoted as P,

1
Pr=1-TJ0—m)=1-(1-n)"(1-)", (44)

i=1

and hence, 1 — P;, is the probability that no sensor is transmitting. The probability that there is exactly one

sensor of class i transmitting, Py, is:

{fMZﬁU—ﬂWIU_ﬁW , 4.5)

Pr=n(l—1)1(1-1)2"!

and the probability that there are two or more sensors transmitting simultaneously, i.e., the collision probability,
denoted by P,, is obtained as the total probability minus the probabilities of having exactly none or one sensor
transmitting:
P = 1_23?_(1_Br) =Py —n1F _an&‘,Z' (4.6)
i

Now, we obtain the expected duration of a slot time, Ty;,,. We define T as the time to count down a backoff
unit, i.e., the time that lies between two consecutive calls to the CS method when the channel was sensed idle.
T; is the time duration of a successful transmission and 7. is the time duration of a collision. We assume that

the sensors of both classes share the same duration of a successful transmission and the same duration of a
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collision. Thus, Ty, is:
7}1012(1—%)7}4-(1711%,1 +n2Ps72)7} +P.T.. 4.7)

We consider T, the payload information time duration in a successful transmission, and we assume that all
sensors share the same 7,. We define S;, the throughput ratio for sensor i, as the fraction of time used by sensor
i to successfully transmit payload bits. S; is obtained as:

o Ps,iTp o Ps,iTp

S; = . 4.8)
Tii0r (] _R‘V)TS"'(HIPs,l+n2Ps,2)T;‘+PcTc

In (4.8), we could use units of time for the magnitudes 7}, Ty, T; and T;, or measure its length in bits, as
long as the units are the same for the four parameters. Finally, the total network throughput, defined as the
fraction of the time spent by all the sensors transmitting successfully payload bits, is:

1
S=Y Si=nSi+ms,. 4.9)
i=1

The parameters 7Ty, T; and T are obtained from the 802.11 standard. T is the empty slot time. In case of

using BA mechanism, we have [28]:

{ T’ = H+T,+DIFS+§ “.10)

TP*=H+T,+SIFS+8+ACK + DIFS+§

where H is the total header transmission time, obtained by adding PHY and MAC layers headers; DIF S and
SIFS are interframe spacing defined in the standard, ACK is the transmission time of an ACK and § is the
propagation delay. We also consider that all payloads have the same size, whose transmission time is 7. In

case of using RTS/CTS mechanism, we have [28]:

“4.11)

T!" =RTS+DIFS+ 6
T" = RTS+SIFS+8 +CTS+SIFS + 8 + T

Comparing (4.10) and (4.11), we see that BA mechanism uses less time for a successful transmission,
whereas the time spent in a collision depends on the payload size. Intuitively, in case of large payloads and a high
collision probability, RTS/CTS could achieve a higher throughput, since less time is spent on retransmissions
and that might compensate the longer time spent on transmitting. Indeed, this result is observed in [28].

4.3.2 Simulation 1: Network Throughput and Fairness

Now, we will make use of the expressions derived in the previous Section to analyze the impact of having ny
ASs that follow a uniform backoff, and hence, do not respect the binary backoff procedure. The values used
for each time duration are the same as in [28], extracted from 802.11 standard, and can be seen in Table 4.2.
Observe that we consider two different payload lengths, a short one, T, 5, and a long one, T}, ;. We consider that
GSs follow the IEEE 802.11 standard binary backoff mechanism with Wy = CW,;;,,1 = 32, CW,;14x1 = 1024 and
hence, m; = 5. ASs will follow a uniformly distributed backoff in the interval [0, W, — 1].

With these values, we obtain the throughput for each sensor using (4.8) and (4.9) for these cases:

* Using the large payload: T, = T, ;. We test four cases: first, we consider that n; = 0, that is, all stations
follow the binary exponential backoff, and we vary the number of stations for I € [1,20]. Then, we fix the
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Fig. 4.2 Throughput S results for the simulation, using Bianchi’s model with short payload, 7, (a-d), and
long payload, 7, (e-h). In cases (a) and (e), there are no ASs; in cases (b-d) and (f-h) there are ASs. S is
the throughput of normal stations, S the throughput of malicious stations. Note how having ASs significantly
decreases the throughput of GSs.

number of stations to / = 5 and simulate for ny € {1,2,4}, that is, for respectively 1, 2 and 4 malicious
stations. We show the results for different values of W, namely, for W € [1,W,]. The obtained results
are in Figure 4.2.

* Using the short payload, 7, = T, ;. We test the same four cases than we did for the large payload case.
The obtained results are in Figure 4.2.

4.3.3 Discussion
The results presented in Figure 4.2 show that:

* The throughput of GSs decreases significantly for low values of W,. This is independent of the number
of ASs, the mechanism used, i.e., BA or RTS/CTS, and the payload size. This happens because ASs use
lower backoffs and hence, they have higher chances to win the contention procedure against GSs. This
causes that the throughput is not fairly distributed among sensors. As W, increases, the ASs behave more

similarly to the GSs and the difference in throughput becomes smaller.

* If there is only one AS, this sensor consumes the major part of the network throughput for low W,

because it usually wins the contention procedures. This is independent of the mechanism used, i.e., BA
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Parameter Value Parameter Value
Tpys 256 bits Ty, 8184 bits
MAC header 272 bits PHY header 128 bits
ACK 112 bits + PHY header RTS 160 bits + PHY header
CTS 272 bits + PHY header Bit rate 1 Mbps
) 1 us Ty 50 us
SIFS 28 us DIFS 128 us

Table 4.2 Values used for simulation 1.

or RTS/CTS, and the payload size. However, when there are more than one AS, the total throughput
becomes 0O for W, = 1, because there are several stations trying to access the network that will always
collide. As the W, value increases, we observe that the throughput for the ASs also increases, presenting
a maximum value which depends on the total number of sensors in the network and the W, parameter.
Also, as ny increases, the throughput that an AS obtains decreases: it is better for an AS to be the only
AS in the network.

* RTS/CTS mechanism provides higher throughput when using larger payloads: in Figure 4.2 (e-h),
RTS/CTS curves are always above BA curves. The opposite happens when using short payloads.

Hence, if in a WSN using CSMA/CA there is one or more sensors which can modify the binary exponential
backoff procedure used by 802.11, the throughput that each sensor gets can be seriously affected. This happens
using both BA or RTS/CTS mechanisms. The results obtained in this Section show that network fairness is
seriously affected by a backoff attack; the next Sections propose a solution to this situation using GT tools.

4.4 Solving the backoff attack using Static Games

We use the network scheme in Figure 4.1 to model the CSMA/CA problem that arises when some sensors
modify their backoff procedure. There are n; GSs, which always follow the binary exponential backoff, and n,
ASs, which can choose between using the binary exponential backoff or the uniform backoff. We denote by /
the number of stations, with I = n; +n,. All I sensors are connected to a server which forwards their packets to
a network. The sensors communicate with the server: we only consider the uplink in the problem. Observe that
this problem arises in a situation in which a star topology is used.

The players of the game are the server on one side, and the ASs on the other. Thus, there are N, = ny +1
players in the game. Each AS tries to maximize the throughput available to it, whereas the server tries to
enforce that all stations in the network obtain a fair throughput. By fair, we mean that no sensor is getting a
higher throughput at expense of others. Under the saturation condition imposed before, this means that all ASs
receive the same proportion of the total throughput.

The ASs have two different actions: either they behave selfishly (s) by using the uniform backoff, or they
do not behave selfishly (ns) by using the binary exponential backoff. The server will also have two actions:
it can use a test to detect if the network throughput is being fairly distributed (d) or not to test the network
(nd). If the server detects and catches an AS behaving selfishly, it will drop its packet, as punishment. This
means that the AS has to send again the packet, and the throughput advantage it had obtained by modifying
its backoff vanishes. We must also take into account that this detection procedure cannot be free of charge
for the server: there must be a cost associated to the detection procedure in terms of computational resources.
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Two of the possible schemes that could be used to detect this selfish behavior are [219], which is based in
Kolmogorov-Smirnov (K-S) statistics, and [229], which is based on a modified Cramer-von Mises (C-M) test
[10]. To simplify the modeling, we assume that the server is able to perfectly detect when a sensor behaves

selfishly: in Chapters 5 and 6 we will show the deep implications that this assumption has.

4.4.1 Obtaining the payoff functions

In order to model the backoff attack using GT tools, we first need to obtain the payoff functions for each player.
We obtain them first for the two player case, and then generalize our results for an arbitrary number of players.

Two Player Case

Now, we center in the case when ny = 1, that is, there are only two players in the game: the server and one AS.
We proceed to describe the payoffs for each player. We denote by S} the throughput that the AS can obtain
by playing ns. In that case, the n; normal stations will obtain each a throughput S} = §}° = §™, that is, all
stations obtain the same amount of throughput, i.e., cases (a) and (e) in Figure 4.2. If the AS plays s, it obtains
a throughput S! if the server plays nd. This causes the normal stations to have a lower throughput, S°, < S, as
observed in Figure 4.2.

We define —k; (with k; > 0) as the cost of detecting malicious behavior for the server. We model the cost
function for AS and server as a linear function of the throughput, with k; and k; as a constant for the server and
the AS respectively. The payoff functions that the agents try to maximize are defined as follows:

* If they play (nd,s), where the first action corresponds to the server, the second to the AS, the AS
is modifying its backoff and hence, the throughput in the network. The server does not detect this
modification, and hence, does not punish the AS. Thus, the AS obtains a throughput increment, which
provides it a gain of k; (S] — ™). The server has a cost proportional the throughput loss that the normal
stations suffer: kgn (S5, —S™).

* If they play (d,s), the AS modifies its backoff, but it is caught by the server because it tests the network
and hence, the server drops the packet of the AS. This causes the AS a loss of k(0 — §™) = —k;S™. The
server has a gain proportional to the throughput that the normal stations would have lost minus the cost
of the detection: ksny (S™ —S;, ) — ka.

* If they play (d,ns), the AS does not modify its backoff and hence, does not affect the throughput. Hence,
it has no gain nor lose. But the server tests the network, and hence, it incurs in the cost of detection,
expressed as —k.

* If they play (nd,ns), the AS again has no gain nor lose. The server does not test, and hence, it incurs in

no cost since the AS is behaving properly: it also has no gain nor loss.

All of these payoffs do not vary along the game, provided that there is no modification of the game
conditions, e.g., the number of players. Since N, = 2, we can pose the game as a bimatrix, non-zero sum, static
game, whose game payoffs as a function of the player actions are in Table 4.3.

In order to simplify, we will replace the payoff values in Table 4.3 for the following constants, where R; is
the payoff matrix for the server and R, for the AS:

[ —am O B Bs 0
R1—< o _af> Rz_(—ﬁc 0). 4.12)
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nd (ksnl (85, — S"Ss),kl (8 — S’”)) (:So)
d | (kmi(s"=83,) —ka—kis™) | (=k0,0)

Table 4.3 Payoffs values for the game posed, when n, = 1. The payoff vectors are of the form r = (ry,rp),
where r; is the payoff of the server and r; is the payoff of the AS.

Observe that all parameters in (4.12) are strictly positive, that is, O, O, 07, Bs, B € (0,+o0). This arises
because:

* ki, ke, kg, n1 and all the throughput values S;, , ] and $™ are strictly positive parameters.

* The throughput of the AS must be higher if it behaves selfishly than if it does not. If that were not
the case, this would mean that the AS achieves higher throughput by following the exponential binary
backoff, and from Figure 4.2, we see that this is not the case if there is only one AS (n; = 1). This means
that §7 > §™.

* The throughput of the GSs must decrease when the AS behaves selfishly with respect to their throughput
when the AS follows the binary exponential backoff. As we observe in Figure 4.2, that is indeed the case

if there are malicious stations, i.e., np > 1. This means that S > Szl.

* It must happen that kgny (S —S;, ) > kg: observe that the previous point showed that the left-hand side
is positive. This simply means that the cost of detecting is lower than the gain of detecting a deviation
from the AS. If that did not happen, it would be counter intuitive: the server incurs in a loss when it

successfully detects a deviation from the AS.

Observe that our model includes the case in which there is no selfishness in the AS as a particular case. If
the server knows that the AS will always play ns, i.e., like a GS, then the server will always play nd and hence,
both players receive a payoff of 0.

Extension to more than two players

The payoff functions derived in the previous Section for the case that there are only two players can be extended
to the general case when there are more than two players. In this case, again, there is one server which can
choose between two pure actions (d, nd) and there are n, > 1 ASs, each AS being able to choose between
two pure actions (s, ns). In the general case, the payoff function of each player is a multidimensional array of
dimensions naj X nas X ... X nay,, where na; denotes the number of pure actions available to player i € {1,N p}.
Observe that when N, = 2, the payoff function of each player is a matrix.

We define a vector of pure actions as a, = (ap,1,dp2;---,apn,). Observe that the payoff multidimensional
array contains a payoff value for each possible vector a,. In order to obtain the payoff function of each player,
for each a,, we define n; as the number of ASs that play pure action s and n5° = ny — nj as the number of ASs
that play pure action ns. The payoff each player receives is coupled with the actions of the rest of the players:
in general, it is a function fi(a,), where i denotes a concrete player. There is a payoff function for each a,,.

The payoff function for the server depends on a,, as follows. If the server plays d, the payoff function of the
server is ksn; (S™ — S, ) — kq. Remark that S™ is obtained considering that there are n = n; + n; stations. Also,

there are different possible values of 3, thus S;, depends on the number of ASs playing s. Finally, observe that
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if all ASs played ns, nj = 0 and hence, §™ = S}, 0 thus, the payoff of the server in this case is —ky. If the server
plays nd, the payoff value for each a,, is kn; (Sf,1 —8§™) . It is the same as when the server played d, but now
there is no cost k; and the sign is reversed.

The payoff for AS j,j € {1,...,ny} if it plays ns is 0. If AS j plays s and the server plays d, the payoff for
AS jis —k;S™. If AS j plays s and the server plays nd, the payoff for AS j is kj(Sj- — 8™). Observe that S5
depends on n3.

We follow this procedure for each a, value in order to obtain the payoff values. Observe that if n, = 1, all

the expressions in this Section reduce to the ones given in the previous Section.

4.4.2 Analysis for the two players case

In this Section, we solve analytically the backoff attack or CSMA/CA game that we have just described for the
two player case using the Static Game concepts that we advanced in Chapter 2.5.1.

Nash Equilibrium Solution

The CSMA/CA game can be solved using the mixed NE concept. Using (2.68), the game presents the following
NE, where the payoff matrices used are (4.12):

y* — ﬁC Z* — af
ﬁc+ﬁs af+am+ac

(4.13)

This means that the server plays d with probability 1 — y* and nd with probability y*. The AS plays s with
probability z* and ns with probability 1 — z*. We define the expected payoff that each player obtains if they
play mixed strategies with probability (y, 1 — y) for the server and (z, 1 — z) for the AS as:

r(3,2) =1 —=y)Ri(z,1 —2)T = —zy(04 + o + ar)+z(o.+op)+op(y—1) “14)
r2(%,2) =3 1 =y)Ra (2,1 —2)" = 2y(Bs + Bc) — 2Be ’ '

which means that the payoff that each player receives by playing their mixed NE strategy, using (4.13) and
(4.14), is:

Oy Olm

r=—-———-—
Oy + Ot + 0l

r2 =0, (4.15)

The values in (4.15) show that the equilibrium payoff for the AS is 0, and the equilibrium payoff for
the server depends on the values that the o parameters take. This means that the AS can guarantee itself a
throughput as good as if it behaved normally. The server has always a loss, derived from the cost of detecting,
which is kg, collected by the parameter otf.

Correlated Equilibrium Solution

The CSMA/CA game can be solved using the CE concept, where we note that there are several possible ways
in which a correlator might be implemented in a WSN, that we present later in this Chapter. The equilibrium
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condition for the CE case, (2.70), becomes in our setting:

Y d@ld)ri(d,a)> Y, ¢(arld)ri(nd,az)

ay={s,ns} ary={s,ns}
Z o (az|nd)ri(nd,ay) > Z O (az|nd)ri(d,az)
ay={s,ns} ay={s,ns} ' 4.16)
Y, d@lsn(sa)> Y ¢lails)r(ns,ar)
ay={d,nd} ay={d,nd}
Y lans)nms,a))> Y ¢lalns)r(s,ar)
ay={d,nd} ay={d,nd}
Replacing the payoffs from (4.12), (4.16) becomes:
0P (s|d) — or¢(ns|d) > — @ (s|d) +0¢ (ns|d)
— 0@ (s|nd) + 09 (ns|nd) > (])(s|nd)—af¢(ns|nd) @17
~Be(dls) + B9 (nd]s) > 09(dls) +00(nd]s) '
09 (d|ns) +0¢ (nd|ns) > —Bc¢ (d|ns) + Bs¢ (nd|ns)
We know that the following is satisfied:
oan) = 2400 otann) = o(vna) @.18)

and hence, we can simplify (4.17) using (4.18). We use the following shorthand notation: ¢;; = ¢(nd Ns),
010 = ¢(ndNns), ¢21 = ¢(dNs) and ¢pn = ¢(d Nns). Observe that this is the joint distribution probability,
considering that the first subscript refers to the pure action of the server, and the second, to the pure action of
the AS. We also consider that pure action 1 for the server is nd, and pure action 2, d; for the AS, s is its pure

action 1 and ns its pure action 2. Using all these ideas, (4.17) becomes:

— 0 P11+ 0012 > QP11 — OpPin
O — Ol > — 021 + 0020
Bs¢11 — Bed21 > 0611 + 06y
0012 +0¢22 > B2 — Beda2

(4.19)

where we assumed that ¢ (nd) > 0, ¢(d) > 0, ¢(s) > 0 and ¢ (ns) > 0. By taking into account that all ¢ and
B parameters are greater than 0, that is, o, 8 € (0, +ec); and also constraining ¢ to be a valid distribution, we
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obtain the following simplified CE conditions from (4.19):

011022 = P12021

B _on
B 91
Oc+0m _ ¢
“o om . (4.20)

o1+ 012+ ¢+ =1
¢l]207 12{1,2}, J:{I,Z}
a,B € (0,+)

The system in (4.20) has only one solution:

o1 = % Pe o= e Oin Pe
Ol + Cy + Ot Be + PBs Ol + Qo + O Be + PBs @21)
o o+ 0 ’ '
¢21 f ﬁs ¢22 m ﬁs

Qe+ Oy + O B+ By Qe+ Oy + O e+ By

Thus, there is only one CE which corresponds to the mixed NE we have already found in (4.13): observe
that @11 = y*z*, o120 = y* (1 —2%), ¢21 = (1 —y*)z" and @22 = (1 —y*)(1 —z*). This happens with all games
following the payoff matrices from (4.12). The payoff for each player if they follow the CE is:

r = —0m@11+ 02 — 2 2= By — P, (4.22)

where the payoffs obtained using CE by replacing (4.21) in (4.22) are the same that were obtained using mixed

NE for our setting, in (4.15). This is obvious, as both are the same equilibrium.

4.4.3 Solving for more than two players

We propose using RM (see Chapter 2.5.1) to solve the CSMA/CA game for more than two players, as the
theoretical analysis would be involved. We know that RM converges to the set of correlated equilibria [90],
which in our game, for the two player case, is only one point (4.21). This CE is also the only NE of the game
(4.13). Hence, in the CSMA/CA game with two players, RM converges to the NE, but in the general case, it
converges to a CE of the game.

4.4.4 Simulation 2: The static CSMA/CA game

Now, we simulate the static CSMA/CA game in order to observe and compare the theoretical developments
derived in previous sections. We define a network using the model in Figure 4.1, where we set the number of
stations to / = 5, we use BA mechanism and 7},; in order to estimate the network throughput using Bianchi’s
model. The parameters of GSs, denoted by subscript 1 will be Wy = 32, CW,u4y,1 = 1024, and hence, m; =5,
as in the IEEE 802.11 standard. The ASs, denoted with subscript 2, uses the uniform random mechanism
modification described in Section 4.3, with a window length W, = 8. The rest of IEEE 802.11 parameters are in
Table 4.2, taken from [28]. We solve equations (4.3) to (4.10), and obtain the throughput values for different
number of ASs: ny € {1,2,3,4}.
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S ns
nd (—0.3668,0.3608)) (0,0)

d (0.2668, —0.1617) (—0.1,0)

Table 4.4 Payoffs values for the game when n; = 4 and n, = 1. The first entry of the payoff vector is the server
payoff, the second is the AS payoff.

Serverr | ASsr

—0.0493 | —0.0015

—0.0504 | (—0.0011,—0.0012)

—0.0502 | (—0.0011,—0.0011,—0.0013)

—0.0499 | (—0.0008,—0.0008,—0.0004,—0.0003)

I ENIENTE RS

Table 4.5 Empirical payoffs obtained using RM for each value of n,. Observe that payoffs do not significantly
vary as the number of players increase. This is consistent with Figure 4.4: the game tends to the two player
situation, even if there are more players.

We also need to define the parameters that are used to model the payoff functions. We use k; = k. =1,
ks = 0.1. The payoff functions are obtained using Table 4.3 for the case of two players and the procedure
described in Section 4.4.1 for the case N, > 2. For two players, $* = 0.1617, §;, = 0.0700, S} = 0.5225, and
the payoff matrix obtained is in Table 4.4.

We can use (4.13) and Table 4.4 to obtain the theoretical solutions for the two player game. The mixed
equilibrium actions are y* = 0.3095 and z* = 0.1364, which yield a payoff of —0.05 for the server and 0 for
the AS. Recall that the CE, obtained using (4.21), yields the same equilibrium.

Then, we simulate using RM algorithm for ny € {1,2,3,4}. We set the number of iterations 7 = 2000,
and run the learning process 50 times. The empirical payoffs obtained are in Table 4.5, and in Figure 4.3,
the histogram of the mixed actions obtained is represented for all the n, cases tested. We can compare to the
theoretical results expected in the two player case, by computing the difference between the actions and payoff
obtained using RM and the theoretical values using (4.13) and (4.15). The mean difference in mixed actions
is —0.0224 4+ 0.0183 (mean = standard deviation) for the server and 0.0056 = 0.0087 for the AS. The mean
difference in payoffs is also small: 0.0007 £ 0.0024 for the server and —0.0015 +0.0013 for the AS. Thus, RM
provides a very good approximation to the analytical game values.

It is of special interest noting that, for n, > 2, each of the ASs distribution presents two peaks, clearer as
ny grows; one of them is nearly 0. We observe that in each game realization all ASs but one tend to behave
as normal stations, i.e., they tend to play ns, as can be observed also in Figure 4.4 for n, =4: AS 1 plays a
mixed action around z = 0.5 and the rest of ASs tend to play z = 0, that is, they tend to always play ns. This
means that the game tends to the two player case, even if there are more than two players. This might be due to
having payoffs such that they do not encourage having more than one player behaving selfishly at once. As
we saw in Figure 4.2, as the number of ASs increased, the advantages of playing s for the ASs decreased: the
difference between the normal behavior throughput and the throughput obtained when using a different backoff
diminished. Since the payoff of the ASs is proportional to this difference, it is not enough gain for them to play
ns: the loss when they play s and the server plays d does not compensate the gains when they play s and the
server plays nd; hence, it is better for them playing ns.
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Fig. 4.3 Histogram of actions obtained using RM algorithm, for / = 5 sensors and variable number of ASs.
Each histogram is computed using 5 bins. Observe that the action of the server does not vary significantly,
whereas the actions of the ASs do. Also, observe how as n; increases, the ASs histogram presents two peaks:
the biggest close to 0 and a smaller peak at another mixed action value. This hints that the game tends to the
two player case when there are many ASs: all but one AS tend to behave as GSs.

4.5 Solving the backoff attack using Repeated Games

In the previous Section, we have posed and solved the CSMA/CA game using Static Game tools. We note that
this game is a nonzero sum game, and hence, it may benefit from the Folk Theorem: by repeating the game,
players might have better payoffs. Note that repeating the game is natural in the WSN situation described, as
each sensor does not transmit only once. Hence, we now study the CSMA/CA game using the tools presented
in Chapter 2.5.2

4.5.1 Analysis for the two-player case

In this Section, we solve analytically the CSMA/CA game treating it as an RG, for the two player case.

SPE solution to the CSMA/CA game

We solve the CSMA/CA game using the ideas from Section 2.5.2. We start demonstrating the validity of the
UNR strategy with the server, using Proposition 4 and the expected payoff values from (4.14). UNR strategy is
an SPE for the server if:

(1 - Y)rl (yOaZo) + YVI (ymZO) > (1 - Y)rl,max(yvzo) + YV1,n7 (4.23)

where 71 juqx (¥, 20) i the maximum payoff that the server can obtain from a unilateral deviation, V; (¥,,2,) is
the payoff that the server expects to obtain by playing y, when the AS plays z, and Vi , is the payoff that the
server expects to obtain if it deviates, which is the stage NE payoff. Observe that V) (y,,2,) is the payoff if both
players follow the UNR strategy without deviation, that is, Vi (y,,20) = 71 (¥0,20)- Hence, (4.23) becomes:

ri (Y()azo) > (1 — '}’)rl,max(yv Zo) + Vi D (4.24)
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Fig. 4.4 Example the evolution of the mixed action for each player, using RM algorithm. In each simulation, all
ASs tend to play ns, except for one. This one randomly arises at each simulation using RM algorithm. This
means that the game tends to the two player situation.

which means that the discount factor must satisfy:

> rl,max()’aza) —n ()’o,Za)

T ,20) > Vi 425
B rl,max(y,Zo)fVI_n l,max(y 0) 1,n ( )

Now, we turn to the AS. We know that the stage NE payoff for the AS is V, , = 0. Hence, UNR strategy is
an SPE for the AS if:
rZ(y()aZ()) Z (1 *'}/)VZ,max(y();Z)y (426)

which means that the discount factor must satisfy:

72()’0720)

Yy>1-—
r2,max()’oaz)

v "2max(Yo,2) > 0. (4.27)

Hence, from (4.25) and (4.27), UNR strategy is an SPE strategy for the CSMA/CA game if the following
set of conditions are satisfied:

}’Zmax<r1”"‘”‘(y’Z0>_r1<yO’Z0>71 (Yo, 20) )
Fma(3:20) = Vin r2ma(Yo,2) /.

1AS (07 1)7 rl,mux(yazo) > Vl,na r2,max(Y()aZ) >0

(4.28)

Observe that if players followed UNR without deviating, their payoff would be (V| (yy,20),V2(V0,20)) =
(r1(oy20)572(Yo,20))- Both players must choose the strategy values (y,,z,) so that the conditions from (4.28)
are satisfied. There might happen that (y,,z,) = (¥n,2n), i-€., no UNR strategy gives higher payoff than stage
NE, or that there are one or more valid (y,,2,) 7 (¥n,21)- In other words, this problem might have multiple
solutions.

We interpret r{ max(y,20), the maximum payoff for the server if it deviates (equivalently, 72 yax(yo,2) for the
AS) as the expected payoff of deviating by using the mixed action y in case of the server (and z in case of the
AS). After we have fixed 7 (y,,2,) and r2(y,2,), we compute y, and z, using (4.14), and then, we use (4.14)
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again in order to obtain 7| yayx (¥, 20) and 72 max(¥o,2) as the solutions to:

rl.max(y>zo):m;flxrl())az) st 2=2

) (4.29)
r2.max(Yo,2) = maxr; Mz) st y=y,
whose solution, using (4.14), is:
{ w(op+a)—oyp if z,>z,
Tl max = .
*Z()am lf 2o < Zn
(4.30)

0 it yo <yn

_{ YoBs+Be) = Be if yo >y
2 max =

Correlated equilibrium solution to the CSMA/CA game

We compute the CE of the CSMA/CA game, using (2.78) and (2.79). We consider UNR strategy: both players
commit to use a strategy that yields a payoff V, = (Vi ,,V2,), and if one of the players deviates, the other
switches to its stage NE strategy, which yields a payoff V,, = (V| »,V2,,). The CE condition, thus, using (2.78)
becomes:

Y o@ldi(d,ar)> Y ¢(ar]d)Vi(nd,ar)

ap={s,ns} ap={sns}
Z o (az|nd)Vi(nd,ay) > Z ¢ (az|nd)Vy(d,az)
ay={s,ns} ay={s,ns} . 431
Y, d@lalsa)> ), dlals)Va(ns,ar)
ay={d,nd} a={d,nd}
Z ¢ (ay|ns)Va(ns,ar) > Z O (ay|ns)Va(s,ar)
ay={d,nd} ay={d,nd}

Using (4.12) and (2.79), and considering that V/ =V, , if there is no deviation and V/ =V, , if there is a
deviation, the expressions in (4.31) become:

(L=7)0e+1V1,0)0(s|d) + (= (1 = y)otr +PWi0)9(ns|d) >
(=1 =)0+ PW1,2)9(s|d) + (0+ YV1,4) 9 (ns|d)

(—=(1 =) +MW1,0)9(s|nd) + (0+ YV1,0) 9 (ns|nd) >
(T=7)0tc + Y1) (s|nd) + (= (1 = V) 0y + YV10) ¢ (ns|nd)
(—(1=1)Be+ P2.0)9(d]s) + (1 = 7)Bs + PVa,0) 9 (nds) >
O+ PWau)o(dls) + (0+ YV2,0)§ (nd|s)

(0+1V2,0)¢(dns) + (0+PW2,0) 9 (nd|ns) >

(—=(L=7)Be +1V2,)9(dns) + (1 — ) Bs + YV2,0)  (nd|ns)

(4.32)

And as in the Static Game case, we use (4.18) to simplify (4.32), with the same notation, that we repeat
for convenience: @11 = ¢(ndNs), ¢12 = ¢(nd Nns), ¢21 = ¢(dNs) and ¢ = ¢(d Nns). This is the joint
distribution probability, considering that the first subscript refers to the pure action of the server, and the second,
to the pure action of the AS. We consider that pure action 1 for the server is nd, and pure action 2, d; for the
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AS, s is pure action 1 and ns pure action 2. Using all these concepts, (4.32) becomes:

(1= {(0c+ )11 — 012} +Y(Vin—Vio) (911 + 912) <O
(1= {(—0tc = 0m) P21 + s 922 } + Y(Vip — Vi) ($21 + ¢22) <O
(L=1){ = Bso11 4+ Betar } +Y(Vayy — Va0 ) (911 + ¢21) <0

( ) )<0

(1= {Bspr12 = Bet2} +Y(Vau — Va,0) (912 + 922

: (4.33)
<

where we again assumed that ¢ (nd) > 0, ¢(d) > 0, ¢(s) > 0 and ¢(ns) > 0. The constraints on the joint
probability distribution @, i.e., that all its components are non negative and add up to 1; and the payoff that
each player would obtain by following UNR strategy, obtained doing the mathematical expectation on ¢ of the
payoffs in (4.12), are:

o1+ t+ ¢+ =1

0<¢ij <1, ie{l,2}, je{l,2}
Vieo = —0u@11 + Qe — Qr .
Voo = Bs@11 — B

(4.34)

The expressions in (4.33) and (4.34) define the region of CE and the payoffs that players would obtain in
the RG case.

4.5.2 Solving for more than two players

The analytical derivations from the previous Sections may become intractable when the game is composed by
many players. For these cases, we propose using the two algorithms developed in Chapter 3, CA and LEWIS,
to learn solutions of the CSMA/CA game. Note that the philosophies of these two algorithms are very different,
as CA is based on negotiating an equilibrium, while LEWIS relies on online learning.

A very important consideration is that RM algorithm does not learn an RG equilibrium using the tools
provided by the Folk theorems. RM can be used for learning equilibria in RGs, since static NE and CE are
equilibria of the RGs. But stage equilibria payoffs need not be the best payoffs that players might achieve:
the main reason to use the Folk theorems tools is that they allow providing all players with a payoff strictly
higher than the ones they obtain by following a static strategy. Hence, note that CA does take into account the
Folk theorem, and LEWIS tries also to improve a security payoff, whereas RM does not make use of the Folk
Theorem and hence, it only obtains stage game equilibria.

4.5.3 Simulation 3: The repeated CSMA/CA game

In order to compare the stage and the RG payoffs of the CSMA/CA game, we run a set of simulations comparing
the solutions that RM algorithm provides with the solutions given by CA (Section 3.4.1) and LEWIS (Section
3.3.1). We fix the discount factor value to ¥ = 0.99 for all cases.

For CA, we allow N, = 100 communications per player. As sampling procedure, we use SOO optimization
approach, as we know that it provides the best results. As SOO samples in a hypercube, this is appropriate
for the SPE case: we have two actions per player, hence, the mixed actions vector for N, players lies in the
hypercube of dimension N, whose components lie in the range [0,1], i.e., the mixed actions vector a is so that
a €0, I}NP. However, the CE solution is a distribution ¢ that has, in our case, 2Np components. It must satisfy
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Fig. 4.5 Payoff V obtained for the server and ASs, using CA. The error bars show the maximum and minimum
values achieved. For ASs, we plot the mean values, computed among the n, ASs in the setup. We can observe
that CA never performs worse than RM, and when there is a low number of ASs it provides a significant payoff
gain to both server and ASs.

that ¢ > 0 and Y, ¢x = 1, and hence, it is a simplex, not a hypercube. This means that, as N, grows, if we
sample a hypercube, we lose many of points because they do not belong to the valid region of the distribution ¢.
In order to solve this problem, we use a mapping from a hypercube to the simplex region containing ¢. For a
vector x that belongs to the hypercube of dimension N, — 1, we compute s = }'; x; and m = max(x;) and obtain
the point x’ as follows:

X =X

, (4.35)

e
s

where x’ satisfies that xﬁc > 0 for its N, — 1 components, and kafc < 1. Hence, we can define a candidate
equilibrium distribution ¢, as:

o = (x’l,x/z, ...,xf\,p_l, 1 —Zx;) ) (4.36)
k

where we recall that x’ was obtained from the hypercube of dimension N, — 1. By doing this we ensure that .
satisfies the conditions to be a valid distribution.
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Fig. 4.6 Payoff region when n; = 1, using SPE and CE. The light region are all possible payoffs, the red square
is the static NE that RM provides, the blue circles are the points that CA samples and the circles with a black
cross are those that are valid equilibria for the RG, i.e., there is a greater payoff for both players than their stage
NE payoff. Observe that the SPE region is contained in the CE region.

Sampling using SOO has a A € [0, 1] parameter, which models how much a player takes into account how
good an equilibrium point is for the other players. We simulate using A = 1, i.e., the player ignores the rest of
the players, and A = 0.5, i.e., the player takes into account the information of all players. Also, for the SPE, we
must define a grid of actions to test for deviations; in our case, we provide a uniformly distributed grid in the
range [0, 1] with 30 samples.

We test CA for both CE and SPE concepts, using A = {0.5,1} and for n = 5 stations in the network. We
consider that np = {1,2,3,4}. For each of these cases, we first obtain a static equilibrium using RM algorithm
with 7' = 2000 iterations, and the results of RM are given as input to CA algorithm. After CA algorithm has
been run, we obtain a possibly higher payoff. We repeat 50 times the whole procedure for each n, value, and
the results are in Figure 4.5. Observe that (1) as expected by design, CA never provides a lower payoff than
RM, (2) the payoff increases are bigger and with higher variability when n; is lower, that is, when there are
fewer ASs, (3) CE and SPE provide similar results, with an advantage for CE in the case of the ASs and (4) the
payoff gains are smaller for the ASs than for the server.

We also include a representation of the payoff regions in Figure 4.6 for both SPE and CE, for the case in
which ny = 1, using the expressions derived in Section 4.5.1. Observe that the region of valid payoffs (i.e.,
those which yield a greater payoff than the static NE) is not too large. This explains why, in Figure 4.5, the
increments in payoffs that CA returned were small: they cannot be too large due to the characteristics of the
payoff region.

We also simulate the CSMA/CA game when LEWIS is used. We test for € = {0,0.1}, where we remind
that € is the parameter that controls the risk in LEWIS, and simulate 50 different runs of LEWIS, with N = 500
time steps each, in the same setup used in CA. Each player uses LEWIS, and the results can be seen in Figure
4.7, and comparing to the static results from Table 4.5 and the CA results in Figure 4.5, we can observe that the
ASs do not improve their payoff when compared to the static case. The server does present a payoff increment,
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Fig. 4.7 Payoff V obtained for the server and the ASs, using LEWIS for € = {0,0.1}, compared to the security
payoff and the RM payoff. The shadow regions represent the maximum and minimum values obtained: note
that in some cases LEWIS acts deterministically. The security condition of LEWIS is satisfied in all cases:
note that this condition depends on the minmax strategy payoff (MS) and the € value. In case of the ASs, the
security payoff, the RM payoff and the LEWIS payoff when € = 0 are nearly the same: note that the ASs have
some loss when € = 0.1, although the security condition holds, as the loss is lower than €. In case of the the
Server, the security payoff and the RM payoff are very close again, but the server is able to improve its payoff
by using LEWIS for all € values tested.

although it is not as large as using CA. Hence, CA negotiating approach is able to outperform LEWIS online
learning procedure. Note that this is to be expected, as CA has an initial stage of negotiation in which each
agent tries to cooperate in order to improve its payoff. However, LEWIS tries to learn with security, and the
prime interest of LEWIS is to balance not risking too much in terms of payoff with trying to improve its payoff
when this improvement does not jeopardize its payoff. Hence, the conservative behavior of LEWIS is to be
expected, which means that it provides worse payoffs when compared to CA. Also, we note that the resources

required by CA are larger, as it requires first negotiating, whereas LEWIS is a fully online learning algorithm.

Discussion

The results of the previous simulations have an impact on practical implementations of the defense mechanism
proposed. The first question is whether to implement a static or RG solution. We have shown, in Figure 4.5
and 4.7, that the repeated solution might provide higher payoffs to all players. This increment, as shown in
Figure 4.6, could be very significant depending on the payoff region of the game. But this payoff gain comes
at the cost of more computational resources in case of CA due to the communication phase and the sampling
procedure. Note that LEWIS has a similar complexity to RM, as both are online learning algorithms. We also
must take into account that CA requires a stage NE as input, so it can be thought of as an additional cost after
having a stage NE. LEWIS needs as input a security payoff, which in our case was the minmax payoff, which
can be efficiently computed using a linear program. In short, there is a trade-off between computational time
and payoff gain. If we are more interested in having a low computational load, as may be the case in a sensor
network with low computational resources or strict constraints in battery life, then RM or LEWIS are more
sensible options.
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If we decide to use a repeated solution based in CA algorithm, then two more questions arise. The first is
related to the concrete parameters of the algorithm to use: A, N, and the sampling procedure. These parameters
have an effect on the equilibrium that CA returns as shown in Chapter 3.4.3; and hence, we have to find a set of
parameters that performs adequately in our concrete setup, as a function of the computational resources, the
network topology and the payoff gain desired.

When using CA, we observe that CE is preferable to SPE for different reasons. First, Figure 4.5 shows
that CE performs similarly in terms of payoff gain. Second, Figure 4.6 shows that SPE region is contained
into the CE region, so any NE will have a corresponding CE, but the reverse needs not be true. Third, as we
noted before, CE is more efficient to compute. However, CE is based on a correlating device, which obtains
realizations of the equilibrium distribution ¢ and sends the action to play to each player. For instance, in the
context of [EEE 802.11, this task could be performed by the HCF (Hybrid Coordination Function), a centralized
network coordinator whose task in this case would be obtaining realizations of the distribution ¢ and sending
each player its corresponding action. This means that the CE solution reminds of a centralized scheduler such
that no sensor gains by deviating from its recommendations. This scheduler can be implemented distributedly
as well, as the next Section shows.

Finally, we have derived equilibrium conditions for CA which are valid only in a perfect information
environment. This means that players are able to detect deviations instantaneously. In the case of CE, this is
straightforward: the correlating device, at each stage, sends each player the pure action that she should play: if
any player deviates, the correlating device would know at the end of that stage. The case of SPE is much harder:
players play mixed strategies y, and z,, which mean that the other players can detect a deviation instantaneously
if they have access to the correlating device of the rest of the players. This might not be practical in terms of
implementation, and it is another reason to see CE as superior to SPE in practical terms. However, as the next
Section shows, there are several ways in which we could detect instantaneously a deviation from a mixed action
without having access to the randomizing device of the players.

4.6 Detecting deviations with unobservable mixed actions

It is important to note that the RG implementation provided in this Chapter is, in principle, unable to deal with
imperfect information situations in which the mixed actions are unobservable, that is, the other agents only
observe the action realizations, which is frequent in real life situations. The equilibrium conditions depend on
the ability to detect deviations instantaneously: even though this is not a problem in case of CE, it is a problem
in case of NE if we do not have access to the randomizing device of the players. Now, we present two possible
solutions to the problem of RGs with unobservable mixed actions. The first one consists in using deterministic
sequences. The second one uses a pseudo-random number generator in order to create a distributed correlator
that allows detecting any instantaneous deviation. Even though there are other possible solutions to this problem,
as shown in Sections 3.7 and 3.8 in [146], we present these two because of their simplicity.

4.6.1 Deterministic sequences

A possible solution consists is using deterministic sequences of actions that behave as the mixed actions would.
This solution was proposed in [75]. The idea behind this is that all players know what the other player is going
to do in each time step, and hence, detecting a deviation is straightforward. One option is simply to generate a
sufficiently large vector of actions, that is shared to all players. This allows all players knowing in advance
which is going to be their payoffs. This solution can require a very large amount of memory to store the actions
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vector, thus, a different approach would use periodical sequences in order to require less memory. For instance,
in [75], the authors derive an algorithm that obtains a periodical vector of actions which allows achieving
rational mixed actions.

Thus, this solution requires that the players obtain a deterministic sequence of actions that allows them
to detect any deviation instantaneously. This is a very simple and straightforward solution, with two main
drawbacks. The first one consists in deciding who is going to obtain the sequences and how: all players must
agree on this procedure. The second problem is that this solution requires sharing and storing in memory a
potentially very large action vector, since a sequence can be arbitrarily long, even if the sequence is periodical
because the periods can be very long. Thus, this simple solution turns out to require a potentially large amount
of memory and communications capacity.

4.6.2 PRNG based correlator

Another solution consists in using a correlator device. One approach could be using a public randomization
device, or equivalently, that all players allowed access to their randomization devices in order that all players
could observe a deviation. This was suggested in [74]. This solution, however, might be hard to implement,
requiring either access to the randomizing device of each player or creating a trusted, centralized device that
generates the mixed action for each player.

We overcome these problems by using a Pseudo-Random Number Generator (PRNG). A PRNG is an
algorithm that allows obtaining a sequence of numbers that has similar properties to a sequence of random
numbers. But the sequence can be completely determined by an initial value, called seed. If the seed is known,
the whole sequence can be obtained. We focus on Linear Congruential Generators (LCG), due to their simplicity.
An LCG generates the sequence of numbers x" using the following recursive formula [108]:

X = (bx"+¢) modm, (4.37)

where b, ¢ and m are the parameters of the LCG, and mod denotes the module operation. The value Ois
the seed, which can take any value. If we want x € [0, 1), we must divide each value x" by m: by doing so,
the values x/m approximately follow a uniform distribution in the interval [0, 1). As it is shown in [108], the
sequence generated using (4.37) is periodical, with at most period m; and the sequence has period m for all
seed values if and only if:

1. m and c are relatively prime.
2. b—1is divisible by all prime factors of m.
3. b—1is divisible by 4 if m is divisible for 4.

The expression in (4.37) is easy and fast to compute, and this is one of the main advantages of LCG, together
with their low memory consumption. However, LCG also presents some known problems [66], [130], that
make them not suitable for applications where high randomness quality is required. However, that is not our
case, so an LCG will suffice for our purposes.

We make use of the Inverse Transform method, which allows transforming a uniform random variable
U ~ Unif]0,1] in a random variable following another distribution. For instance, we can obtain a Bernoulli
random variable X of parameter 0 from U as follows: x=0if U <1—60 andx=1if U > 1 — 6. This procedure
can be generalized to multinomial random variables. Observe that the mixed actions of a game are the outcomes
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of a binomial distribution when a player has two actions, and a multinomial in case that there she has three or
more actions.

In terms of practical implementation, we assume that all players know the equilibrium mixed action a, i.e.,
the mixed actions of all players, and they also know the LCG parameters to use, i.e., m, b, ¢ and x0. The first
thing each player does is using the Inverse Transform method to obtain the actions that each player should play
depending on the value of the variable U. Then, each time that an action is played, each player generates a
pseudorandom number x/m using the LCG generator. Observe that this number is the same for all players and
also, observe that this number follows a uniform distribution. By using the Inverse Transform method, each
player knows which action she has to play and also, by observing the past action realizations of the rest of the
players, each player can detect any deviation instantaneously.

This procedure is easy to implement, computationally fast and does not require a high amount of memory.
Also, note that it could be easily extended for Correlated equilibria, in which the actions follow a multinomial
distribution: thus, it allows implementing a distributed correlating device. Note that all players need to use
the same LCG parameters, which could be fixed beforehand. However, an important drawback comes from
finite precision effects: if two players operate using different precisions, eventually, they will obtain different
pseudorandom numbers x/m and this may lead to error. This problem could be alleviated by using, for instance,

a periodical reset to the seed or sharing the x value periodically.

4.7 Conclusions

In this Chapter, we study a CSMA/CA based WSN under a backoff attack: some sensors deviate from the
defined contention mechanism and this causes the network throughput not to be fairly distributed. This impact
is studied using Bianchi’s model and posed as a game of perfect and complete information. We first solve this
game using static solution concepts, and then we use RG tools in order to take into account the fact that there is
more than one transmission in the network. We first provide an analytical solution to the RG in the two player
case, using both CE and SPE equilibrium concepts, and then we also use several algorithms that can be used to
learn strategies in the case in which there are two or more players. By using simulations, we are able to check
that using RG tools allows the players to have better payoffs, as the Folk Theorem advances.

Our approach shows that there is a trade-off between modeling complexity and computational complexity.
By making use of payoff matrices, we alleviate this trade-off: the game theoretic solutions we provide are
agnostic regarding where these payoffs come from. That is, we could use Bianchi’s model as we do to relate
rewards with the throughput, or we could relate rewards to other network parameters, as delay or any other
measure of the quality of service, and yet our game model method would be valid: we should only replace the
payoff matrix and solve the game, with these new matrices. Hence, we believe that we introduce a framework
simple enough to accommodate different situations, but also complex enough as to model the conflict and the
actions of the different stations involved by using game theory tools.

Our approach in this Chapter has relied on a perfect and complete information game, although we have also
discussed two possible ways to extend our results to an imperfect information setting in which players do not
observe the mixed actions, but the actions realizations instead. The framework we introduce in this Chapter
can be further deepened in different ways. We could increase the complexity of the defense mechanism by
introducing states: it may make use of different states in order to enhance its detection capabilities, for instance,
keeping a track of the sensors which have not respected the contention procedure. This would mean introducing
states in our dynamical system, and hence, making use of the MDP tools explained in Chapter 2. We do this in
Chapters 5-7.
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Also, note that we have assumed that the game was of complete information: the defense mechanism knew
which agents were ASs. However, this needs not be the case in a security problem in a real environment: it is
normal that the defense mechanism does not know which sensors are ASs and which are GSs. Hence, we would
have an incomplete information situation, in which the defense mechanism tries to detect which sensors are
ASs, and we deal with this setup in Chapters 5-7. Moreover, note that the defense mechanism needs not be able
to instantaneously detect the deviations from the backoff procedure: this would be an imperfect information
problem, and the consequences of this partial observability are explored in Chapters 6 and 7.

Hence, in this Chapter we study a simplified backoff attack under the assumptions of a perfect and complete
information game. In Chapter 5, we assume that the defense mechanism has imperfect and incomplete
information, while the attacker still has complete and perfect information. As we will see, this has a strong
impact on the success possibilities of the attacker.






Chapter 5

Intelligent attacks against known defense
mechanisms

5.1 Introduction

In Chapter 4, we considered complete information games in which each player had knowledge about how the
actions of the rest of the players affected her. However, in real life environments this assumption needs not
hold, as either the attacker or the defense mechanism may have more information than the other part, and hence,
it may happen that one player has complete information and the other does not. In this Chapter we turn to
asymmetric situations, as we now assume that the attacker has more capabilities than the defense mechanism,
and hence, this will allow it to exploit the defense mechanism. Specifically, we assume that (1) the attacker has
complete information of the defense mechanism, while the defense mechanism has incomplete information of
the attacker, (2) the attacker has perfect information of the defense mechanism, while the defense mechanism
has imperfect information of the attacker, and (3) the defense mechanism follows static procedures, i.e., that do
not change with time, while the attacker may change and adapt with time. More formally, we use the MDP
framework to model the defense mechanism and the attacker uses Control tools from Chapter 2 that allows it to
exploit the defense mechanism.

Note that assumption (1) is not unrealistic, as an attacker may know the defense mechanism used in a certain
setup. Assumption (3) is also realistic, as most defense mechanisms follow fixed rules that are not updated with
time. However, assumption (2) may be unrealistic in some situations, as the attacker may have only a partial
observation of the defense mechanism. In the concrete problems of this Chapter, assumption (2) holds; but
we note here that Chapter 6 includes the case in which the attacker has incomplete and imperfect information
about the defense mechanism, and hence, assumptions (1) and (2) do not hold. In other words, in this Chapter
the attacker knows the defense mechanism, is able to observe its state and is dynamic in behavior, while the
defense mechanism does not know whether a sensor is an AS or a GS, observes the action realizations of the
sensor and is static in behavior, as shown in Table 5.1.

In order to address the situation in which the defense mechanism has an imperfect and incomplete infor-
mation from the attacker, we focus on defense mechanisms based on Hypothesis Tests (HT's) in this Chapter.
The defense mechanism has access to a stream of data following a certain distribution, and it must decide
whether the behavior exhibited by the data stream corresponds to an expected behavior or to a behavior under
attack. This is a problem that has been widely studied in the signal theory field [121]. One of many possible
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Chapter | CSMA/CA | CSS | Player | Information Observation (A/S) Behavior
Attack Complete Mixed / - Static
4 Yes No Defense | Complete Mixed / - Static
Attack Complete - / State Dynamic
> Yes Yes Defense | Incomplete Realization / - Static
Attack | Incomplete | Realization / Observation | Dynamic
6 Yes Yes . .
Defense | Incomplete Realization / - Static
7 Yes No Attack | Incomplete | Realization / Observation | Dynamic
Defense | Incomplete | Realization / Observation | Dynamic

Table 5.1 Table comparing the different setups used in Chapters 4-7. CSMA/CA. i.e., the backoff attack, and
CSS, i.e., the SSDF attack, denote whether each of these setups is used in the Chapter. Information denotes
whether each player knows the target of the other player (Complete) or not (Incomplete). Observation refers to
what each agent observes with respect to the actions / states of the other players: regarding actions, they observe
the mixed actions or the actions realizations, and regarding states, they observe the state or an observation of
the rest of players: this is related to having perfect or imperfect information. Behavior refers to whether the
player adapts its behavior with time or not.

taxonomies to classify HTs is based on the sample size: whether the needed number of samples to make a
decision is fixed in advance or not. The former case is the most usual: the well-known Neyman-Pearson HT
belongs to this kind [163], [121], among many others, such as Rao or Wald tests [44]. The latter case is known
as sequential hypothesis test, and traces back to the work of Wald on the Sequential Probability Ratio Test
(SPRT) [227], [228]. In an SPRT, a sample from the signal of interest is collected at each time step n and used
to update a statistic. The updated statistic may be used either to make a decision if there is enough information
or to collect another sample. Note that SPRT is very attractive in many scenarios, as in WSN [41], [201], in
which the ability to make a decision requiring fewer communications among sensors means a lower battery and
bandwidth consumption. SPRT also allows making a decision as soon as possible and adapts easily to working
with online data.

Thus, it is not a surprise that many WSN mechanisms make use of SPRT when an HT is needed. It has
been used for Cooperative Spectrum Sensing (CSS), in which several sensors send to a central entity their
local spectrum sensing report and SPRT mechanisms are used to implement the information fusion [201],
[41], [238]. In [102], [53] and [223], SPRT is used for detecting sensors that have been compromised and
replicated. In [131] and [77], SPRT is used to detect a selective forwarding attack, in which a compromised
sensor drops packets. SPRT can also be used for Distributed Denial of Service (DDoS) attack detection [62]
and spam detection [27]. Thus, SPRT finds many applications currently in WSN, specially when trying to
detect a malicious behavior, and this justifies choosing it for our problem. We introduce SPRT in Section 5.2.

However, the formulation of SPRT introduced in Section 5.2 raises an important challenge, as it assumes
that the underlying distribution of the signal under test does not change with time. Since SPRT is widely used
to detect malicious behavior, this means that the malicious behavior is assumed to be static. As we will see, this
is a dangerous assumption that can be used to exploit such systems, as Section 5.3 shows, where we derive an
optimal attack against SPRT. To address this attack, we develop a novel defense mechanism in Section 5.4. A
second challenge that arises is that SPRT does not make use of prior information about the sensors that could be
available. In order to address this problem, we make use of a Bayesian framework in Section 5.5 that allows us
deriving a very efficient sequential test which permits including prior information into the test, which however,

is also shown to be vulnerable to the attack strategy derived before.
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Later, Section 5.6 presents several simulations in which the ideas presented in the previous Sections about
attack and defense mechanisms are applied to the backoff attack presented in Chapter 4, and also to a novel
attack that we introduce in Section 5.2 against a CSS WSN. The use of the CSS problem allows us showing
how the research from this work may generalize to several problems in WSN, as it does not only apply to a
single problem. Finally, the conclusions of this Chapter, presented in Section 5.7, indicate that asymmetric
attack situations as the ones described in this Chapter may suppose an important challenge to current defense
mechanisms.

5.2 Sequential tests

In this Section, we describe an SPRT based detection mechanism which does not only apply to our problem,
but it is also very similar to the ones present in current literature, such as [27], [102], [41], [223], [131], [62] or
[53]. Even though concrete details differ between these works, the main lines of the detection mechanisms are
similar to the mechanism that we introduce in this Section. Also, note that though we only provide results for
this model, we strongly believe that they could be extended to different signal characterizations, such as the one
in [201].

We focus on Bernoulli distributions, which have indeed many applications in the signal processing field. For
instance, it appears in radar applications [203], pattern identification [69] and fusion in sensor networks [169],
[170], [45], [189]. For the concrete case of Bernoulli distributions, the Neyman Pearson test [121] reduces to
the Counting Rule for equal confidences. Other tests which are also used are the Rao and Wald tests [44]. Note
that all these works use fixed sample tests, while we are focusing on sequential tests.

We start by introducing our Bernoulli HT, and after presenting the common counting rule, we explain the
SPRT mechanism. Then, we introduce the SSDF attack, which is our second main study case in this work.
Note that we introduce the SSDF attack here because several defense mechanisms proposed against SSDF are
based on modified versions of SPRT. We finally point out a potential vulnerability of SPRT, which as we show
in incoming Sections, can be used to exploit SPRT based tests.

5.2.1 The detection problem

We assume a discrete time signal x”, where n = 0,1,2,... is again the time index. The detection problem
consists in collecting enough information in order to decide between two hypotheses Hy and H;:

. (.1

H():anQ(), n:O,l,Z,...
H :x*~Qy, n=0,1,2,..

where Qp and Q; are statistical distributions that characterize the behavior of the signal x" under normal
and malicious behavior respectively. In our case, we assume that each x" follows a Bernoulli distribution of

parameters 6y under Hy and 0; under H|, and hence:

{ Ho:x"~B(6y), n=0,1,2,... 52)

H,:x"~B(6;), n=0,1,2,...
The concrete malicious behavior varies depending on the setting, for instance:

* In the CSMA/CA problem we presented in Chapter 4, note that a modification of the frequency with
which the AS does not follow the backoff procedure provides a better payoff to it, at the expense of the
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network fair distribution of resources, as seen in Section 4.5.1. Note that 8y = z,, while 0; represents a
deviation from the prescribed mixed action.

* In [53], the authors describe an attack in which sensors could have been compromised. A compromised
sensor would send a piece of information x which can be accurate (x = 0) or inaccurate (x = 1). They
try to detect as soon as possible inaccurate sensors, and note that ASs try to provide as much inaccurate
information to the network as possible.

* In [223], the authors also try to make a difference between legitimate and illegitimate sensors in a network.
In order to do so, they define a binary variable x that combines information of distance and signal power.
Under this setting, an attacker tries not to be discovered while trying to compromise other sensors, which
means that they will often cause x = 1.

* In [131], the authors try to detect a selective forwarding attack, in which x = 0 denotes a successful
forwarding and x = 1 a packet drop. Note that an attacker tries to drop as many packets as possible.

* In [27], the authors propose a spammer detection algorithm, in which x denotes whether the emails sent
by a user are spam (x = 1) or not (x = 0). A user which surpasses a certain threshold is blocked, hence, a

spammer will try to send as much spam as possible while also trying not to be detected.

In all these cases, the condition 8y < 6 is satisfied, which means that the malicious agent tries to use x = 1
as often as possible. Thus, x” € {0,1}, and P(x" =1) = 6 and P(x" =0) =1 — 6, and:

(5.3)

Hy:0=6,
H1:9=91

In an HT, there are two different errors: the type I error or false alarm probability is the probability that H
is rejected, provided that Hy is actually true. The type II error is the probability of accepting Hy, provided that
H, is actually true. We denote by a the type I error probability and f the type II error probability. The values
of o and 3 determine the stopping rule that is used in the test. There is always a tradeoff between having a
low false alarm probability and a high power test, which is defined as 1 — 8 and is the probability of correctly
rejecting the null hypothesis.

5.2.2 The Counting Rule

The counting rule is a decision rule used in many WSN works due to being simple but nonetheless able to
outperform more complex mechanisms [45], because it is the universally most powerful test [44] for the fixed
length hypothesis test (5.3). It uses s = Y7 x' as test statistic for a predetermined value of n, and decides
H, if s" > 8, where P(s" > 6|Hp) < a allows fixing the decision threshold 6 as a function of the significance
level or type I error probability, ¢, fixed a priori. The power of the test depends on ¢ and n: a larger n brings a
higher power to the test, at the cost of a longer delay to the decision and a larger number of communications

required. Hence, note that there is a tradeoff between precision and resources consumption.

5.2.3 Sequential Probability Ratio Test

The SPRT for our signal model presents the following test statistic for the sample n:

_ Gls”(l _ el)n-‘rl—s”

LR' = 5
65 (1 _ 90)”+17‘Y

(5.4)
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Fig. 5.1 Illustration of an SPRT. The upper blue line is /4, the lower blue line is /. The black continuous line is
the LLR", the test statistic of the SPRT. The dashed line indicates N — 1, the time in which a decision is made by
the SPRT. In this case, since LLR" > h, Hy the test decision is to reject Hy. Note that in samples n < 7, SPRT
does not have enough information to make a decision and hence, another sample is collected.

where 5, = Y7 x', s" € [0,n+ 1] and n € {0, 1,...}. It is usual working with the log-likelihood ratio: the SPRT
from (5.4) becomes:

0 1-6
LLR" = 5" log L (n+1—s")1og ! , (5.5)
90 1- 90
and the decision rules of test (5.5) can be approximated [228] as:
Reject Hy if LLR">h
Accept Hy if LLR"<I[ |, 5.6)
Take another sample if otherwise
where h and [ are defined as: 1B 5
h=log | —— I=log | —— ). 5.7
e(20). 1o L) -

Note that (5.6) means that the SPRT procedure gathers new samples until a certain threshold in the statistic
LLR" is surpassed. An illustration is found in Figure 5.1: note that LLR" produces a random walk and it is
finished when it surpasses a certain threshold. Also, note that we can rewrite (5.5) as:

0:1(1—6p)) 1-06,
LLR" = "1 _— 1)1 .
s 0g<90(1_91) +(n+1)log ) (5.8)
and then define: 6i(1—6)) _p
o (gri—al). B=tox( =g ). 59

and these ideas allow us to rewrite (5.8) as:
LLR" =As"+B(n+1). (5.10)
Also, a sequential formulation for (5.5) can be obtained by noting that:

LLR"'4+A+B if x'=1
LLR":{ FASE X ; (5.11)

LLR" '+ B if x"=0
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or even more compactly as:
LLR" = LLR"'+B+Ax", LLR’=B. (5.12)

Note that (5.12) facilitates an easy and sequential implementation of the SPRT test that we have defined,
which updates the LLR" statistic using only simple operations. In case that x" = 1 is received, the LLR" adds up
A+ B, and in case that x" = 0, only B is added.

Finally, even though SPRT was originally developed to test simple hypotheses, several approaches have
been proposed to deal with composite hypothesis, as shown in [126]. Also, a unified framework for treating
composite hypotheses is found in [125], where the author also proposes a nearly-optimal Bayes sequential test
for the case of one-sided composite hypothesis. However, for simplicity, in this Chapter we limit to the case of
simple hypothesis.

5.2.4 Fusion rules with reputations

As we mentioned in the introduction of this Chapter, SPRT and its derivates are widely used in defense
mechanisms for WSN. We now introduce our second main security problem in WSN: the Spectrum Sensing
Data Falsification (SSDF) attack. This attack takes place in CSS situations: there is a WSN in which each
sensor measures the spectrum and sends its information to a central Fusion Center (FC), which makes a decision
on the spectrum state. This problem is of special interest in Cognitive Radio (CR) setups, in which each sensor
would be a secondary node that would cooperate with other secondary nodes to transmit when there is no
primary transmitting. It might happen that one or more sensors in the CSS WSN are ASs, as each sensor senses
the spectrum locally and sends this data report to a centralized FC which uses a certain fusion rule to make
a decision on whether the communications channel is busy or idle. These schemes are vulnerable to SSDF
attacks, in which false reports are given by attacking sensors. A lot of effort has been addressed to design
defense mechanisms against such attacks, as [41], [260], [151], [167], [256], [172], [229], [250], [23], [238] or
[239].

Let us assume a WSN with  sensors: n; is the number of GSs and 7, the number of ASs, where I = n; +ns.
This WSN wants to estimate the channel state in the times k = 0,1,2,..., K. The actual state of the channel can

be u* = 1 if the primary is transmitting or u* = 0 if the primary is idle. At each k, the FC asks several sensors m
k

wem € 1,2, 1, which may be u’,jl = 0 if sensor m senses the channel idle or uﬁ = 1 if sensor m

for a report u
detects a primary transmitting. When there are enough reports to make a decision, the FC uses a predefined
fusion rule in order to obtain the channel state estimation ”5' This case is known as hard fusion: the information
that the FC receives from the sensors are binary reports. The FC makes an error if 1 # uf]. Note that we use n
for the stages of a sequential test, and k to index each time that a sequential test procedure is invoked.

There are several fusion rules that can be used by the FC to make a decision. A majority rule can be used,
in which a maximum sample size N, is fixed: the FC collects N, reports and makes its decision by majority
[41]. Note that the FC needs not having N, reports in order to make a decision: whenever it has (N, +1)/2
equal reports, the decision could be made. Another popular fusion rule is based on SPRT in order to have a
defense mechanism against SSDF attacks, where examples of these algorithms are SPRT and WSPRT [41],
EWSPRT [260], RWSPRT [238] or S0/1 [239]. In this Chapter, we will use the majority rule for its simplicity
and EWSZOT (Enhanced Weighted Sequential Zero/One Test) because it has a higher performance than other
schemes based on sequential tests [260], it is also simple to implement, it is fast in deciding [260], it is energy
efficient [43] and it is mathematically tractable, which will be important in Chapter 6. In short, EWSZOT is an
advanced centralized data fusion scheme against SSDF attacks, see [72], [257], [132] or [143]. We do not use

RWSPRT and S1/0 because they require additional information from the transmissions to make a decision.
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EWSZOT description

EWSZOT data fusion scheme is a hard fusion scheme based on reputations. At each stage kK of EWSZOT,
an HT is run: each stage k consists in the FC asking reports to certain sensors and taking a decision based
on these reports, where these reports are indexed by n. At each stage k, the reputation of the sensor m, z£, is
updated based on whether the report of sensor m was consistent or not with the decision taken by the FC, ”Ifr

Mathematically:
k E1 it Wk, =ub
n = k1 . X P (5.13)
o I N e
In the initial stage, all reputations are initialized to 0. The decision rule used by EWSZOT HT is:
ub =1 if wk>gq
k : k
=0 f Wk < —
K ! Lo : (5.14)
u; =1 if —g<Wrf<gandn=N

Ask for another report  if —g < WK< gandn<N

where g and N are predefined thresholds. Observe that the first three conditions from (5.14) are the final
conditions of the test: they finish the HT and lead to a decision. Also, W* is the HT statistic, following:

Wh= ¥ (—1)at (5.15)

m=1

where w’,‘n are weights related to the reputation of each sensor m that will be defined later. Note that EWSZOT
HT is similar to a sequential test. The decision rule at stage k consists in asking sensor m to give a report: if
its report is u¥, = 0, then W is decreased w¥, units, and if its report is u%, = 1, then W; is increased w¥, units.
Note that the aggregated stream of data from the m sensors is the equivalent stream of data to x”* in SPRT. This
process is repeated until:

1. W surpasses a threshold g. In this case, the decision is immediately taken using the first two lines of
(5.14).

2. N sensors have been called and W* has not surpassed the threshold g. This means that the test result
is uncertain and we follow a conservative decision rule: to decide that the channel is occupied, which
benefits Primary Users (PUs) in a CR environment, which is the original environment in which EWSZOT
was proposed. This test truncation is added in [260] in order to avoid lockouts, and is frequent in

sequential tests implementations.

Finally, the reputation of each sensor has an impact on the HT through the weights w’,j1, defined as:
0 if X <-—g
T { dote i v N , (5.16)
avg(F)rg 1 Tm= 8

where avg(zX,) is the average reputation of all sensors and g is a small positive value. The purpose of the weights
scheme (5.16) is that sensors with better reputation have a higher influence on the HT. The use of g allows GSs
to have a slightly negative reputation, caused by their sensing error. Note that reputations also determine the
order in which sensors are asked to give their reports. EWSZOT calls up to N sensors in descending order of
reputations. Thus, we ensure using the sensors with best reputations to take the decision. The whole procedure

is summarized in Algorithm 12, where an implementation of EWSZOT is presented.
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Algorithm 12 EWSZOT algorithm implementation.

Input: N, q, g
1: Initialize r;,' = 0,Vm
2: for Stages k=0,1,2,... do
3:  Obtain weights using (5.16)
Select the N sensors with highest reputations
Set Wk =0
for Sensors selected do
Ask report from sensor
Update W* using (5.15)
if Wk > g or W¥ < —g or N sensors have been called then
10: Take decision u’fi using (5.14)
11: Exit loop
12:  Update reputations using (5.13)

B AN A

5.2.5 Overview of attacks against SPRT

Although SPRT is widely used in defense mechanisms, it has a very dangerous underlying assumption because
it considers that the statistical behavior of the signal x" does not change with n. If the attacker is able to change
x"" dynamically, it would be possible to exploit an SPRT based defense mechanism. However, in many works
this limitation of SPRT is not taken into account. For instance, in [102], [41], [223], [131] or [62], SPRT is
used in environments in which the attackers may use a dynamic attack strategy and hence, compromise the
defense mechanism. To the best of our knowledge, the only study on such dynamic attacks is a work of ours
[176] which we present in Chapter 6, where we exploit a CSS WSN which makes use of EWSZOT as defense
mechanism.

In current literature, there are several tools designed for dealing with changes in the statistical behavior of a
signal, such as quickest detection tools [187] or, for discrete time signals, repeated hypothesis tests [20]. In this
Chapter, we follow an innovative framework where we make use of a well-known tool in the field of novelty
detection as the One Class Supporting Vector Machine (OCSVM) [247]. This method allows detecting signals
whose features differ from the ones with which the OCSVM was trained [195]. In a misbehavior setting as
ours, standard SVM needs to have access both to examples of normal and malicious behavior, as in [107], and
hence, it becomes specialized in detecting a single attack type. However, the main advantage of OCSVM is that
they need only have access to normal behavior examples in order to be trained, which in our security setting
means that they could potentially detect any type of misbehavior.

5.3 Optimal attacks against SPRT

In this Section, we pose and solve a control problem in order to obtain the optimal policy that an attacker should
follow to exploit the Bernoulli SPRT already presented. We have chosen the Bernoulli distribution because it
appears in the CSMA/CA problem described in Chapter 4 and also in many WSN defense mechanisms, such as
[27], [102], [41], [223], [131] or [62], as mentioned before.

5.3.1 Attacker model

In this Section, for simplicity, we assume that there is a single AS in our WSN that can modify the signal x",
either directly or indirectly. Note that, in our CSMA/CA setup, the signal x" corresponds to the AS actions,
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hence, we treat x as the stream of actions of the AS. We have assumed that a malicious behavior means that the

AS uses x" =1 as often as possible. Thus, we assume that the agent receives an instantaneous reward of +1

each time that x* = 1, where we use a simple reward of +1, but our results hold for any positive reward. Note

that in the CSMA/CA problem, the AS receives a positive reward when it ignores the backoff procedures, and

hence, it tries to use x* = 1 as often as possible without being detected. Note that this reward scheme causes

that the agent tries to increase the mean value of the signal x and thus, 0; > 6y, as in the tests already presented.
The agent tries to maximize its total discounted reward R, defined as:

R(x") = i Y'X", (5.17)
n=0

where ¥ € (0, 1) is again the discount factor that gives more weight to the rewards obtained in closer time steps
than in the future. As we discussed in Chapter 2, the use of ¥ fits volatile environments such as WSN, as an AS
does not know how long it will be able to attack and thus, it cannot be infinitely patient. Also, y allows that the
total reward remains finite, as the minimum value for R using (5.17) is R = 0 for " = 0, Vn, and the maximum
value is R = (1 —7)~!, for x = 1,¥n, where we used (3.6).

5.3.2 Optimal camouflage algorithms as a control problem

Now, we proceed to show the optimal control that the AS should use in order to maximize its reward when
facing an SPRT detection mechanism. We denote by N the number of timesteps required by the SPRT to make a
decision, and as mentioned before, in practical implementations, N is usually bounded to avoid system lockouts,
although this truncation is suboptimal [225]. That is, in a truncated SPRT, there is a maximum number of
samples that the test will gather before making a decision. A predefined decision is fixed beforehand in case
that sample N — 1 is reached without having made a decision and / < LLRVN~! < h. We consider that if the
truncated SPRT test reaches sample N — 1 without making a decision, Hy is rejected. The problem that the
agent must solve is the following one, where we use (3.6) and consider N — 1 as the time in which the SPRT
makes a decision:

oo N-1 »
max ijflx” = Z{) Yix" 4+ =y

st. X"e{0,1}, s"=Yx (5.18)
i=0
LLR"<h, Vn<N-1
LLRV"' <I<h

Note that in (5.18):

e The function that the agent needs to maximize is split in two terms. The first term refers to the timesteps
in which the SPRT detection mechanism is active, in which the agent needs to find an optimal control
law for x" such that it is not discovered. The second term includes the timesteps after a decision is made:

at these timesteps the SPRT mechanism is not active, and hence, the agent can always use x" = 1.

* The constraint LLR" < h allows the agent not to be discovered by the SPRT mechanism. It forces SPRT
to never reject Hy.
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 The constraint LLRN—! simply indicates that, at timestep N — 1, in which a decision is made, Hy is
accepted, which implies that the AS has not been discovered yet.

* An assumption that we make is that / < LLR® < h, that is, that the LLR initial value does not allow SPRT
to make a decision. This condition is usually satisfied by normal SPRT parameters and in our case, using
(5.9) and (5.10) turns out to be:

1-6 1-—
ﬁ < l < ﬁ

l—-ax 1-6, o

(5.19)

Note that this means also that / < A in the last constraint.

It is important noting that the problem formulated in (5.18) can be modeled using the MDP framework
shown in Chapter 2, where we would have that the states are s” = LLR", the actions would be a" = x", the
reward function is r(s",a") = ¢" and the transition function is deterministic and can be obtained using (5.11).
Thus, we could also apply Dynamic Programming methods to obtain the optimal policy. In other words, our
situation can be modeled using MDP tools: the target of the agent is finding a policy such that it can attack and
camouflage while the SPRT mechanism is running. When the SPRT mechanism is not running, i.e., n > N,
the agent can attack without needing to camouflage: under the MDP notation, when the final state LLRY ! is
reached, the agent always uses the attack action. Note that in truncated SPRT, N is fixed, while in SPRT, N is
not fixed and hence, the actions of the agent will determine the final time N, which means that N is another
value to optimize. Finally, we observe that the asymmetry in this problem comes from the fact that the agent
can change its behavior dynamically, as a function of the state, as it is solving a control problem; whereas the
defense mechanism is fixed and follows a static behavior. An important result is that SPRT can be successfully

exploited by a dynamic attacker, as the next Theorem shows:

Theorem 4. Consider the discrete time control problem described in (5.18), in which the controller chooses x"
and may choose N — 1. In this problem, the optimal control for n € [0,N — 1] depends on whether N — 1 is fixed

or not:

e If N —1is fixed:

X'=1 if LLR"'+A+B<hand LLR"'+A+B(N—n)<I
xX"=0 if otherwise

* If N—1 is not fixed:
X"=1 if LLR"™'+A+B<h
xX'"=0 if otherwise

Let us visualize the result of the control law obtained in Theorem 4. Note that the basic idea is that the
agent is able to get close to the SPRT threshold without surpassing it. We provide an illustration in Figure 5.2,
in which we can observe how the control law proposed is able to effectively attack the SPRT mechanism while
not being detected. The next two Sections provide the justification to the control law in Theorem 4.

5.3.3 Optimal control to attack a truncated SPRT

Let us start by assuming that there is a truncated SPRT, which means that N — 1 is fixed, as this is the most
common option in practice. A first option to derive the optimal control would be using DP tools, namely,

Lemma 1. However, it is possible to obtain a simple formulation for the optimal policy by following the next
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Fig. 5.2 Example of control under several situations. For all cases, 6y = 0.5 and 6; = 0.7. The blue lines
are the LLR" thresholds from (5.6), for &« = = 0.05. Green line is the case in which there is no attack, i.e.,
x" ~ Bernoulli(6y). Brown line is the case in which there is a naive attack, i.e., X" ~ Bernoulli(6;). Red line
is the case in which the attacker follows the control law from Theorem 4 when the SPRT test finishes after 100
samples. Black line is the case in which the attacker follows the control law from Theorem 4 when the SPRT
does not have a predefined finishing time. The dashed vertical lines indicate when each test ends. While SPRT
is able to detect the naive attack, is unable to detect the control law we describe in Theorem 4, independently
on whether the SPRT test is truncated or not.

reasoning. First, note that the agent prefers using x" = 1 as often as possible because that way, its reward is
maximized. Also, note that since rewards are discounted, if the agent has to choose between using x = 1 at
timestep n or at timestep m > n, the agent always prefer the former because it provides a larger reward due
to the discount factor: y"-1 > y" -1 for y € (0, 1). Intuitively, this means that the agent will try to use x = 1
whenever possible.

However, the agent cannot always use x" = 1 for all n. Using (5.12), the agent can predict its LLR" value
depending on its action. Since we considered that 6; > 6y, then we obtain from (5.9) that B < 0 and A+ B > 0.
This means that:

o If the agent uses x* = 0, LLR" = LLR" ' 4+ B < LLR"'. In other words, the LLR" value decreases by
using x* = 0.

o If the agent uses x" =1, LLR" = LLR" '+ B+ A > LLR" . In other words, the LLR" value is non-
decreasing by using x" = 1.

There are two constrains in problem (5.18) that may prevent the agent from using x" = 1. The first is that
LLR" < h. As we just noted, by using x” = 1 the agent may increase its LLR" and hence, it may, eventually,
violate that constraint. In order to avoid that, the agent can play " = 1 if LLR"~! +A + B < h. This is illustrated
in Figure 5.3.

Another constraint in problem (5.18) that may prevent the agent from using x" = 1 is that LLRVN ! < 1. We
assume that / < i, which is satisfied if o + 8 < 1, which is our case. Note that the agent can only decrease
LLR" by using x" = 0, thus, in order to satisfy LLRY~! < [, the agent will have to play x = 0 sometimes. As we
noted before, the agent prefers using x = 1 as often as possible, and hence, it will delay using x = 0O to satisfy
LLRN~! < [ as many timesteps as possible. Namely, if the agent is at timestep n, it could play x* = 1 and then,
use x = 0 at time steps [n+ 1,N — 1] and satisfy LLRVN~! < [if LLR"™' + A+ B(N —n) < L. This is illustrated



114 Intelligent attacks against known defense mechanisms

4 4
/.
2*\./° 27/./\\“°
X X
0 0
. .
—2 | _9
_4 I I _4 I I
n—1 n n—1 n

Fig. 5.3 Illustration of the constraint that LLR" < h in problem (5.18), where h is the upper blue line and
the black lines represent LLR". In both plots, we show what would happen if the agent used x” = 1. In the
left plot, LLR" = LLR" ' + A+ B < h and hence, the agent could play x” = 1. However, in the right plot,
LLR" = LLR"~' 4 A+ B > h (solid line) and if the agent played x" = 1, Hy would be rejected and the agent
would be discovered. Instead, the agent should use x” = 0, which would decrease the LLR" value (dashed line).
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Fig. 5.4 Tllustration of the constraint that LLRV-! <[in problem (5.18), where [ is the lower blue line and the
black lines represent LLR". In both plots, the solid black lines indicate the evolution of the LLR" if the agent
used x” = 1 and then x = 0 for n € [n+ 1, N — 1]. In the left plot case, the agent satisfies that LLRN-1 <[, thus,
it can use x* = 1. However, in the right plot, the agent does not satisfy LLRN—1 < [if ¥* = 1, and hence, the
agent would have to use x" = 0 to satisfy the constraint (dashed line).

in Figure 5.4, and intuitively means that the attacker tries to delay using x = 0 as many timesteps as possible in
order to satisfy the constraint on /.

Thus, the optimal control for the agent is:

(5.20)

F=1 if LLR"'+A+B<hand LLR"'+A+B(N—n)<I
x"=0 if otherwise

5.3.4 Optimal control to attack a non-truncated SPRT

In case that the SPRT is not truncated, note that the actions of the agent determine N — 1, the time in which
the SPRT makes a decision. In the previous Section, we showed that for fixed N — 1, the agent would need
to use x = O at several timesteps. As we noted, the agent would rather use x = 1, and this would imply that
N — 1 — oo. In other words, the agent would cause the SPRT to never make a decision, and its optimal control
would be, see (5.20):

(5.21)

X*=1 if LLR"'+A+4+B<h
x"=0 1if otherwise ’
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5.4 Improved SPRT defense mechanism against intelligent attacks

Now, we present OCSVM-SPRT: a modification on the SPRT mechanism that makes use of an OCSVM that
is able to deal with the novel optimal attacker we propose in the previous Section. Since an OCSVM is used,
OCSVM-SPRT may potentially deal with any attacker whose spectral features do not match the ones of GSs.

Parallel SPRT

As we have already observed, SPRT is not a good option when the attacker may change its behavior, as it is
vulnerable to attacks. A solution proposed to face this problem is given in [20], where several simultaneous
SPRT tests are run in parallel, in order to detect changes in the signal x. This would imply that, for each new
sample x" that arrives to the defense mechanism, a new SPRT test is initiated, and up to n SPRT tests are
updated. Note that this is a computationally demanding mechanism, since many SPRT tests must be run in
parallel.

Also, note that an approach like this would not detect an AS following the control law from Theorem 4.
As we showed in Figure 5.2, the attacker is as close as possible to the detection threshold without surpassing
it. A second SPRT test would simply be a downshift in the LLR" curve, pushing it down and hence, making
impossible that the second SPRT test detects the attacker. This reasoning extends to subsequent SPRT tests,
which are unable to detect the attacker. Note, however, that if the agent is unaware that there are several SPRT
tests running, it could be detected after the last SPRT sample. But that can be easily overcome: an AS could
exploit such mechanism simply initiating a control law for each sample n and choosing the most restrictive
one. Hence, a parallel SPRT is not only computationally expensive, but also is unable to detect adequately the
attacker we have developed. Note that we assume that the AS knows the defense mechanism parameters: we
delay the case in which this does not hold to Chapter 6.

One-class SVM

We propose using a well-known tool in the field of sequence classification in order to modify the SPRT defense
mechanism: a One-Class Supporting Vector Machine (OCSVM) [247]. As described in [195], a OCSVM is an
algorithm that maps an input vector z according to whether z belongs to a set Z or not as follows:

1 if zez
f(Z)—{ i adz (5.22)

The algorithm takes a set of z € Z points, and then obtains f by solving the following optimization problem:

S P
min = |w|"+—=Y &—p
w2y Z : (5.23)

st D) = p—& &0

where ®(z) is the feature map obtained by using a certain kernel, i indexes the training inputs z;, [ is the total
number of training inputs, £ are the slack variables and v € (0, 1) is a parameter that corresponds to the fraction
of outliers in the input data set Z [231]. Thus, note that an OCSVM only needs a training data set of valid data,
in order to provide a decision function that later can be used for anomaly detection.
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Obtain f(z(v)) Obtain z(v)
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Fig. 5.5 Flow diagram for the proposed OCSVM-SPRT defense mechanism, where the LLR" block implements
(5.25).

SPRT - OCSVM defense mechanism

We make use of the capabilities of the OCSVM to propose a modified SPRT defense mechanism. First, we need
to define which are the features z that we want to use. Note that these features need to characterize a statistical
signal, and a possible way of characterizing such signals is by using the power spectrum [63]. We use as feature
the power spectrum of the LLR" signal, which is a random walk. We denote by v a subsequence of LLR", and
in order to avoid errors caused by the mean value of the signal we subtract the mean of v: note that the LLR"
signal does not have a constant mean. Mathematically, we propose using the following feature vector z:

2(v) = ’FT <AC (v— mM‘V”’»

where F'T denotes the Fourier Transform, AC is the estimator of the aucotorrelation function, and v is a vector

, (5.24)

formed by the M most recent values of LLR". We use the full autocorrelation, hence, z has a length 2M — 1.
Note that z is the estimated Power Spectrum of v with the mean subtracted. As we said, this choice of z is
sensible given the fact that LLR" is a random signal, and as we show in Section 5.6.3, the results provided
by this characterization are quite good against the attack described in the previous Section. We note that the
OCSVM training can be done offline by generating sequences of x" ~ Bernoulli(6y), then obtaining the LLR"
vector v by using (5.5) and then obtaining z by using (5.24). That way, we train the OCSVM to detect any
sequence not generated by following a Bernoulli of parameter 6y. This means that the OCSVM will be able to
detect, not only the attack we propose, but potentially any attack with a different spectral characterization from
the signal that the OCSVM has been trained with.

Now, we need to decide how to include the additional information that the OCSVM provides. We propose
using a modified SPRT with the following statistic LLR":

LLR" =LLR"™" + B+ Ax"+p(A+B)|min(f (z(v)),0)|, LLR" =B (5.25)

where LLR"!" is the previous value of the test statistic, B+ Ax" is the standard LLR" update for the SPRT as
shown in (5.12), p is a small positive parameter that control how much we make use of the information given
by the OCSVM, and f is the OCSVM as defined in (5.22) using (5.24). Note that we include an additional
term which depends on A + B, the increase on the LLR" value when x" = 1 (5.12). We do so because the value



5.5 Improving defense mechanisms using prior information 117

R et

————.——___‘____.‘__—.‘—__.,-——.\\\\ ”—".
0 %
0.01 0.02 0.03 0.04 0.05 0.06 007 008 0.09 0.1
p
—e— When 6 = 6, decides Hy -eo- When 6 = 6, decides Hy
—m— When 0 = 6 decides H; -®- When 6 = 0; decides H,

—a— When 0 = 6 decides ND - 4-

When 6 = 0; decides ND

Fig. 5.6 Example on the influence of p on the modified SPRT-OCSVM scheme proposed, for 8y = 0.5 and
6; = 0.7. The details on the OCSVM are in Section 3.3.3. We consider a = 8 = 0.05, without truncation
and finishing the test after 200 iterations. The dotted black lines represent the type I and II error of the SPRT
without modification: note that our modified test performs gives an increasing performance under H; as p
grows, while its performance under Hy decreases as p grows. This is to be expected: the OCSVM modification
helps to detect a deviation from Hy, however, under Hy the OCSVM modification introduces an additional error
since it increases the LLR" value.

of A+ B depends on 6y and 6 (5.9), and thus, we enforce that the last term in (5.25) depends on the concrete
test parameters by being relative to the increase when x” = 1. A flowchart illustrating the whole process can be
seen in Figure 5.5.

Intuitively, the modified SPRT test in (5.25) works as follows. We first obtain the standard LLR" value, and
then, we use a OCSVM to obtain a second opinion on whether the LLR" subsequence v has been generated
by a GS or an AS. If the OCSVM detects a sequence that differs from these it has been trained to detect, it
returns f = —1. In that case, the LLR" is increased by a p(A + B) value, which is proportional to the increase
in the LLR" signal when x"* = 1. If the OCSVM detects a normal sequence, then no modification is done. Note
that the effect of the OCSVM is cumulative, and hence, our modified SPRT test detects faster an attacker if the
OCSVM continuously confirms the detection. On the other hand, note that if the OCSVM states erroneously
that a sequence comes from an attacker, the probability of type I error is increased compared to the standard
SPRT test. This effect can be observed in Figure 5.6: what we have done is obtaining a more precise test under
H,, which however, gives a higher error under H.

5.5 Improving defense mechanisms using prior information

A challenge which arises with the SPRT approach already described is that the detection mechanism cannot
incorporate prior information about Hy and H; to the HT, which may be useful given the fact that the defense
mechanism often has information about the past behavior of each sensor. Thus, in this Section, we develop a
different sequential test that is able to incorporate prior information based on the Bayes Factor [119], which
traces back to the work of Jeffreys [113], [114]. This approach involves the use of prior probability distribution
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functions which must be integrated and thus, may cause this approach to be computationally very expensive if
there are no closed form expressions of these integrals, which unfortunately happens often.

As we have noted, many WSN works today still use fixed length tests, such as [45], [189] or [155]. However,
a variable length test may bring some advantages over a fixed length one in issues of capital concern for wireless
sensor network such as battery consumption or bandwidth use. In [46], a framework for change detection in
sensor networks which uses a non-parametric model is proposed, however, they do not make use of any prior
information that may be available. And in [196] there is a study on Bayes Factor sequential probability ratio
test, which however is computationally costly and hence, is not adequate for WSN.

The major problem with a Bayesian approach in WSNs is the computational cost. In order to avoid
this problem, we use Beta prior distributions, which allow us not only to obtain closed form expressions of
the probability distributions involved, but also, allows us to develop an updating rule very efficient both in
terms of time and computational resources. Thus, our algorithm can be used as an alternative to the simple
Counting Rule and SPRT, which (1) may make use of prior information because it is a Bayesian approach, (2)
is implemented sequentially, hence, offering all the advantages of sequential tests for WSNs, and (3) has a very
high computational efficiency.

5.5.1 Bayes factor using beta priors

Under a Bayesian scheme, we assume to know a prior probability distribution for each hypothesis, p(Hp) and
p(Hy) =1 — p(Hp). Using Bayes theorem, it is possible to obtain p(H|x") as:

plH ) = ZEHIPEH) g 4y, (5.26)

-~ YLkp(|H)p(Hy)

and this expression can be manipulated to obtain:

p(Hi|x") _ p(x"|H1) p(H1)
p(Holx") — p(x"|Ho) p(Ho)

—Byo (5.27)

p(Ho)

In (5.27), we observe that the posterior odds are the prior odds times a By term , which is the Bayes factor
(BF). Intuitively, the BF carries information about how likely is the data x" to have been generated under models
Hj or H. When the BF surpasses a certain threshold, a decision is made, similarly to the SPRT model already
presented, where there are several thresholds proposed for the value of the BF in order to take a decision [119].

The densities p(x"|Hy) need to be computed in order to obtain the BF. By assuming that each hypothesis is
modeled using a distribution p(60|H) with an unknown parameter 0, the densities p(x"*|Hy) can be obtained by
integration as:

PUCIH) = [ p(16.Hp(OIH)0, k= {01}, (528)

By taking into account that in our problem x" follows a Bernoulli distribution, (5.28) becomes:
1 n n
Pl = [ 67 (1-0)" p(6]Hi)a6, k= {0.1}. (529)
0

A major problem to use the BF is that (5.29) can be hard to obtain, see for instance [119], where several
numerical methods are reviewed. In the best case, (5.29) can be analytically evaluated and hence, there is no
need of numerical methods. This also brings a significant improvement both in computational efficiency and
precision. In order to choose a prior p(6|Hj) analytically evaluable, the family of conjugate distributions is
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of special interest because the conjugacy property holds: the posterior distribution is in the same family of
distributions as the prior [60]. These reasons motivate us to choose Beta distributions as priors, which belong to
the exponential family. As we will see, this choice will allow us to design a simple and efficient sequential
update algorithm to obtain (5.29). The beta distribution has two parameters A; > 0 and A, > 0, which we fix a
priori. The pdf of the Beta distribution is:

91]71(1 _ 9)%271

Beta(QMl,M) = B(/l] 12) y

(5.30)

where the normalization factor B(4;,4,) is the Beta function, also known as Euler integral of first kind:

L(A)C(A2)

T 7) 63D

B(A1,A2) = /01 oM-1(1—-0)2"1q0 =
where I'(a) is the gamma function of a.

We use as prior a weighted sum of L Beta distributions, because they allow us to model complicated priors,
such as multimodal distributions. The prior parameters are chosen to adapt to the prior information. We define
AK as the matrix of parameters of the prior distribution of 6 under hypothesis Hy, with L rows containing the
beta distribution parameters (lll ’k, lzl’k). Using (5.30), our prior becomes:

ﬂ.lk—l (1 _ 6)271,1(_1
BOA*, 0)

L
p(6|A) = Z wiBeta(0| A" Z , (5.32)

=1

where Z{‘Zl w; = 1 and each w; > 0, so that (5.32) defines a distribution. We now can compute the posterior
probabilities p(x"|Hy) using (5.29) and (5.32) as follows:

o L M1 gyl
(x”|Hk):/ 6" (1-6)"" Zwle : (lk é)l_)k de
0 =1 B4, 4,7)

i Jle a1 (1 — gy 149
=)y w
=1 B(lf’kvﬂgl’k)

(5.33)
Mtn ="+ 257

B "Jéﬂ
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5.5.2 Bayes factor update algorithm

The expression obtained for p(x"|H}) in (5.33) allows obtaining an efficient sequential algorithm to update the
prior in a sequential test, as new samples x" arrive. First, we express (5.33) in terms of the Gamma function
using (5.31) as follows:

p(xX"|Hy) = szsm (5.34)

where
p _TE AT+ 4" T +25%)
el T Terat et

The values for S}, in (5.35) can be obtained recursively with the help of Lemma 5.

(5.35)

Lemma 5. The following identity holds for a € {0,1,2,3...} and k > 0:

T(k+a) [ I if a1
1 if a=0
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Proof. For a = 0, the proof is straightforward:

T(k+a)|  T(k)

ME) | T

For a > 1, we will use the following property of the gamma function which holds for any real number z > 0:
[(z+1)=2z0(z) (5.36)

Proceeding by induction, fora =1 and k > 0:

where we used (5.36). For a = 2, we have that:

F(k+2)  (k+D)Ik+1)
o~ Tw KDk

where again we used (5.36). Now, we assume that for a > 1, the following holds:

['(k+a) kta—l

Tk I1 %

and proceed to obtain the value for a4 1:

L(k+a+1) (k4+a)(k+a) ktasl - kda
= =(k+a) i=11i
(k) (k) g g
which finishes the proof. O

Lemma 5 allows obtaining the values for S, in (5.35) sequentially, as new data x" arrives. Observe that

(5.35) can be expressed as:
—1
St = ST 18504 (S500) (5.37)
where: L
n F()’]’ +S”)
Sl,l,k S
1—‘(),1’ )
DA  +n—s")
N Tk
)
. LA+ A7 +n)
3,1k — Tk Tk
F(/lr + Za )

In these expressions, s”, n — s" and n are natural numbers and hence, we can apply Lemma 5 to recursively

(5.38)

update S’Z « as new data x" arrives. Observe that all A parameters are greater than zero, because the Beta
distribution parameters must be positive. Thus, all conditions from Lemma 5 are satisfied.

The updating procedure depends on each new x". If x* = 1, then s and n increase one unit with respect to
their previous values, whereas n — s” remains the same. Hence, we must update S?J’k and S§7l_k only. If x* =0,
then n — s" and n increase one unit with respect to their previous values, whereas s” remains the same. Hence,

we must update S5, and S35, , only. Thus, when a sample x" arrives, we always update S5, , and depending
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Algorithm 13 Sequential Bayes test

Input: A*,wi,Br o, By
1: Initialize stop = False,n =0, s1=0
2 Initialize Sy}, = S, ], = S5/, =1
3: while stop is False do

4:  Obtain a new sample x"

5. Update s" =YY"  x; = s" ! +x"

6: fork=0,1do

7: for/=1,2,....Ldo

8: N K e D

9: if X" =1 then

10: Stix= (lll’k + 5" — 1)57,7,2
n—1

L1 S50k =01k

12: if X* = 0 then

13: 3= +n—s"— 1S

14: Stk = 5711.7.}(

15.  Obtain p(x"|Hy) using (5.34) for k = {0,1}
16:  Obtain B}y = 220U
17: if B}, > By, then

18: Decide H; and set stop = True
19:  elseif B, < By, then

20: Decide Hy and set stop = True
21:  else

22: Setn=n+1

Output: Decision taken, n

on whether x* = 1 or x" = 0 we update S’f, 1k OF Sz 1 Note that these updatings are straightforward according
to Lemma 5. If s" = 0, then S’l"’I’k = 1. And if s" > 1, then S’f,l_’k = (lf’k + 5" — I)Sﬁ}c A similar reasoning
applies to S5, , and S5, ;.

With all fhis, we propose an Algorithm that makes use of the procedure described above to sequentially
update the marginal distributions p(x"|H}) in order to obtain a sequential test, based on the Bayes factor Bo.
We provide as inputs to the algorithm the A¥ prior values and the w; weights for each [ value, as well as the
threshold values B; o and B, ; that we wish to establish as stopping rules. When a new sample x" arrives, the
algorithm updates the two marginal distributions p(x"|Hp) and p(x"|H;), obtains the Bayes factor at sample n
B, and compares it to the two thresholds. If Bjgp > By, the test stops and H; is accepted. If Bjp < Bo,, the
test stops and Hy is accepted. Otherwise, a new sample is obtained. The whole procedure is summarized in

Algorithm 13. Observe that this algorithm is very efficient, because:
* We do not need to evaluate any gamma function.
* Only sums, products and divisions are involved in each algorithm iteration.

» The updating is based in a constant number of operations as each new sample x" arrives, thus, our

algorithm has a linear number of operations with L and constant with n.

All these reasons make Algorithm 13 very suitable for an environment with limited resources, as a WSN.
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5.5.3 Bayes Factor vulnerability to intelligent attacks

However, the BF test we just presented can also be vulnerable to the intelligent attack from Theorem 4. From
(5.27), we have that:

(x"|Hy)

log (B1o) = log (p(

px|H0)> =log (p(x"|H1)) —log (p(x"|Ho)), (5.39)

and, from (5.34) and (5.37), we know that

L St.Ss
1,1,k~2,1k
n‘Hk E W[S]k— E wWy— 57 . (540)
3,1k

If x* = 0, using Algorithm 13, we can formulate (5.40) as:

L Lk n—1 qn—1
At +n—s"—1 81155k

p(x"|Hy) , (5.41)

"R s

and equivalently for x* = 1:
1 an—1

P Hy) = i lll’k +s5" =1 S Sk (5.42)

=1 }Lll’k + lzl’k +n—1 Sg’j}

If we particularize for L = 1, we obtain that:
AL .
ll?k PIL; 1p()c"_1|Hk) if x"=0

pH) =4 M T T , (5.43)

?Lll’k+s" —1
M -1

p(X*YH,) if x*=1

which, by taking logarithms, becomes:

log <121’k +n—s"— 1) —log (kll’k—f—lzl’k +n— 1) +log (p(x"'|Hy)) if x"=0
log ()Ll”‘ T 1) “log ()Lll"‘ A - 1) tlog (p(eYHy)) it =1
(5.44)

and hence, (5.39) can be rearranged using (5.44) in a similar way to (5.11). Thus, it would be possible to adapt
Theorem 4 also to exploit our BF sequential test. Note that in case that L > 1, the sums in (5.41) and (5.42)

log (p(x"|Hy)) =

b

make that the results of Theorem 4 do not apply directly, as the presence of more complex prior functions
significantly complicates finding the optimal control law. In this case, a possible approach would be using the
DP approach shown in Lemma 1 in order to obtain the optimal attack control policy for the AS.

5.6 Empirical results

In this Section, we provide empirical results on the theoretical developments of this Chapter:

* First, we focus on the CSMA/CA problem presented in Chapter 4 and evaluate the impact that an

intelligent attacker following Theorem 4 may have on the defense mechanism.
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6 Attack Hy H; ND | Lenght | R,y=0.5 | R,y=0.7 | R,y=0.9
No attack | 0.256 | 0.01 | 0.734 | 185.42 0.39 0.66 1.98
0.25 Naive 0.016 | 0.286 | 0.698 | 182.01 0.48 0.82 2.48
Intelligent 0 0 1 200.0 2.00 3.31 7.94
No attack | 0.854 | 0.042 | 0.104 | 99.02 0.36 0.61 1.95
0.3 Naive 0.034 | 0.854 | 0.112 | 93.83 0.62 1.02 3.00
Intelligent 0 0 1 200.0 1.99 3.10 6.23
No attack | 0.964 | 0.036 | 0.0 30.33 0.44 0.70 2.00
0.4 Naive 0.044 | 0956 | 0.0 26.88 0.81 1.32 3.44
Intelligent 0 0 1 200.0 1.89 2.69 5.15

Table 5.2 Results for the CSMA/CA detection problem using SPRT without truncation, when 6y = 0.2 and
01 = 6p+{0.05,0.1,0.2}. Hy, H; and ND are the probabilities that the SPRT decides Hy, rejects Hy and does
not reach a decision respectively. Length is the average samples needed to make a decision. R is the total reward,
computed using (5.17), for different values of y. Note that the intelligent attack described in the previous
Section is able to successfully overcome an SPRT based defense mechanism.

* Then, using the same CSMA/CA problem background, we study the impact that having prior information
may have on the speed and error of the sequential test by comparing the counting rule, SPRT and our BF
test.

* We then study the effects of using our OCSVM-SPRT defense mechanism in the CSMA/CA problem.
We discuss both the influence of the OCSVM-SPRT parameters on the total error and its performance
when compared to SPRT.

* Finally, we introduce the SSDF attack and show how our OCSVM-SPRT procedure can be used together

with other defense mechanisms in order to improve the resistance against attacks.

We remark that the defense mechanism has imperfect and incomplete information about the sensors: it
has incomplete information because it does not know which are GSs and which are ASs, and it has imperfect
information because it does not observe the mixed actions of a sensor, but its actions realizations.

5.6.1 Simulation 1: Intelligent attacks against SPRT in the backoff attack

First, we evaluate the impact that an intelligent attacker as the one already described would have on the
CSMA/CA problem of Chapter 4. Let us assume that we have a single AS, and that the Server only has access
to the actions realizations of the sensors in the WSN. As in Chapter 4, we assume that the defense mechanism
is able to detect instantaneously when an agent deviates from the binary exponential backoff, hence, the actions
of the agent are a binary variable, whose values correspond to the case in which the agent follows the binary
exponential backoff or not. We assume that the repeated game strategy is UNR, and the Server wants to know
whether each sensor is following 6y = z,, by using an SPRT without truncation. In this case, for simplicity, we
assume that z, = 6y = 0.2 and that 8; = 6y + {0.05,0.1,0.2} in order to test several cases. We test for the case
in which there is no attack, i.e., the behavior that a GS would follow in which z, = 6y, the case in which there
is a naive attack, i.e., the sensor uses z, = 01, and the intelligent attacker already described, where we consider
that SPRT is not truncated, but for practical reasons, we interrupt the simulation after N = 200 SPRT stages:
we note that the test might not have decided by that time. For each case, we average 500 runs of each test and

the results are in Table 5.2, where we observe that:
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Fig. 5.7 Simulation result curves. Note that our proposed BF approach obtains a lower averaged total error
using fewer samples n than the counting rule and SPRT, for all the s and € values tested. In the BF approach,
the tested values of € have a greater impact than the values of s on the test ATE. This is to be expected, since
€ controls the sensitivity of the test. For all the values tested, our BF approach significantly outperforms the
counting rule and SPRT.

* In case that there is no attack, the result of the SPRT correctly detects that x* ~ Hy. However, note that as

6, — 8y decreases, the number of samples required to make a decision increases and hence, the number
of tests which have not made a decision after 200 samples increases. This is an expected result: when
both 6 values are close, the decision is harder to make as the distributions under both hypotheses overlap
significantly.

The naive attack is easily detected in most cases, especially as 6; — 6y increases. Note that, again, as
6 — 6y increases, the number of samples required to make a decision decreases. Observe that in all cases,
the reward obtained by the naive attack is larger than the reward obtained if there is no attack: hence,
even a naive attack is an option for an attacker against an SPRT.

The intelligent attack presented in the previous Section is able to successfully overcome the defense
mechanism: it is never detected and its reward is significantly higher than in the other two cases, for all y
and 0; values.

Hence, if in the CSMA/CA problem, the deviations were detected using an SPRT mechanism, it would

be vulnerable, not only to our intelligent attack, but also to a naive attack: note that there is an increase in the

reward under both cases.
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5.6.2 Simulation 2: Bayes Factor test performance in the backoff attack

Now, let us assume that the server is testing the stream of actions of a GS, that is, we consider that now there
is no attack, in order to compare the BF test we propose with the Counting Rule, which, as we indicated, is
commonly used and hard to beat due to being the universally most powerful test [44]; and also to the SPRT
procedure already described. Our main objective is to compare the performance of these three tests when there
is no attack. Since the counting rule and SPRT performances are not directly comparable to BF, we use an
Averaged Total Error (ATE) metric to compare them:

Y Dec,
Y Dec’

ATE = (5.45)
where Dec, are the erroneous decisions and Dec the decisions made by an HT. For this simulation, we employ
a set of 21 Bernoulli parameters ;. linearly spaced in the interval [0,0.5]. Then, we fix 6y and we perform
100 hypothesis tests for each 6.y, using both the counting rule and our BF method. After each of these
hypothesis tests, we obtain the ATE by adding the number of erroneous decisions taken and dividing by
the 2100 simulations performed. Note that this means that ATE (5.45) gives us an averaged measure of the
decision error over the 6, values. We simulate for z, = 6y € {0.1,0.3}. For the counting rule, we use
o € {0.01,0.1} and employ 20 logarithmically spaced values for z in the interval [5,500]. For SPRT, we use
o= €{0.01,0.1} and define 8; = 6y + 0.1, which as seen in Table 5.2, provides a good balance between
samples taken and test accuracy. Also, for SPRT, we truncate the test after 500 samples, and returns H if no
decision has been achieved at the end of the test.

For the BF approach, we use as decision thresholds By ; = 371 and B1; = 3, following [119]. We also need
to choose the prior parameters. For the simulations, we use L = 1 Beta prior distribution for simplicity, and we
define the Beta parameters as a function of two values: the strength of the prior, defined as s = l{‘ + 12" , which
denote the confidence we have in the prior, and € = 8; — 6, which controls the sensitivity of the BF test. Since

the mean of the beta distribution is: A
1

”:lﬁ-?@’

we set L = 6y and obtain the Beta distribution parameters for the set (s, 6, €) as:

2.1]’0 =s5-6)

M0 =5-(1—-6)
At =s-(6p+e€)
Ml=s-(1-6—¢)

(5.46)

In our simulations, we use (5.46) to define the prior distributions with € = {0.01,0.05,0.1,0.2} and
s = {1037 104}, that is, we test for two different confidence values in the prior and for different sensitivities
for the BF test. The results are in Figure 5.7, where we can observe that our proposed BF approach performs
significantly better than the counting rule in both ATE and the number of samples required to take a decision,
and is also better than SPRT. This means that using a sequential BF hypothesis test provides a lower average
error of decision taking a smaller number of samples, and both are crucial in a WSN.

We also observe that the total error using BF and SPRT is distributed around 6;.5; = 6y, while the counting
rule strongly concentrates its error on 6,5, > 6 in order to satisfy the restriction P(H;|Hp) < . That is, the
counting rule provides a bound in the type I error, i.e., &, but the type II error depends on n and increases as n

decreases: lower sample sizes yield a higher type II error. Finally, we note that the BF test performance could
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SPRT SPRT-OCSVM

NA | 97/3/0 93,2/6.8/0

SA | 3.6/96.4/0 2/98/0
OWT | 100/0/0 0/100/0
ONT | 0/0/100 0/100/0

Table 5.3 Test results for 8y = 0.5 and p = 0.05, for all the tests simulated. Each table entry is the percentage
of times that Hy was decided / Hy was rejected / no decision was taken. Observe how when facing the control
law from Theorem 4, SPRT is totally unable to detect the AS. However, the exact opposite happens with our
proposed SPRT-OCSVM mechanism: it always detects such an AS.

be improved by having a more detailed knowledge about the prior distributions. Observe that we used a simple
prior for these simulations, but in real life environments, in which a certain knowledge of the prior may be
present [168] [138], our proposed BF algorithm may perform even better. However, as we have noted, SPRT
and BF test are vulnerable to intelligent attacks, and hence, their performance might be seriously compromised.

5.6.3 Simulation 3: Testing the performance of OCSVM-SPRT in the backoff attack

Now, we go back to the case in which there might be ASs, and study the influence of the parameters of
OCSVM-SPRT on the Server detection capabilities. For this simulation, we fix o« = § = 0.05 for the SPRT;
note that these values satisfy the condition (5.19). We then test for 10 values of z, = 6y equispaced in the range
6y € [0.1,0.7], and for each 6y value, we define 6; = 6y + 0.2, that is, we use as 0; another 10 equispaced
values in the range 6; € [0.3,0.9]. For each 6y value, we train an OCVSVM using 500 different z vectors
generated from a Bernoulli distribution with 8 = 6y, using v = 0.1 and a Gaussian Kernel; each z vector has a
length M =5 and hence each z has a length of 9 samples. We then obtain the validation error using another 500
z vectors. We train 5 different OCSVM for each test and 6 value, using the OCSVM that provides the lower
value for the sum of the training and validation error.

For each pair of 6y and 6, value, we average the results for 500 runs of each test, where all the tests are
finished for practical reasons after 200 stages, where we note that the test might not have decided by that
time. We test for four different situations on the CSMA/CA problem, all of them considering that there is a
single sensor under test: (1) a situation of No Attack (NA), in which the sensor is a GS and hence, we have
that x" ~ Bernoulli(6y); (2) a naive, Simple Attack (SA) situation, in which there is a naive AS wuch that
x" ~ Bernoulli(0;); (3) an intelligent attack situation in which the AS uses the control law from Theorem 4
with N = 100, i.e., the test is truncated, which we denote as Optimal With Truncation (OWT); (4) an attack
situation in which the AS uses the same control law, without truncation, which we denote as Optimal No
Truncation (ONT). Each of these different situations are faced to an SPRT defense mechanism that uses (5.12)
and also, to our modified SPRT-OCSVM scheme, using p = 0.05, because, as Figure 5.6 shows, it provides a
good tradeoff in the error under both Hy and H;.

The results can be observed in Table 5.3 and Figures 5.8, 5.9 and 5.10. First, in Table 5.3 we show the
test results for 8y = 0.5, and we note how the control law proposed in Theorem 4 allows that the AS is never
detected under an SPRT defense mechanism. Note that the AS is able to either make that the SPRT test never
makes a decision if no truncation is done, or is able to be detected always as a GS if the SPRT is truncated.
However, our proposed modification, SPRT-OCSVM, allows detecting such an AS with high accuracy. As we
advanced, SPRT-OCSVM is able to perform better under attack by means of decreasing the test performance
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- NA, SPRT —A— SA, SPRT
—o— OWT, SPRT —— ONT, SPRT
-w- NA, SPRT-OCSVM -4- SA, SPRT-OCSVM
-o- OWT, SPRT-OCSVM - ~- ONT, SPRT-OCSVM

Fig. 5.8 Proportion of Hy rejections for the different schemes proposed as a function of 6y. The dotted lines
correspond to the o and 1 — 3 values of the tests. Note that under Hy, i.e., NA, our proposed SPRT-OCSVM
performs worse than SPRT, rejecting Hy more often; and under H;, SPRT-OCSVM works better than SPRT, as
we advanced in Figure 5.6. However, note that the improvement in detecting an AS following the control law
from Theorem 4 is dramatic: while SPRT is never able to detect it, SPRT-OCSVM always detects the AS.

under H, i.e., when there is no attack. These results apply to all the tested values of 8y, as can be observed in
Figure 5.8, where the proportion of times that each test rejects Hy is represented as a function of 6j.

In terms of the total cumulative reward in (5.17), we can observe in Figure 5.9 that an AS using the control
law from Theorem 4 is able to obtain a better reward by following that control law if the defense mechanism is
an SPRT. However, that control law is not successful against our modified SRPT-OCSVM: note that as y — 1
the AS receives no benefit in attacking, and it would receive a higher reward by behaving as a GS. Note that
this dependency on the value of y comes from the fact that lower values of y cause that the total reward strongly
depends on the rewards at the first time steps. Since any detection method takes some time to make a decision,
this problem cannot be easily solved. However, as y approaches 1, the AS puts a larger emphasis on future
rewards and in this case, the ability to camouflage becomes crucial if the AS wants to obtain a large reward.

Finally, in Figure 5.10 we can observe an example of the difference that our proposed approach has when
compared to the standard SPRT. Note that if the OCSVM detects a signal that does not follow the expected
spectral pattern, the modified LLR" from (5.25) starts growing with respect to the SPRT LLR". Eventually, this
means that the AS is detected. Also, observe that the OCSVM brings a very small increase, which is controlled
by the p parameter. As we noted, a larger p brings a higher detection under attack, because it increases the
LLR" faster, but that also means that the error increases under H.

5.6.4 Simulation 4: Using OCSVM-SPRT to enhance the defense in an SSDF attack

Now, we turn our attention from the CSMA/CA problem to the SSDF attack presented in the introduction of
this Chapter. We consider that we have a CSS WSN with I sensors, which send binary reports u%, to the FC
in order to make a decision about the channel state u’:i. Each report from the sensors to the FC is denoted by
the binary variable u,,, where u = 1 means that the channel is busy, # = 0 means that the channel is idle and
m € {1,2,...,1} indexes the sensors. We do not consider the details of the sensing mechanism used by the
sensors: see [257] for some possible schemes. Note that each uX, may differ from the actual u* due to errors
in the sensing method or due to the presence of ASs. We model the first case by assuming that each sensor
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Fig. 5.9 Detail on the total cumulative reward R from (5.9) obtained for an AS under the different schemes
proposed. For low values of ¥, the use of SPRT or SPRT-OCSVM does not bring significant differences.
However, as ¥ — 1, note how SPRT-OCSVM causes the AS to obtain a lower reward than if he did not attack.
While the AS obtains an advantage in terms of R against SPRT by using Theorem 4, this advantage vanishes
when facing our proposed SPRT-OCSVM mechanism.

has a probability of obtaining a wrong sensing result P,, which is independent and equal for all sensors. We
consider P, to be constant and independent among the sensors. Thus, in this case, each u,, follows a Bernoulli
distribution of parameter P if u = 0 and 1 — P, if u = 1. We base our model in P, because it simplifies our
analysis significantly and it is flexible enough to take into account different phenomena: related to the channel
as the shadowing and fading in the sensors or related to the sensing procedure chosen.

Some possible naive SSDF attacks are always yes (AY), i.e., the AS always reports u*, = 1; always no (AN),
i.e., the AS always reports uﬁ = 0 or always false (AF), i.e., the AS always reports the opposite of what it has
sensed. Even though these are naive attacks, they often appear [41], [260], [238]. To these attack strategies, we
add the control law from Theorem 4, which we name Intelligent Attack (IA).

We use SPRT and our OCSVM-SPRT algorithm to enhance the defense mechanism. For each sensor m,
we run an instance of SPRT or OCSVM-SPRT in order to detect sensors that are deviating from the expected
behavior of a GS, where each x" is composed by the u’,‘n values for sensor m. Note that in this case, if the
transmission probability of the primary is B, the probability of receiving uX, = 1, which is used to define the
null hypothesis, is 8p = (1 — P;) - B+ P.- (1 — P,,). If sensor m is detected as an AS, the sensor is banned from
the WSN and is not called again for reports.

The whole FC procedure can be seen in Figure 5.11. At each time step k, the FC asks for a report to a
sensor m. This sensor m is randomly selected among the sensors not banned if the majority rule is used, and
under EWSZOT sensors are sorted by their reputations, following Algorithm 12. Then, a defense mechanism
is used to update the list of banned sensors, and if sensor m has not been banned, its report is used to update
the fusion rule. If more information is needed to make a decision, then the process starts over; otherwise, the

decision u’:i is returned.
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Fig. 5.10 Example of detection for 8y = 0.5 and 6; = 0.7. The blue lines are the LLR" thresholds from (5.6).
In both cases, we compare a realization of the control law from Theorem 4 without truncation, using SPRT
(black) and SPRT-OCSVM (red). The dashed vertical line indicate when each test ends. Observe that, as in
Figure 5.2, the SPRT is unable to detect the attack. However, SPRT-OCSVM is able to do so: when it believes
that there is an AS, it starts increasing slowly the LLR, value using (5.25). Note that this means that eventually,
the AS is detected.

\ . YES .
NO ut? ul)

Fig. 5.11 Flow diagram for each time step k of the SSDF problem. The sensor list contains the list of sensors
banned and not banned, and hence, it is used to determine to which sensors the FC asks for a report and takes
into account in the fusion procedure.

We run this attack in a WSN with 7 = 10 sensors with P, = 0.5. We test for three possible defense
mechanisms: no defense mechanism, an SPRT and an OCSVM-SPRT mechanism. The two latter cases use
6=(1—P)-P,+P.-(1—PF;), 0, =6)+0.1 and ¢ = B = 0.01. We use the OCSVM defined in Section 3.3.3
with p = 0.05. Regarding the fusion rule parameters, we set N, = 20 for the majority rule, and for EWSZOT,
we use g = 5.51 as in [260] and ¢ = 2. We truncate all tests after N = 20 reports, as this is the normal case in
practical implementations to avoid lockouts.

We define a grid on the number of attackers and the sensing error combining {0,1,2,3,4,5} ASs and
P.=1{0.1,0.2,0.3}. As attack strategies, we use AY, AN, AF and IA, and as defense mechanism, we use no
defense mechanism, SPRT and OCSV-SPRT. For each combination of these parameters, the results are averaged
over 50 realizations of each test, with K = 50. The results can be observed in Figures 5.12 and 5.13. All attacks
are successful and increase their harm with the number of ASs: this is specially remarkable for the IA case,
since the control law that the ASs follow was not derived against the fusion rules used, i.e., the fusion rule used
by EWSZOT (5.15) differs from the SPRT mechanism (5.4). Note that using our proposed OCSVM-SPRT
defense mechanism does not cause any negative impact in the decision error, and it does help against the IA as
it provides the best results and helps to decrease the error for all the fusion rules tested. Hence, OCSVM-SPRT
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(b) FC average error for the Always False (AF) attack. From left to right: P. = {0.1,0.2,0.3}. Lower is better.
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—=— OCSVM-SPRT + Majority rule —=— OCSVM-SPRT + EWSZOT

Fig. 5.12 Results for AN and AF attacks. Note that all attack strategies are successful, since the error increases
with the number of ASs. In these two attacks, the choice of the defense mechanism does not make a significant
difference, as happens in the other two attacks, see Figure 5.13.

can be used as an additional security layer against SSDF attacks, which keeps track of the behavior of each
sensor, and bans those who deviate from the expected behavior. Note that OCSVM-SPRT needs an increased

computational power in order to obtain this additional security.

5.7 Conclusions

In this Chapter, we have dealt with asymmetry in attacks, by assuming that the defense mechanism presents a
fixed behavior, while the attacker optimizes dynamically its behavior in order to exploit the defense mechanism,
and also that while the attacker had perfect and complete information, the defense mechanism had imperfect
and incomplete information. The key idea that we have studied are sequential tests, in which a decision is made
on whether a data stream follows a certain distribution or not. One popular sequential test is SPRT, which is the
base for many current WSN defense mechanisms.

As we have noted, SPRT has a dangerous underlying assumption, which is that the distribution of the
data stream does not change with time. We have shown that a dynamic attacker as the one we propose in this
Chapter is able to successfully exploit an SPRT procedure without being detected. As SPRT can be studied as
an MDP, we can attack it using DP tools; however, in our case we could derive the control law by reasoning
on the control problem. Hence, the equilibrium conditions seen in Chapter 4 are not valid anymore, as now
the players need to take into account that a deviation in time step n will not be observed at that time step, but

possibly many time steps afterwards. This means that the equilibrium conditions become harder to check, as
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(b) FC average error for the Intelligent Attack (IA). From left to right: P. = {0.1,0.2,0.3}. Lower is better.

—e—  No defense + Majority rule  —e—  No defense + EWSZOT
—a— SPRT + Majority rule —a— SPRT + EWSZOT
—=— OCSVM-SPRT + Majority rule —=— OCSVM-SPRT + EWSZOT

Fig. 5.13 Results for IA and AY attacks. Note that, again, all attack strategies are successful, since the error
increases with the number of ASs. In the AY attack, note that not having a defense mechanism and using the
Majority rule significantly increases the error. In case of IA, note that as P, increases, OCSVM yields a lower
error.

now there is significantly more room for one-shot profitable deviations. Thus, in many cases the players cannot
do better than using their NE, which guarantees them a minimum payoff, and this is due to not having perfect
information anymore. A consequence is that the framework of RGs may not be the best for the case in which
we cannot detect a deviation instantaneously, which happens often in realistic situations. But also note that,
since the defense mechanism does not have complete information, the NE may not be computed, and a different
concept, Bayesian Equilibrium, should be used instead.

We also note that the actions for the ASs in the CSMA/CA game from Chapter 4 were following the backoff
procedure or not. However, in real environments, the defense mechanism does not know this and needs to
perform an HT to detect deviations, as we explain in Chapter 6. Due to all these reasons, it is better to use
a Partially Observable framework to model the backoff attack, in order to take into account the imperfect
information. In Chapters 6 and 7, we adapt the backoff attack behind the CSMA/CA game to a partially
observable framework in order to being able to find strategies for the case in which the players cannot detect
deviations instantaneously and without error, that is, an imperfect information setup.

In order to alleviate the effects of the attack, we have used an OCSVM in order to detect deviations from the
expected probability distribution of the data stream. Our simulations show that it achieves good results against
our proposed attack, significantly increasing the number of detections. Moreover, we have described a CSS
WSN, in which the defense mechanisms used were based on SPRT, and there we have seen how our proposed
OCSVM-SPRT can be used to enhance the performance of the defense mechanism against several attack types.
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However, we may think that changes in the attack strategy may allow an intelligent attacker to use a control law
different from the one in Theorem 4 in order to overcome as well the OCSVM-SPRT test. In Chapter 6, we
use RL tools that allow an intelligent agent to learn to attack a possibly unknown defense mechanism, i.e., we
assume that the attacker now has incomplete information.

Also, we have noted that SPRT is unable to incorporate prior information. In order to address this, we have
developed a sequential test based on Bayesian tools which allows incorporating prior information to enhance
the test. We get closed form expressions of the probability distributions, which allows us to obtain a sequential
test implementation of special interest in WSN. Our algorithm is very efficient, and in terms of performance, it
provides a lower average error and requires fewer samples to decide than the counting rule and SPRT. Thus, it is
specially suitable for WSN and applications where having a low number of samples is key, and also where there
is prior information available for the test: it could be applied, for instance, to sensor fusion problems [178].
However, this test, as we show, is also vulnerable to attackers which can adapt their behavior dynamically.

Hence, in this Chapter we show that an attacker that is able to dynamically adapt its behavior can significantly
harm a static and known defense mechanism using the MDP tools introduced in Chapter 2. There are two
important questions that arise: the first is what happens if the attackers do not have an explicit or detailed
knowledge of the defense mechanism, i.e., they have incomplete information. As we show in Chapter 6, in
this case the attackers can use RL tools successfully, provided that they can interact with the system. Hence,
Chapters 5 and 6 show that static defense mechanisms, which do not adapt to attackers can be very vulnerable
to intelligent attackers. As we note in Chapter 6, this situation is dramatic because many current defense
mechanisms are ad hoc designed against specific attacks, but a slight change in the attack may successfully
exploit the defense mechanism. Hence, the second important question that arises is what kind of defense
mechanisms can be used against such intelligent attackers. In Chapter 7, we propose one intelligent defense
mechanism which is based on IRL tools which is able to deal with such intelligent attackers.



Chapter 6

Intelligent attacks against unknown
defense mechanisms

6.1 Introduction

In Chapter 5, we have seen how a dynamic attacker is able to successfully exploit a defense mechanism which
is static if the attacker has perfect and complete information. As shown, this has a strong impact regarding
WSN security in both the CSS and CSMA/CA problems that we are addressing in this work. However, these
two assumptions can be challenged in real life environments, as an attacker may only have a partial observation
of the defense mechanism state and not know exactly what the defense mechanism is doing. Hence, in this
Chapter we move to situations in which the attacker has imperfect and incomplete observation of the defense
mechanism, but we still assume that the defense mechanism is static and the attacker dynamic: this is a logical
continuation to Chapter 5 as Table 6.1 shows.

As we have already indicated, a lot of effort is devoted nowadays to WSN research [251], [191], [162],
where security is one of the key challenges addressed. On one side, the communication protocols and standards
used in WSN include security solutions, but most of them are still at a proof-of-concept level according to
[220]. On the other side, the existing defense mechanisms are addressed to concrete attacks in concrete setups,
such as CSS [72], the 802.15.4 MAC protocol [210] or mechanisms combining different layers [229], to cite
some of them. Two related issues that arise with current defense mechanisms are the problem of ad hoc defense

and the problem of optimality:

* As it was advanced in Chapter 5, the problem of ad hoc defense arises because defense mechanisms are
designed against concrete attacks [72], [210], [229], and hence, changes in the attack may severely affect
the performance of the defense mechanism. Indeed, this is the usual procedure followed in many works:
a defense mechanism is shown to be vulnerable to a concrete type of attack and an improved defense
mechanism is proposed, as in [260], [151], [167], [256], [172], [229], [250] and [23]. This means that a
possibly minor attack variation may severely affect the performance of a certain defense mechanism.

* The problem of optimality arises because attack and defense mechanisms are usually complex to model
analytically. This means that the efficiency of most defense mechanisms is only evaluated empirically
and hence, we do not know if a concrete defense (or attack) mechanism is optimal against a concrete

attack (or defense) mechanism, nor we know how far from optimal performance is that mechanism. Note
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Chapter | CSMA/CA | CSS | Player | Information Observation (A/S) Behavior
Attack Complete Mixed / - Static
4 Yes No Defense | Complete Mixed / - Static
Attack Complete - / State Dynamic
> Yes Yes Defense | Incomplete Realization / - Static
Attack | Incomplete | Realization / Observation | Dynamic
6 Yes Yes . .
Defense | Incomplete Realization / - Static
7 Yes No Attack | Incomplete | Realization / Observation | Dynamic
Defense | Incomplete | Realization / Observation | Dynamic

Table 6.1 Table comparing the different setups used in Chapters 4-7. CSMA/CA. i.e., the backoff attack, and
CSS, i.e., the SSDF attack, denote whether each of these setups is used in the Chapter. Information denotes
whether each player knows the target of the other player (Complete) or not (Incomplete). Observation refers to
what each agent observes with respect to the actions / states of the other players: regarding actions, they observe
the mixed actions or the actions realizations, and regarding states, they observe the state or an observation of
the rest of players: this is related to having perfect or imperfect information. Behavior refers to whether the
player adapts its behavior with time or not.

that this problem is closely related to the ad hoc defense problem: since we do not know which one is the
optimal attack against a certain defense mechanism, i.e., the attack that harms the most such defense
mechanism, we do not know how the defense mechanism performs against a variation of the attack.
While in Chapter 5 we have been able to derive the optimal attack against an SPRT defense mechanism,

it is not frequent having theoretical results in defense mechanism works.

In this Chapter, we show that these two problems can be used by intelligent and dynamic attackers to
exploit unknown defense mechanisms. Along this Chapter, we again use the MDP framework to model several
attack mechanisms in WSN. An MDP can be learned by an attacker using RL tools, and hence, they may
take advantage of the ad hoc defense problem to exploit a possibly unknown defense mechanism simply by
interacting with it. Currently, RL tools are used in WSN several problems, such as routing, data latency, path
determination, duty cycle management, QoS provisioning or resource management [9]. The problem of WSN
security also takes advantage of the recent advances in Deep Learning [202], [244]. The idea of applying RL to
cyber security is not new [38], [86]; to mention some examples, Deep RL tools are used in WSN security to
detect spoofing attacks [243], for mobile offloading [245], [242], to avoid jamming [12], [87] and to model
Denial-of-Service attacks [134]. As noted, the advances in Deep RL potentially open the door to designing an
attacker which learns to exploit a possibly unknown defense mechanism. Thus, the question is, in a WSN in
which there are several GSs and one or more ASs, how do current defense mechanisms perform against RL
based attackers? Can we learn an attacker using RL tools that exploits unknown defense mechanisms simply by
interacting with them? As we show in this Chapter, the answer to the latter is affirmative.

In this Chapter, we make use of three environments. The first one is a hard fusion SSDF attack against a
CSS WSN, in which we use as defense mechanism EWSZOT, which was introduced in Chapter 5. The second
one is a soft fusion SSDF attack against a CSS WSN: in this case, we assume that the report of each sensor
is the energy level thy sense, and hence, the reports are not a binary variable as in the hard fusion case, but a
continuous value. Note that this problem presents a larger dimensionality from the point of view of the attacker,
as it does not have to choose between two values, but among many possible energy values. And finally, we also
include a partial observation backoff environment: we now assume that the defense mechanism only observes

the backoff periods of each sensors, and has to make a decision on whether a concrete sensor is following the
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binary exponential backoff procedure or it is deviating. We use two statistical tests as defense mechanisms
against the soft fusion SSDF attack and the partial observation backoff attack, which are described in Section
6.2.

Then, Section 6.3 is devoted to thoroughly modeling the hard fusion SSDF attack using MDP tools. Note
that an MDP model of the backoff attack is presented in [28], hence, we focus on the SSDF attack case, which
is not solved yet. Also, note that we choose to model the hard fusion case because the reports, which are related
to the actions of the agents, are discrete, which fits the MDP framework presented in Chapter 2. The MDP
model obtained can be used to evaluate the theoretical performance of a given attack policy or to obtain the
optimal attack strategy. However, the main problem that this approach faces is that the probability transition
function may not be possible to obtain analytically if the problem has a large dimensionality, even if we have
complete information.

In order to address this situation, in Section 6.4 we focus on the soft fusion SSDF attack and the partially
observable backoff attacks, which present a higher dimensionality than the hard fusion SSDF attack solved in
Section 6.3. Section 6.4 expands the previous one in several points. First, we do not assume that the state is
observable for the ASs: they will only have partial information of the defense mechanism, which is a more
realistic setting. Second, we now study two different defense mechanisms: the soft fusion SSDF attack, in
which the action space is continuous, and the partially observable backoff attack, in which the action space is
discrete, and we propose a Deep RL Attacker (DLA) which is able to work with both types of action spaces,
thus, giving it more flexibility. Third, we focus on the case in which there are more than one AS, enabling the
ASs to communicate their observations to other ASs in order to better exploit the defense mechanism. Since all
the ASs have a common goal, which is to exploit the defense mechanism of the WSN, the ASs are a swarm and
hence, we use the swarMDP model [211] presented in Chapter 2.

Then, Section 6.5 presents several simulations which show the potential of the work of this Chapter. First,
we validate our MDP model of the hard fusion SSDF attack and obtain optimal strategies. Note that we are able
to obtain analytical results with respect to the performance of the attack in this environment because it is a low
dimensional problem, that is tractable using DP tools: it is frequent that research on WSN defense mechanism
only provides an empirical validation of the approach. One exception is [250], where the effects of the covert
adaptive data injection attack is evaluated on a distributed consensus-based CSS network. The efficiency and
efficacy of their proposed defense mechanism is assessed both analytically and using simulations. However, we
focus on a centralized data fusion scheme. Another exception is found in [115], where the performance of a
centralized CSS scheme under an SSDF attack is evaluated. However, they do not make use of a CSS defense
mechanism, which significantly simplifies their analysis: our approach allows taking into account defense
mechanisms. We also use RL tools to learn the attack strategies and show that they provide quasi-optimal
results in the hard fusion problem. And finally, we also test our DLA architecture on the two high-dimensional
problems, the soft fusion SSDF attack and the partially observable backoff attack.

Hence, with respect to Chapter 5, we keep on studying intelligent attacks under a control perspective, but
in this Chapter we drop the assumption that the attacker knows the defense mechanism parameters: rather, it
learns by interacting with it. We also drop the assumption that the attacker observes the state, and now it has
access to a partial observation: we move from an attacker with perfect and complete information to another
with imperfect and incomplete information. This Chapter shows that the attack strategy that we propose, based
on RL tools, is a significant threat against current WSN defense mechanisms.
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6.2 Defense mechanisms

In this Chapter, we again continue with the two main attack environments of this work: the SSDF attack in a
CSS WSN, and the backof attack when using CSMA/CA in the MAC layer of a WSN. As we already mentioned,
we start working with EWSZOT, which has been described in Chapter 5. We obtain a theoretical model for
EWSZOT, which will allow us to show (1) that such models are hard to obtain and (2) that RL tools can exploit
an unknown defense mechanism. Then, we move on to develop an advanced Deep RL based attacker, which we

test on a soft fusion SSDF attack and a backoff attack. We introduce important novelties in these attacks:

* Regarding the SSDF attack, the first part of this Chapter focuses on hard fusion using EWSZOT, as in
Chapter 5. However, for the second part of the Chapter, we move on to a soft fusion problem, because (1)
we will already have proposed an optimal EWSZOT attack, thus EWSZOT could be considered solved,
and (2) the soft fusion problem has a significantly larger dimensionality, as the reports now are the energy
measured by the sensors, which is a continuous variable, instead of a binary decision on the channel state
as in the hard fusion case.

* Regarding the backoff attack, we already noted in Chapter 5 that in real life environments a defense
mechanism does not know instantaneously whether a sensor respects the binary backoff procedure or
not. Rather, the defense mechanism can apply a statistical test to the observed backoff periods. In this
Chapter, we move to this situation, which is more realistic as the defense mechanism only observes the
backoff periods of each sensor and then tries to decide whether each sensor respect the binary exponential
backoff or not. Note, also, that we do not assume that the ASs follow a uniform backoff, as they learn an
optimal attack policy against the defense mechanism.

6.2.1 Soft fusion SSDF Attack

As we have already explained, the SSDF attack is addressed against a CSS WSN in which several sensors send
a report on the channel state to a central FC. Several defense mechanisms have been proposed to deal with
SSDF attacks, depending on whether the sensor sends only their decision to the FC, known as hard fusion,
or the sensors also include additional information about the certainty of their decisions, known as soft fusion.
Some defense mechanisms for the hard fusion case are Weighted Sequential Probability Ratio Test (WSPRT)
and EWSZOT [260] and for the soft fusion case, a statistical test based on the energy level distribution [229]
and Enhanced WSPRT (EWSPRT) [260]. Many challenges remain open in this field, as [257] shows.

Let us now focus on the soft fusion case, and let us consider that the report sent by the sensor m to the FC
is the energy level E,, that it senses. As shown by [221], if the channel is idle, i.e., there is only noise in the
channel, E,, follows a chi-square distribution, whereas if a signal is present, E,, follows a non-central chi-square
distribution. Thus, it is possible to use an HT to make a decision, where Hy means that the channel is idle, and
Hi means that the channel is busy:

75221( if Hy

Ey ~ . : (6.1)
{ X3 (2SNR,,) if Hy

where £ is the time-bandwidth product and SNR,, is the signal-to-noise ratio in sensor m. An illustration of
these probability distribution functions can be found in Figure 6.1.

In [229], a soft fusion SSDF attack is proposed, which consists in reporting honestly E,, if E,, > & and
En+AifE, <&, where A and & are attack parameters: A is the bias in the energy level introduced by the AS
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Fig. 6.1 Tlustration of the probability distribution function (pdfs) of the chi-squared distributions from (6.1).
The thick pdf corresponds to the Hy case: the chi-squared xzzk distribution; and the thinner pdfs correspond to
the H case: the non-central chi-squared 3 (2SNR,,) distributions for SNR values {2,4,6,8, 10}, from left to
right in the plot. For all curves, k =5 is the time-bandwidth parameter. Observe that, as the SNR increases, the
pdf curves are more separated for Hy and Hj.

and & is the attack threshold. In other words, the AS reports that the channel is busy when it is actually idle
when a certain threshold in the energy level is satisfied. We set A by using the means of the distributions (6.1).
The mean values u of the distributions under Hy and H; are:

to =2k, W =2k+2SNR,. (6.2)

We set A = 1y — Up = 2SNRy,, resulting in a defense mechanism that is tuned to detect a bias that tries to
simulate the E), values when the channel is busy. Graphically, according to Figure 6.1, this A value translates
the Hp pdf to the right A units. Depending on the value of &, E,, values that are actually produced under H; are
also translated and some E,,, measurements produced under Hy are not. Note that if the probability distribution
functions under Hy and H; are close and overlap significantly, i.e., SNR,, is low for sensor m, attacking will be
unnecessary in many cases.

We denote by Gy the situation in which an AS does not attack, and G| when it attacks. Under attack, the
pdf from (6.1) can be written as:

e if Go,Hy
X3 (2SNR,,) if  Go,Hi
W5+A if G Hy
X3, (2SNR,,) if Gy,H,

E, ~ , (6.3)

where we approximate the situation G, Hy by a translation of the chi-squared pdf when Gy, Hy. The accuracy of
the approximation depends on the threshold & value. Also, observe that (6.3) assumes that under H; hypothesis
there is no attack: again, this assumption is an approximation that depends on &.
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Against this attack it is possible to use the defense mechanism proposed in [229], which is based on two
Neyman-Pearson tests. The first test decides whether sensor m senses a busy channel using reports from other

Sensors:
IMI P(E; = ei|H)) Hl IMI E; = ei|x3,(2SNRy,)) H o 64
i=1.i mP E _ellHO) HO 1i#m E _el|X2k) Hy ’

where H) and Hj are the energies from (6.1) and 7 is the threshold of test 1.
The second test is used to individually detect which sensors are providing false reports, i.e., the sensors that
are ASs. This test is only used for sensor m if Hy was the result of test 1, i.e., only noise detected, using the

expressions from (6.3) as:

P(Em = em|G1 HO) P(Em =€m— AlXZk >

1
(6.5)
P(E,, = en|Go,Hp) G< P(E, = em|7Czk) Go ¢

where { is the threshold of test 2.

Test 2 allows detecting whether a sensor m is attacking or not. The defense mechanism keeps a reputation
scheme, in which there are two vectors of size m: r and s. The m-entry of each vector keeps track of how many
times sensor m has attacked (s) and how many times sensor m has not attacked (). The reputation of each

sensor tpyy is computed as:
r—+1
t = 6.6
PHY = L (6.6)
where, if tpgy falls below a certain threshold Apgy, the sensor is considered to be an AS and it is banned from

the network.

6.2.2 Partially observable backoff attack

We have already introduced the backoff attack in Chapter 4: it is an attack that affects to the MAC layer of
any protocol that uses CSMA/CA mechanism, such as IEEE 802.11, [111] and most WSN proposed MAC
protocols [57], [249]. If the attack is successful, the ASs reach a higher share of the network throughput by not
respecting the backoff procedure.

We now focus on the realistic situation in which the defense mechanism has only access to the past backoff
periods used by each sensor: thus, note that we are in a partial observation setup. In order to detect whether
a sensor is following the binary exponential backoff procedure or not, we use a modified Cramer-von Mises
statistical test [10] as in [229]. This test is fast to compute and allows deciding whether a stream of data is
adjusting to a certain distribution, using the cumulative distribution function (CDF). We denote by x,, the
observed backoff time, which is the estimated backoff window size that sensor m has used and is observed by
the FC: as shown in [229], it can be estimated using the values in (4.10), where the value of each parameter is
in Table 4.2.

In order to model the real distribution of the window backoff we follow the binary exponential procedure
which was already desribed in Chapter 4 following [111]. If we consider that p, is the collision probability, n, is
the number of collisions and U [a, b] is the random integer uniform distribution between a and b; the distribution
of the window backoff if there is no attack under following the binary exponential backoff procedure, fo(xp,), is

e U0,251) p. ple(1— if n.<5
fo(xm):{ Z,:oU[ 2] wp. pec(l=pe) i ne<5 ©67)
0

[0,22H] 4+ ¥ U[0,2"] wp. ple(1—pc) if ne>5
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where w.p. stands for with probability. The collision probability p. can be estimated by the FC by counting the
number of successful transmissions and the number of collisions, and computing the proportion of collisions.
Using (6.7) and the estimated p., we can obtain Fy(x,,), the cumulative distribution of fj(x,,).

As in [229], we need K observations x,x», ...,xx from sensor m, which are used to obtain Fj, the empirical
CDF of the window size from sensor m. The test also requires L samples y{,yz,...,yr generated from the real
distribution when there is no attack, fy(x;). The test statistic 6 is obtained as

K
01 = Y. sen(Fo () — Fi (o)) [Fol(m) — Fi ()],

j=1
L
0, =Y sgn(Fo(ym) — F1 (m)) [Fo(ym) — F1 (ym)]?, (6.8)
=1
KL
0= K+L? (61 +62),

where sgn(x) is the sign function. The value of € gives a measurement of differences between the two CDFs.
The magnitude of 0 depends on the difference between the cumulative distributions, i.e., if Fy and F; differ
significantly,

0| will be large. Also, observe that the sign information is crucial to determine whether Fj is
above or below F, a positive 6 indicates that F is mostly above F|, which means that the backoff window
values for sensor m are larger than expected, and hence, sensor i is not doing a backoff attack. The opposite
happens when 0 sign is negative, it indicates that Fj is mostly under F;, which means that the observed values
of backoff window for the sensor m are smaller than expected and hence, a backoff attack is being detected.

Hence, the reputation in the MAC layer of sensor m is determined as follows
_D2 .
tmMac = e , D= m1n{9,0}. (6.9)

In (6.9), tyrac will be 1, i.e., sensor m is completely trusted, when 0 is positive, which is the case in which
there is no attack. As 6 becomes negative, fy;4c decreases, indicating that sensor m is less trusted because it
might be performing a backoff attack. If #74¢ falls below a certain threshold Ay4c, the sensor m is considered
to be an AS and it is banned from the network.

6.3 A low dimensional problem: Hard fusion CSS

In this Section, we proceed to illustrate the advantages of the MDP framework. For this reason, we thoroughly
study an SSDF attack in a hard fusion CSS WSN. We consider again that we have a WSN with [ sensors: n; is
the number of GSs and n, the number of ASs, where I = nj 4+ n,. The WSN, again, uses EWSZOT as defense
mechanism. EWSZOT is a hard fusion mechanism, thus each report from the sensors to the FC is denoted by
the binary variable u,,, where u = 1 means that the channel is busy, # = 0 means that the channel is idle and
m € {1,2,...,I} indexes the sensors. Again, each sensor can make a wrong sensing decision with probability P,
where we consider P, to be constant and independent among the sensors. Thus, each u,, follows a Bernoulli
distribution of parameter P, if u =0 and 1 — P, if u = 1. The optimality criterion we use is the total probability
of error p,; in the FC, that is, the probability that the FC decides that the channel is busy when it is idle and
vice-versa. Thus, the ASs will try to maximize p.,. Since EWSZOT is a defense scheme based on reputations,
the ASs need to attack and also keep a sufficiently high reputation. In other words, maximizing p., will require
the ASs to camouflage.
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In order to facilitate the mathematical tractability of this Section, we assume that the attacker has perfect
information, i.e., that it can perfectly observe the state of the defense mechanism. Also, note that the modeling
of the defense mechanism is done assuming complete information, and the reason of doing this is to show that
RL tools, which are designed for an incomplete information setting, are able to obtain very good attack policies,
quasi-optimal compared to the case of having complete information. Thus, this Section presents an attacker
able to deal with situations of incomplete information.

Attacks against EWSZOT
We introduce the three attack strategies that we explore:

* Naive strategies. These strategies consists in always doing a predefined action. Even though they are
basic attacks, they are widely used. In [260], it is shown that EWSZOT is successful against the three
naive attacks introduced in Chapter 5: report the channel always busy, always idle or always give a false
report. To the best of our knowledge, these are the current attack strategies against EWSZOT. Note that
the problem of optimality arises here: no study about the optimality of these attacks is found in [260].

* Optimal strategies. These strategies are the result of modeling the defense mechanism and optimizing.
In our framework, it means that the strategy is obtained by optimizing an MDP. They are theoretically
optimal, but also may be complex to obtain. Note that these strategies may exploit the problem of ad
hoc defense: as we will see, minor changes in the attack may lead to a dramatic performance drop in
EWSZOT defense mechanism.

» RL strategies. These strategies are obtained using RL tools, and present an interesting trade-off: they are
not as complex to obtain as optimal strategies and provide quasi-optimal results. An significant point of
this work is that we compare these strategies to the theoretically optimal ones.

We further illustrate the problem of ad hoc defense by noting that EWSZOT does not take into account the
possibility of an attack addressed to the communication mechanism between the sensors and the FC. We define
two different attack situations: a standard SSDF attack (SA), consisting in sending false reports to the FC. Note
that SA is the always false attack proposed in [260], which will serve as baseline to compare our results with.

The second attack situation we consider is a novel, Combined Attack (CoA), consisting on a SSDF attack
and also, a jamming attack addressed to the communications link. When the FC asks for reports to the sensors,
these reports may not arrive on time or arrive corrupted, due to channel problems, such as shadowing or fading.
But the ASs could also jam the communication link to cause the same effect on the reports sent by GSs. A
survey on different jamming techniques can be found in [156]. For instance, if a narrowband communication
scheme is used, an AS can transmit noise in order to cause a high interference that makes the communication
between the sensor and the FC impossible. Or if a CSMA/CA access scheme is used, an AS can jam the
communication between a sensor and the FC by simply sending bursts of noise in the backoff periods [194]. In
order to keep our scheme as simple and broad as possible, we consider that the group of ASs can jam up to M;
GSs. When the FC does not obtain a report from sensor m, considers that u,, = 1, to be consistent with the test
truncation used in EWSZOT HT. Observe that in our current framework, we consider for simplicity that all
corrupted reports come from jamming, but jamming causes actually only part of them.
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6.3.1 Modeling EWSZOT using an MDP

We now describe in detail how the EWSZOT mechanism already presented can be described using the MDP
framework presented in Chapter 2. We note that, in order to preserve the MDP notation introduced in Chapter
2, we introduce a change in the notation of EWSZOT with respect to Chapter 5: now, n indexes the EWSZOT
stages, whereas in Chapter 5, we used & for that purpose. Thus, note that the truncation value EWSZOT is now
M, while N is reserved for the maximum number of times that EWSZOT is called. Note that this change in
notation is caused because, while in Chapter 5 we focused on attacking a single sequential test procedure, in

this Chapter we focus on attacking the whole EWSZOT procedure.

States definition

We use as state the tuple formed by the reputation vectors of good and attacking sensors, z, and z,, respectively;
and the number of sensors already jammed in case of CoA, m;. Thus, in stage n, the state is the tuple
st = <z§,zg7m7>. The initial state s° will be always a vector in which all reputations are set to 0 because that is
the initialization value of EWSZOT and m(]) = 0 because there is no sensor jammed yet.

Actions definition

The definition of the action space A is subtle. The possible actions of the ASs in case of CoA depend on the
state due to the jamming. If we are in state s” that the ASs have already jammed m’; sensors, where m’; < M,
and thus they can only jam up to M; —m’; sensors more. Thus, observe that the action set depends on the state.
Note also that if several sensors have the same reputation, the ASs do not know in advance which sensor will be
called by the FC. In order to overcome these problems, we define two vector of actions, a, and a,. The first is a
vector of length M which contains the actions for the case that GSs are called. Each entry of this vector can
have two values: 1 if there is jamming and 0 if there is no jamming. Observe that } a, < M; — m;?, that is, there
is a limit on the maximum number of GSs that could be jammed. We limit the length of this vector to M since
this is the maximum number of sensors called by the FC: in the extreme case that all sensors called are good,
only actions from this vector are used.

The second vector, a,, is a vector of length min{M,n, }, which contains the actions for the case that ASs
are called. Each entry of this vector can have two values: 1 if the sensor gives a false report, i.e., attack, or
0 if the sensor gives a true report. Note that the limit in length responds to the case in which n, < M, that is,
there are less ASs than sensors that can be called in each stage. The action space A is formed by all possible
combination of action vectors a = (aqa,) € A. The dimensionality of A is upper bounded by 22" = 4 which
is the maximum number of actions available to the ASs.

In case of SA, there is no possibility of jamming. Thus a = a,, and hence, the dimensionality of A is upper
bounded by 2¥. Note that in SA, the set of actions does not depend on the state.

Transition probabilities definition

Given a state s and an action @, now we turn to obtain P(s"*!|s" = s5,a" = a), that is, the probability of
transitioning from state s” to state s"*! due to action a”. This requires to model the HT from the EWSZOT
mechanism, which we illustrate in Figure 6.2. We model the HT in stage n using a tree. Each node of the
tree represents the possible sequence seq of reports that the FC receives from the sensors. Hence, each parent
node will have four children nodes, because it can receive as report u,, = 0 from a GS (0g) or from an AS (0,),
uy, = 1 from a GS (1) or from an AS (1,). The maximum length of the sequence seg, and hence, the maximum
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Fig. 6.2 EWSZOT algorithm modeling illustration. Each HT receives as input a reputation vector and a number
of jammed sensors and produces a certain number k of updated reputation vectors and jammed sensors. These
vectors are used as inputs to new tests in next stages. Each HT has as many k outputs as leaves. Each HT

procedure is found using Algorithm 15.

Fig. 6.3 Illustration of EWSZOT HT tree. Each node contains the sequence of reports. For simplicity, we plot
part of the tree when M = 3. Leaves are the thicker nodes. Observe that the leaves may happen when any of the
final conditions from (5.14) is satisfied.

depth of the tree, will be M. Also, observe that a sequence seq that satisfies any of the final conditions from
(5.14) becomes a leaf: it will have no children nodes. An illustration is shown in Figure 6.3.

Each node of the tree will store the following data: the sequence of reports received seq, the probability
of the sequence p;, the updated number of sensors jammed m’;“, where m?“ < Mj, and the W" value. We
require as inputs zg, the reputations of the GSs; z;, the reputations of the ASs; the number of sensors already
jammed m;@; P1.g (P1.a), the probability that a GS (AS) reports u,, = 1 (observe that these values depend on F.),
the maximum number of sensors that can be jammed M;; and the parameters g, M and g. Note that the first
three parameters are the state: s" = (zy, 2g,m’).

We then obtain all the nodes and the data in each node as follows. First, we order the sensors by reputations
using z; and z; and obtain Pq(2): the proportion of GSs among all sensors with reputation value z. Then, we

J
call sensors in descending order of reputations z. We build four children nodes for each parent, each children

proceed to build the tree. We initialize the root node with seq = 0, ps =1, m’}“ =m" and W" = 0. Then, we

with a sequence which is the concatenation of the sequence of the parent node and each of the reports that can
be obtained, i.e., 1g, 14, Og or Oy.

The updating procedure of p; is detailed in Algorithm 14. We first need to obtain na and ng, the number of
good and attacking sensors already called. This is done by simply looking at the seq vector, which stores the
sequence of reports. Then, if the report we have obtained comes from a GS, we update p; using p ; and p,(z),
and then check the action for the ng +1 GS: if it indicates jamming, we change the report value to rep = 1,
and update the number of sensors jammed, m?“. We first update p; in order to obtain the total probability
of the sequence segq; if there is jamming, the report is changed to 1 for the update of the HT statistic W”. If
the report came from an AS, and the action for the na + 1 attacking sensor indicates to attack, we update p;
using pi », and p,(z). If the report came from an AS but the na + 1 action from a, indicates not to attack, then
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Algorithm 14 p, updating procedure

Input: seq, a = (a,,a,), m?“, report, W", pi m, P1,g
1: Obtain na, number of ASs already called, from seq
2: Obtain ng, number of GSs already called, from seq
3: if report comes from a GS then
4. ifreport = 14 then
5 Update ps = psp1,¢pg(2)

6: elseif report = 0, then
7 Update p; = ps(1 — pi1,¢)pe(2)
8:  if The action indicates jamming: a,(ng) = 1 then
9 Set report = 14
10: Update m?“ = m’}“ +1
11: else if report comes from an AS then
12:  if The action indicates attack: a,(n,) = 1 then

13: if report = 1, then

14: Update pg = pspim(1 — pe(z))

15: else if report = 0, then

16: Update p; = ps(1 —p1m)(1 — pe(z))

17:  else if The action indicates no attack: a,(n,) = 0 then
18: if report = 1, then

19: Update pg = psp1g(1 —pe(2))

20: else if report = 0, then

21 Update py = ps(1 —pig)(1 — pe(2))

22: Update seq = {seq,report}
23: Update W" = W" + (—1)"ePor+1y (equation (5.15))
Output: p;, m?“, seq, W"

we update this sensor using the error probabilities of a GS (p; , instead of p; ,). Finally, we update the HT
statistic W” using (5.15). After a report from sensor i has been received and p; and W" have been updated
using Algorithm 14, we check whether the node satisfies any of the final conditions from (5.14). If it does, then
the node becomes a leaf, otherwise, we set this node as father and repeat the procedure.

Finally, we obtain the information from the leaves. First, we obtain the probability that the test ends with
result #; simply by adding the p; of the leaves that satisfy each of the decision conditions from (5.14). This

leads us to obtain p; 1, which is the probability that the test ends because W" > g; p; o, which is the probability
n+1

] 9
the updated number of sensors jammed. Second, we update the reputations using (5.13). Observe that there will

that the test ends because W" < —g; p; 4, which is the probability that the test ends because m = M; and m

be as many updated reputation vectors as leaves. Also observe that the probability of each of these reputations
vectors is precisely py of the leaf. The whole procedure is summarized in Algorithm 15. Note that Algorithm
15 models each iteration of the outer for loop from Algorithm 12.

Each parent node can have up to four children nodes, one per each possible report that can be received.
Some nodes may have no children, i.e., the leaves, or less than four, e.g., all the ASs have already been called
and hence py(r) = 1. In the worst case computationally, which is that all parents have four children, there will
be up to 4M possible s"*! states in case of SA. In case of CoA, we must take into account that there are M i+1
possible values of m?“, and hence, in the worst case, there will be up to aM (M i+ 1) possible s"t1 gtates. We
denote this value by k: k < 4M(Mj +1) for CoA and k < 4™ for SA.
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Algorithm 15 EWSZOT HT modelling in stage n for the MDP.

Input: 5" = (zg7zg,m;?>, a=(aq,aa), P1,g: Pr.as M, Mj, q, g
1: Obtain weights w using (5.16)
2: Select the M sensors with highest reputations
3: Initialize tree root: p, =1, W" =0, m.’;+1 = m;‘ seq =10
4: for Each node which is not a leaf do
5 for Each four possible reports rep: Og, 1, 04, 1, do
6 Create children node
7: Obtain p,(z) for the reputation of the current sensor
8
9

Update seq, ps, m;’.H and W" using Algorithm 14
: if W" > g or W" < —gq or length of seq is M then
10: Make decision u); using (5.14)
11: Make this node a leaf
12: Initialize p; 0 = pr,1 = Praa =0
13: for Each leaf do
14: Update p; o, pr,1 OF Py ya
15:  Update z**! and z'*! using (5.13)

.ol U _ntl o, ntl
Output: s""' = (1,201, m ™), pro, Pits Prnas Ps

Using Algorithm 15 to model the HT allows obtaining the exact values of P(s"*!|s",a"): for each possible
combination of action " and state s”, we can obtain the probability p, of transitioning to state s"*!. Note that
the Markovian property is satisfied: each HT test output depends only on its input.

Reward definition

We can also obtain the expected reward r(s",a") at the same time as we obtain P(s"*!|s" a") using the output
of Algorithm 15 as:
1 , B
r(s",a") = strl;rleswrl Ps(Pit + Prpa) ?f u: =0 , 6.10)
N Lyticsntl PsPro if u"=1

where the reward is the expected error probability conditioned to being in state s” and taking action a". For our

problem, we consider that the total reward is:

F=Pes = Zr(s”,a"). 6.11)
neN

Note that EWSZOT is a truncated test as Algorithm 12 shows: in real life, sequential HTs are truncated to
avoid lockouts. This means that our problem is of finite horizon, i.e., N < oo, and hence, in (6.11), we consider
that Yy = 1. As our problem is of finite horizon, there are two important consequences. The first one is that the
optimal policy will be non-stationary, as mentioned in Chapter 2. This means that the optimal policy in state
s" may differ from the optimal policy in the same state in a different n. However, the states in our setup are
related to the reputations and in our simulations, we observed that states appearing more than once in the same
simulation was rare. Thus, we could make use of stationary policies. This is related to the second consequence:
RL is used to learn stationary policies, thus, we can use RL algorithms without further modifications. Also, as
we already mentioned in Chapter 2, many problems are approximated using infinite horizon even though they

are of finite horizon.
Finally, it is important noting that we can obtain optimal attack strategies against EWSZOT using the DP
algorithm from Lemma 1, in order to obtain the maximum error probability that the ASs can achieve and the
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optimal policy that they must follow in order to achieve that optimal attack. Hence, modeling the problem as an
MDP brings the significant advantage of being able to obtain optimal attacks.

6.3.2 EWSZOT model complexity

Obtaining an MDP model for our defense mechanism allows an attacker to derive an optimal attack by using
tools presented in Chapter 2. However, it is possible that such optimal strategies are computationally expensive
due to the model complexity, hence, we now proceed to evaluate the complexity of the MDP model already
proposed. Let us assume that we want to evaluate a policy, that is, obtaining V,(s°). For each HT, there
are k < 4M(M i+ 1) possible transitions to other states. An HT is performed for each state s” as long as
n € [0,N — 1], and we always start from the same s%. Thus, as we can observe in Figure 6.2, to evaluate a policy
we must obtain a tree containing all possible states that can be transitioned from s by following policy 7. The
depth of this tree is N 4 1 and the maximum number of states that the tree can have is bounded, in case of CoA,
by:

N N
Y=Y (4MM;+1))". (6.12)
n=0 n=0
And in case of SA, the upper bound is:
N N
Y k=Y 4™ (6.13)
n=0 n=0

Thus, the state space, though finite, can be very large. It is possible to speed up the computation by:

n+1

» After HT in stage n, we drop out all states s such that p; = 0. That is, we delete all states with zero

probability.

* After HT in stage n, we do state aggregation: we merge together all states s”*! that are the same and add
up their probabilities p;.

« After each stage n, we truncate the set of states s"*! by preserving only the T states s"*! which have
the highest probability ps. This truncation can reduce significantly the computational cost by fixing a
maximum number of states in each stage, but introduces an error in the results. Larger values of T yield
a lower error and a higher computational cost.

The procedure to evaluate a concrete policy, with these three improvements, is summed up in Algorithm
16. Observe that we need to know the actual u in order to obtain the decision error values. The total decision
€ITOr Pe 1S Pey = P11 + Prna When u =0 and p.; = p; o when u = 1. Also, observe that Algorithm 16 models
theoretically the EWSZOT algorithm described by Algorithm 12. And finally, observe that this algorithm
allows obtaining the performance of EWSZOT when there is no attack by simply setting M; = 0 and always
using actions without attack as policy.

To obtain the optimal policy, we need to take into account that the number of actions available in each state
is bounded by 4¥ in case of CoA. This means that we would have, for each state s”, 4 possible actions that
would cause to transition to a maximum of k < 4M (M i+ 1) possible s"*1 states. In this case, the dimensionality
of the state-action space is bounded, for CoA, by:

N N
Y (k)" =Y 2 M (M4 1), (6.14)
n=0 n=0
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Algorithm 16 EWSZOT algorithm modelling

Inmput: M, M;,q, g, 1,n,ny, P.,,u, N, T,
1: Initialize zg =1and zo =1 for all sensors and m(]) =0

2. Initialize s° = (rg, r2,m9>
3: Initialize p; 0 = p1,1 = Prjpa =0
4: Obtain p; 4 and p 4 using P,
5: for Iterationsn =0:N —1 do
6:  Initialize S"*' =0
7. for Each tuple s do
8: Simulate HT: use Algorithm 15) to update the set of S"*! when policy 7 is used.
9: Erase all s"*! such that p; = 0
10: Merge all equal s"*! (state aggregation)
11: if Dim(S"*!) > T then
12: Keep only the T tuples s"*! € §"*! with highest p;

13: Normalize the probabilities p; of the tuples s"+! € 57!
14:  Update p;0, pr1» Pind
Output: p; 0, pr1, Prna

And for SA, where the number of actions is bounded by 2M» | the state-action space is bounded by:

N N N
Y (2"k)" Z (2M4M)" = Y 23M (6.15)
n=0 n=0 n=0
Observe that the dimensionality is a major problem when it comes to evaluating or searching for an optimal
policy: as we noted in Chapter 2, this is known as the curse of dimensionality. That will be a major limitation

regarding computations.

6.4 Two high dimensional problems: Soft fusion CSS and partial ob-
servation backoff attack

In the previous Section, we described how an intelligent attacker may model a low dimensionality problem using
the MDP framework. As our simulations will show, this allows the agent obtaining optimal attack strategies
against the defense mechanisms. But also, our simulations will show that RL procedures are successful against
EWSZOT defense mechanism when the agents do not have complete information. However, our approach in
the previous Section was limited to 1 AS, with perfect observability of the state, i.e., perfect information, and
a reward function hat required knowing the actual channel state. Now, we drop all of these assumptions: we
work using very simple rewards that do not require a very specific knowledge, we use partial observations,
i.e., imperfect information, and more than 1 AS that can even communicate among them. We make use of RL
procedures, as these are able to attack a defense mechanism when the attacker has incomplete information. We
also change our problem setting: we leave the hard fusion EWSZOT environment and move to the soft fusion
SSDF attack described in Section 6.2.1 because, after modeling EWSZOT using an MDP, the EWSZOT defense
mechanism is solved from the point of view of the attacker. We also use the partial observation backoff situation
described in Section 6.2.2. Note that both are problems with a higher dimensionality than the EWSZOT setup,
and hence, will show better the capabilities of the attacker proposed in this Section. Note that in these cases,
we can no longer use the MDP framework as with EWSZOT, since now we have partial observations. Instead,
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we make use of the POMDP framework and the swarMDP model introduced in Chapter 2: the former allows
dealing with partial observations and the latter with having several ASs with a common objective, which is
to successfully attack a defense mechanism. We also deal with continuous and discrete actions: thus, in this
Section, we use TRPO as Deep RL algorithm. Hence, note that we introduce in this Section an attacker able to
deal with imperfect and incomplete information settings.

An important difference with the previous Section is that now the problem is not solved analytically. Note
that modeling the EWSZOT mechanism required a significant work in order to obtain the probability transition
functions, it yielded a problem whose dimensionality grew fast and it also required complete information of the
defense mechanism. Hence, that means that now we do not have optimal strategies to compare with. However,
the DLA architecture we propose is able to exploit both defense mechanisms presented in Section 6.2, and
potentially, any other defense mechanism that could be described using the POMDP / swarMDP frameworks,
as our simulations will show.

6.4.1 Deep Reinforcement Learning Attacker architecture

We start our discussion of the DLA architecture by relating the attack description from Section 6.2 with the
swarm model presented in Chapter 2. Let us assume that we have a swarm of n, ASs trying to attack a WSN
with ny GSs, hence, there are again I = n +ny sensors. At each time step #, the ith AS has an observation oY
and it uses mg (07) to select its action a’. After action is executed, the ith AS receives the common reward r”
and the next observation, of‘“. Under this scheme, we have for the SSDF attack:

* A continuous set of actions in the range [0, 1]. The action indicates the normalized energy that the sensor
reports to the FC. Note that the action is continuous: this both means that the problem dimensionality is
significantly larger than in the hard fusion case, and also, that we can no longer use DQN/DRQN: rather,
we use TRPO, as it is able to deal with continuous actions.

* The reward to each AS is +1 if the FC decides that there is a primary transmitting, whereas the reward to
each AS is 0 if the FC decides that there is no primary transmitting. We use a maximum number of time
steps for each episode and if all ASs are discovered we terminate the episode. The DLA must therefore

learn to maximize the number of time steps without being discovered in order to maximize its reward.

* In order to build the observations vector, each agent stores its last 5 actions and a flag indicating whether
the agent has been discovered by the defense mechanism or not. We assume that agent i can also access
the observations of other sensors j # i, i.e., ASs can communicate their observations. We choose 5
actions as a tradeoff between keeping the observation dimensionality not excessively large and having

enough information to exploit the system, as our simulations will show.
And for the backoff attack, we have:
» Two discrete actions which indicate whether the sensor starts transmitting or not in the current time step.

* The reward is —1 in case that a GS starts transmitting, and 0 otherwise. Our choice of the rewards is
different as the attacks have different targets: in case of the SSDF attack, we want to detect the primary
as often as possible. However, in the backoff attack, we want that GSs transmit as little as possible. We
set a fixed simulation time, which is completed regardless of whether the AS are discovered. Thus, the

DLA needs to learn not to be discovered and, at the same time, preventing that the GSs transmit.
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Fig. 6.4 Sketch of the different DLA architectures. The difference in the architectures lies in how the observation
o7 is obtained. In (a) and (b), there is communication among the swarm agents and hence, each agent i has
access to the local observations of the rest of the agents. (a) shows the architecture when a Mean Embedding is
used: note that we use separate Mean Embeddings for ASs and GSs, we assume that there are K + 1 ASs (agent
i is also an AS), L GSs, and o} is the concatenation of the mean values of the Mean Embeddings and the local
information of the agent i. (b) shows the architecture when there is communication but we do not use any Mean
Embedding: in this case, o} is the concatenation of the observations. (c) shows the no-communication case in
which only the local observation is available.

* In order to build the observations vector, we use the time difference between the current time step and the
last K transmissions. This difference is normalized by the maximum number of time steps. Also, we add

a flag indicating whether the agent has been discovered by the defense mechanism or not.

For both attacks, since we use a model-free Deep RL approach, we do not require a model of the transition
probabilities which, as we have seen in the previous Section, is also an important advantage over methods
which require explicit models of these probabilities, allowing to significantly ease the required computational
load. Also, the states in both attacks are the reputations ¢pyy for the SSDF attack and #y;4¢ for the backoff
attack, which the ASs do not know. Additionally, we want to study whether communicating the observations
can be exploited by the DLA agent to learn better attack mechanisms. Therefore, we also compare to the
non-communication case.

The set of observations, actions and rewards of each agent in each time step is used to update the common
policy mg using TRPO. We use as policy an FNN, which takes as input the observation vector o} and outputs a
discrete action. The two first layers of the network have 256 neurons and use rectified linear activations. The
output of the network are the actions.

We also use mean embeddings in order to combine the observations from the ASs in case that there is

communication in a meaningful way, so that this combination is invariant to the number and order of the
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agents. Also, note that there are two different kind of sensors: ASs and GSs. In order to combine the sensor
observations meaningfully, we concatenate one mean embedding for the observations of the ASs and another
with the observations of the GSs: this makes sense as we can assume that ASs know the type of the rest of

sensors. Hence, the architectures that we use can be observed in Figure 6.4.

6.5 Empirical results

In this Section, we provide empirical results on the theoretical developments of this Chapter:

* First, we focus on the EWSZOT hard fusion problem and validate our MDP model empirically: this
simulation assumes perfect and complete information.

* Then, using our MDP model, we use RL tools in order to obtain attack strategies against EWSZOT
and compare them with the optimal ones. As we show, RL tools provide quasi-optimal results. In this
simulation, RL agents assume perfect information of the state, but incomplete information of the defense

mechanism.

* We then study the soft fusion case, in which our proposed DLA is able to learn in an incomplete and

imperfect information setting.

* Finally, we test the attack policy learned by our DLA in the partial observation backoff attack and

comment the results on this setup, which is also an incomplete and imperfect information setting.

6.5.1 Simulation 1: Using the MDP model to evaluate attacks against EWSZOT

The MDP model described in Section 6.3 can be used to evaluate the performance of a concrete policy, hence,
it allows evaluating the performance of a certain attack. We evaluate the naive strategies using the procedure
described in Algorithm 16 to obtain their theoretical performance. Recall that naive strategies consist in always
using a predefined action, which we use as baseline. In our problem, we propose the two following naive
strategies:

* Always false attack (AFA): it is an SA in which the ASs always give false reports to the FC. It is a current
attack against EWSZOT as shown in [260], together with always reporting the channel busy or idle. Note
that these two attacks can also be assessed using our approach.

* Jam and false attack (JFA): it is a Combined Attack (CoA) that consists in attacking as long as it is
possible: the ASs always give false reports to the FC and jam the communications for the first M; GSs
called by the FC. We remark that this is a novel attack, which exploits the problem of ad hoc defense.

We can also take a step further and obtain the optimal solutions using the MDP model obtained. We use
the DP algorithm from Lemma 1 to obtain the maximum error probability that the ASs can achieve and the
optimal policy that they must follow in order to achieve that optimal attack. We initialize V¥ (s") = 0 for all
states sV, By doing that, Vo(so) = pey, that is, the value function in the initial state s0 is the expected total error
probability. The main drawback of DP algorithm for our problem lies in the dimensionality of it, as shown in
Section 6.3.2. We use small values in our simulations in order to alleviate the computational cost.

Hence, we obtain the theoretical error curves under AFA and JFA using Algorithm 16 with a truncation

value 7 = 10°. We use these values as baseline to compare with. Then, we obtain the optimal attack strategies
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using the DP algorithm from Lemma 1. In order to alleviate the curse of dimensionality, we use M = 4,
g =2 and g = 5.51 for the EWSZOT HT. We consider a CSS network with I = 10 sensors, of which n, =1
and n; =9. We test for M; = {0,1,2}, that is, for SA and CoA, using 51 equispaced values of P. in the
range P, € [0,0.5] and considering N = 5 stages, both when u = 0 and u = 1. Finally, we test and average
100 empirical implementations of the naive and optimal strategies in order to validate our approach, using
Algorithm 12 to implement EWSZOT defense mechanism.

The results can be observed in Figure 6.5. Note that optimal strategies always yield the highest error and
also, observe that our model predicts correctly the empirical values. When u = 0, EWSZOT defense system is
severely degraded by the optimal strategy, specially when there is jamming. We also can check that AFA is
close to be optimal, specially for P, > 0.2, but when jamming is available, JFA harm is surpassed by the optimal
strategies. Note that the highest differences in the attacks happen when there is a low P.: in systems with a low
probability of spectrum sensing error, the optimal attacks can notably degrade the system performance. When
u =1, we observe that there is a small difference between strategies: the optimal yields the highest error, but
the difference is small. When jamming is available, JFA actually decreases the error achieved by EWSZOT,
because of the conservative decision when a sensor is jammed: a corrupted report is considered to indicate
that the channel is busy. Thus, JFA seriously affects the CSS procedure when the channel is idle. In order to
overcome the damage done by JFA, the FC could implement a jamming countermeasure which will depend on
the jamming technique used: several methods are proposed in [156]. We remark the influence of the problem
of ad hoc defense: by performing a minor change in the attacker capabilities, namely, by having jamming
capabilities, even a naive attack can significantly degrade the defense mechanism performance.

Finally, the ASs can significantly harm the system when u = 0. The attack efficiency is significantly
enhanced by having the possibility of jamming GSs: the effects can be dramatic, as in case (c) in Figure 6.5.
We can observe in this case both the problem of ad hoc defense and the problem of optimality: since AFA is
not the optimal attack against EWSZOT, an intelligent choice of when to give false reports and when to give
true ones provides an attack that degrades the performance of EWSZOT. And by adding jamming capabilities,
the attackers are able to achieve an even higher degradation on the defense mechanism. However, the main
drawback of the optimal strategies is that they are very costly to compute as the CSS network grows. Observe
that we have limited to a case with a low dimensionality for our examples in order to avoid this problem.
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Fig. 6.5 Performance of optimal and naive attack strategies against EWSZOT in terms of p., as a function of
P..Observe that optimal strategies always yield the highest errors, as expected. Note that naive strategies are
usually not optimal, specially for low P, values.
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6.5.2 Simulation 2: RL tools to obtain attacks against EWSZOT

Now, we turn to explore the possibilities of learning attack strategies using our MDP model of the EWSZOT
hard fusion problem. We make use of RL tools already presented in Chapter 2, where we remind that RL tools
need not knowing the transition probability function, and hence, they may provide a significant computational
gain, as P(s""!|s" a") needs not be obtained. We remark that this means that RL tools may be able to attack
any defense mechanism that could be posed as an MDP problem.

Since our action space is discrete, we make use of Q-learning, DQN and DRQN, in the case in which there
is a single AS. To use all these algorithms, we need to simulate the environment with which our agent will
interact: we do so by using Algorithm 12. Recall that we define the state as the tuple 5" = (z, 23, m;’> and the
action as the tuple @ = (ag, a,). The environment returns the next state s" ! and the immediate reward obtained
r, which is the total error probability p,: it will be either p, = 1 /N if EWSZOT decided wrongly or p, = 0 if
there was no error deciding.

For Q-learning, we follow Algorithm 4, but we use variables o and €: we initialize each of these values
to a® = 0.5 and €° = 1 respectively and then, after each iteration of the algorithm, we update then by using
a decay factor oy = £; = 0.9997, i.e., aft! = oX - oty and X! = €k . ;. This decay is used to met the
convergence conditions and to balance the exploration-exploitation trade-off: the agent starts with a high € and
thus, it explores often. As the agent interacts with the environment, the agent explores less and exploits more:
eventually, we want to end with an € value close to 0. This causes that the O (s",a) values are close to the
real ones when using a greedy policy, i.e., e-greedy policy when € = 0. We repeat the learning procedure for
Nepochs = 2+ 10%, and then, we approximate the optimal policy 7* as:

n(s")* ~ f(s")* = argmax Qz(s",q) (6.16)

For DQN (Algorithm 5), we use a three layers FNN whose structure can be seen in Figure 6.6. Each of the
three layers is fully connected to its neighbors. The first layer has as input size the state size, 24 neurons and
uses rectifier linear units for activation. The second layer has also 24 neurons and also uses rectifier linear units
for activation. The final layer has 24 neurons, an output size equal to the possible number of actions and it uses
linear units for activation, as the FNN approximates the Q-function, which may take any value in R, see (2.28).

For DRQN, we use a two layers neural network whose structure can be seen in Figure 6.6. The first layer is
an LSTM [104], whose output space has a dimensionality of 32 and it takes sequences of 4 time steps. The
second layer has 24 neurons, an output size equal to the possible number of actions and it uses linear units for
activation. Note that, although DRQN was proposed for working in partially observable environments, we
include it here because it is able to work with non stationary policies, as it keeps information about the past.
However, as we noted before, in this case the empirical results show that there is not a significant gain from
using a non stationary policy.

For both DQN and DRQN, we choose Adam as optimizer [122], with parameters o = 0.001, ; = 0.9,
B> =0.999 and & = 10~8. The loss function we use is the mean squared error (MSE). The maximum number of
experiences stored is 10%. After a new experience ¢” has been obtained and added to the set E, we randomly pick
a mini-batch of 128 experience elements and train the neural networks. We use an €-greedy policy with variable
€: g =1 and g = 0.9995, with a minimum value € = 0.01. We train the networks using n,ppchns = 2 103
episodes.

We simulate using the same CSS network as in the previous simulation, i.e., I = 10,n; =1,n; =9, M =4,
g=2and g =5.51. Again, we test for M; = {0, 1,2}, using 51 equispaced values of P. in the range P. € [0,0.5],

using N = 5 stages and using u = 0 and ¥ = 1. We compare the empirical curves obtained averaging 100
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Fig. 6.6 DQN and DROQN structures chosen. For DQN (left), the three layers are fully connected and each of
them has 24 units. ReLU is the rectified nonlinearity activation function f(x) = max(0,x) and LU is the linear
activation function f(x) = x. For DRQN (right), the first layer is an LSTM with an output space dimensionality
of 32, and the second is a dense layer. The input is the state s” and the output is the estimation of Q(s",a).

runs of the trained policies obtained using Q-learning, DQN and DRQN. We compare these values with the
theoretical curves obtained for the optimal and naive attacks obtained in the previous simulation. The results
can be observed in Figure 6.7. Note that Q-learning, DQN and DRQN provide very good results, with error
curves similar to the optimal theoretical ones for all cases. Being the results quite similar, DQN and DRQN
presents an advantage: they took less computation time to learn than Q-learning, around one magnitude order
below, and DQN learned slightly faster than DRQN. This is mainly due to the use of experience replay: note
that Q-learning trained using 10 times more epochs than DQN and DRQN. Another advantage of DQN and
DRAOQN is that they do not need much memory to store the Q-function, although they require memory to store
the E set. Note, however, that E has a size limited that we choose before training, but Q-value function entries
number grows exponentially with the problem parameters, as shown in see Section 6.3.2. Hence, DQN and
DRQN are more versatile solutions for high dimensionality problems, where Q-learning may not be practical
due to the memory cost.
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Fig. 6.7 Performance of optimal, naive and RL strategies against EWSZOT in terms of p.; as a function of
P.. We compare the results of the three RL algorithms with the optimal and naive strategies theoretical values.
Observe that all RL algorithms learn strategies that are quasi-optimal.
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Discussion on attack strategies against EWSZOT
We compare the strategies used using the following points, that are summarized in Table 6.2:

* In terms of complexity to obtain the policy, naive strategies are simple since they are fixed beforehand.
The optimal approach on the other hand is hard: we must know both the state space and the transitions,
and that is costly. Q-learning requires knowing all possible states: these might be hard to compute.
Finally, DQN and DRQN do not require knowing neither the states nor the transition probability function,
and thus, the difficulty in this case is lower than using Q-learning; yet tuning the hyperparameters to

obtain an adequate training might be tricky for this approach.

* In terms of computational resources, naive strategies have very small requirements both in computation
and memory capacities. Optimal strategies need a large amount of both. Q-learning is not as com-
putationally expensive but still needs a huge amount of memory. DQN and DRQN do not require as
much computational capacity as the optimal strategies, and their memory requirements are lower and
indeed, could be controlled by adjusting the size of E, although note that this would influence the training
process.

In terms of policy implementation, naive strategies are very easy to implement due to being fixed. The
optimal and Q-learning strategies can be implemented as a search over a table that returns the prescribed
action for a given state. DQN and DRQN require implementing a neural network, which causes it to be a
bit harder.

* In terms of attack results, i.e., the total error probability, naive strategies give the worst results. The best
possible result, by definition, correspond to the optimal strategies. And Q-learning, DQN and DRQN
provide quasi-optimal solutions, similar to the optimal ones.

By comparing all strategies, we see that naive and optimal strategies do pose a strong trade-off between attack
results and complexity. But this trade-off can be alleviated by using RL strategies, specially DQN and DRQN.
Using neural networks, specially DQN, provides a good compromise between complexity and attack results:
the algorithm is not too hard to implement, it is not excessively expensive computationally and finally, its results
are quasi-optimal.

Note that our results show that current WSN defense mechanisms can be vulnerable to an intelligent attacker,
specially to one based on Deep RL tools. As we just showed, such an attacker can obtain good attack results, i.e.,
it can degrade the defense mechanism performance, even if it does not know the concrete defense mechanism
used. The computational cost for that attacker may be under the computational capacities of current hardware.
Thus, we need to obtain defense mechanisms that are able to tackle with these intelligent attackers: this will be
the topic of the next Chapter.

Hence, we have shown that an AS making use of our MDP approach could successfully exploit a defense
mechanism in WSN. The main strengths of using our approach are:

* Itis possible to obtain the theoretical results of different attack policies if the MDP is modeled, and even
obtaining the optimal attack policies. Note that this means that different attacks can be compared in
terms of their effects in a straightforward way. It also addresses the optimality problem: we can obtain
the optimal attack and hence, have a bound on the defense mechanism performance.

* The use of RL tools allows us to obtain quasi-optimal attack results if the MDP cannot be modeled due

to being unknown or if it is highly complex. We have shown that Deep RL tools are of special interest
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Naive Optimal | Q-learning | DQN/DRQN
Policy obtention Easy Very hard Hard Medium
Computation Low Very high High Medium
Implementation | Very easy Easy Easy Medium
Attack results Poor Optimal | Very good Very good

Table 6.2 Comparison summarizing the different strategies used against EWSZOT.

here due to the balance between results achieved and their complexity. We remark that RL tools exploit
the problem of ad hoc defense: minor changes in the attack mechanism, such as giving false reports
selectively in case of EWSZOT, may cause a significant degradation in the defense mechanism. As the

next Section shows, RL tools are able to tackle with high dimensional attack problems successfully.

Our approach also has some weaknesses:

Modeling an MDP may be very hard: the state-action space could be prohibitively large or the transition
function could be very complex to obtain. Hence, optimal solutions could be computationally very
complex to obtain. Also, note that minimal changes in the MDP may significantly change the MDP
definition and transition function. Note that this is a strength for RL methods: they can be adapted easily

to such changes, as they work in incomplete information problems.
Q-learning suffers also when the action-space is large.

We have focused in the single agent case, i.e., only one AS, and we have also focused on discrete actions.
However, in the incoming Section we will drop this assumption.

We have also assumed that the ASs can observe the state of the system, which are the reputations in case
of EWSZOT. This assumption need not hold in real-life systems, where only a noisy observation of the
state could be available. Again, in next Section we will drop this assumption and assume an imperfect

information setup.

Deep RL methods results can be sensitive to hyperparameter tuning and also, to the reward scheme. That
is, different reward schemes may cause the agent to learn different attacks. In our example, the reward
definition was straightforward, i.e., the total error probability, but we assumed that the ASs knew the
channel state, which needs not happen in real-life systems.

In next simulation, we show how these results generalize to other defense mechanism, where we make use

of our more general DLA architecture.
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6.5.3 Simulation 3: DLA attack results against the soft fusion CSS

Now, we change our experimental environment to attack the high dimensional, soft fusion CSS defense
mechanism explained in Section 6.2.1 using our DLA architecture. We set a maximum number of 250 time
steps for the SSDF attack. The WSN contains 10 GSs and additionally, {1,5,10} ASs. We test four different
setups: with communication and Neural Networks Mean Embedding (CNNME), with communication and
Mean-based Mean Embedding (CMME), with communication but without using mean embeddings (C) and
without any communication among ASs (NC). Note that in the C case, the input size of the policy network
is equal to the dimension of o and thus increases with the number of ASs. Also, note that for CNNME,
CMME and CNME, the reward that each agent maximizes is the sum of the rewards of all ASs. For each attack,
the training procedure is the same. We train the policy network using 500 TRPO iterations; in each of these
iterations, a batch with 2500 experience time steps is used. For each combination of number of ASs, DLA
setup and attack type, we repeat the training using 10 different seeds and the results are obtained by averaging
the best 5 seeds to avoid outliers.

Note that we do not know the optimal solution to the underlying POMDP that models the attack, which is
an important difference regarding the EWSZOT case. In order to be able to evaluate the quality of the DLA

agent, we compare the results obtained with two baselines policies:

* Random policy: this policy samples the actions uniformly from the action space. Such a policy has a
low computational burden, but it provides no guarantee at all in terms of performance. Note that this is a

particularly simple naive strategy.

* Black box optimization: this is another naive strategy, in which we take a parameter § € [0, 1] that
represents the normalized energy that the AS reports to the FC. We take ten equispaced f values in
the interval [0, 1], and run 5 simulations of the environment with each of them. The f8 parameter that
provides the best result is used. Note that this approach does not require knowledge of the state of the
system, and hence, it requires the same information as our DLA. It is simpler than the DLA approach but,
as shown by our experiments, it can not keep up with the complex NN policies learned by our agent.

We use finite horizon episodes: i.e., in each episode the FC asks the sensors up to 250 times to send the
energy level they measure. We consider that the duty cycle is 0.2, i.e., the probability that the channel is
actually occupied by a primary transmitter is 0.2. If an AS is detected, the episode ends for this AS, since the
FC does not ask it to send more reports. We implement the defense mechanism explained in Section 6.2.1,
with n =1, { = 1.6 [229] and Appy taking uniformly generated random values in the interval [0.2,0.8] for
each episode. Hence, the ASs need to attack in such a way that they can exploit several Apyy values. If the
reputation of a sensor tpgy falls below Apgy, the sensor is detected as an AS and the episode ends. If the AS
attacks indiscriminately, the episode will end early and its reward will be low. In each time step, the defense
mechanism is invoked and the sensor reputation is updated.

At the beginning of each episode, we pick the sensor distances to the FC, d,,, from a uniform random
distribution in the range [800, 1000] meters. We consider that the transmitter power is P,y = 23 dBm and use

the following path loss expression:

Py =Py — (35+3-10logo(dn)), (6.17)

. . . . . . . Pu—NP
where P, is the received power in the sensor m, in dBm. This expression allows to obtain SNR,, = 10" 10

where we consider the noise power to be NP = —110 dBm. We consider the time-bandwidth product k = 5.
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Finally, we generate the E,, values sampling from the distributions in (6.1), depending on whether the primary
is transmitting.

The results can be observed in Figure 6.8 and Tables 6.3 and 6.4. In Figure 6.8, we observe that ASs do
learn to successfully exploit the defense mechanism. In the first TRPO iterations, the performance of the DLA
is similar to the random policy, but as the number of iterations increases, it surpasses the performance of the
random policy. Also, the random policy gives large reward variations depending on the number of ASs. Note,
however, that for a single AS, the black box optimization approach provides a better reward. This is due to the
ASs taking its decision without information about the actual energy level, thus, the attack is highly ineffective.
However, the attack does overcome the defense mechanism when there are several ASs, as shown in Table 6.3:
all proposed DLAs perform well. With 5 ASs cooperation is crucial while with 10 ASs, the attack is so easy
that no cooperation is needed.
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Fig. 6.8 Training results for the SSDF attack. In all figures, the horizontal axis correspond to the TRPO iteration.
Note how DLAs are able to successfully exploit the defense mechanism: they send many false reports and a
significant proportion of them remains undetected for the defense mechanism. As the primary transmits actually
a 20 % of the time, note that with 5 and 10 AS, the DLA is able to blind the defense mechanism and cause that

the FC always believes that a primary is transmitting.
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In order to study how cooperation is crucial with 5 ASs, we represent the policies for the CNNME and NC
cases in Figure 6.9, where we can observe that, with communication, the ASs learn to jointly report high energy
levels, which causes that the defense mechanism detects a primary transmitting. Without communication,
however, if some ASs deviate and report low energy levels, the defense mechanism detects the ASs. Thus, for 5
ASs, communication is crucial in order to overcome the defense mechanism.

6.5.4 Simulation 4: DLA attack results against the partial observation backoff attack

We now proceed to attack the partial osbervation backoff defense mechanism explained in Section 6.2.2
using our DLA architecture. We simulate the backoff attack for 5-10° ps in a WSN containing 10 GSs and
additionally, {1,5,10} ASs. We use the same four setups used in the soft fusion attack, that is, CNNME,
CMME, C and NC. Again, for CNNME, CMME and CNME, the reward that each agent maximizes is the sum
of the rewards of all ASs. We use the same training procedure as in the soft fusion case: we train the policy
network using 500 TRPO iterations, using batches with 2500 experience time steps, we repeat each training
case using 10 different seeds and the results are obtained by averaging the best 5 seeds to avoid outliers.

Again, we compare to two baselines. The random policy is one of the baselines again, but the black box
optimization baseline changes: now, the parameter 3 € [0, 1] is the parameter of a Bernoulli random variable
that says whether the AS transmits or not in the current time step. Again, we take ten equispaced f3 values in
the interval [0, 1], and run 5 simulations of the environment with each of them, choosing the f parameter with
highest reward.

In each time step, an AS decides whether to start transmitting or stay idle. Hence, time steps are related
to backoff steps, not to physical time, i.e., if an agent starts transmitting in time step »n, time step n+ 1 will
take place when that agent finishes transmitting. Note that we do not penalize collisions. The defense system
explained in Section 6.2.2 is used, with K = 5 and L = 1000. If the reputation of a sensor #y4¢ falls below
Auac, the episode ends for this sensor. Again, Ayrac takes uniformly generated random values in the interval
[0.2,0.8], which means that if the AS attacks indiscriminately, the episode ends early with a low reward: recall
that a final reward is given to each AS that corresponds to the remaining reward of the episode, i.e., if the AS is
caught, it does not have the opportunity any more to hinder the GSs to transmit, yielding a lower reward. We
use the network parameters from Table 4.2 to simulate the backoff attack. The defense mechanism is run once
every 5 time steps, in order to ease the computational load.

The results can be observed in Figures 6.10 and 6.11, and Tables 6.3 and 6.4. We observe that:

* In all setups, the DLA is able to find a successful attack to the backoff defense mechanism. Note that the
use of mean embeddings proves to be specially consistent, giving the best attack policies in all cases.
This result is due to the compromise they provide between having multiple observations - in this attack,
coordination among ASs is crucial to be successful - and keeping the observation space from growing
unbounded. Note that mean embeddings allow fusing information from many sensors while keeping the

observation space dimension independent of the number of ASs.

* Having more ASs means that the GSs transmit less often. Also, from our simulations, we observed that
the total amount of bits transmitted significantly decreased with the number of ASs. For instance, for the
CNNME case, with 1 AS the average bits transmitted are 246 kbits, for 5 ASs is 136 kbits and for 10
ASs, 65 kbits. The more AS present in the network, the higher the reduction in the network total bitrate.

* Finally, in Figure 6.11, we observe that the DLA is able to adapt to different values of Ayac. It is able

to sacrifice some ASs, which are discovered, in order to prevent the rest of AS of being discovered and
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Fig. 6.9 Examples of learned SSDF attack policies for the DLA, using CNNME and without communication
(NC) with 5 ASs. For comparison purposes we set Apyy = 0.5. We plot the normalized energy that each sensor
reports, where blue are the energies reported by GSs, red are the energies reported by discovered ASs and green
are the energies reported by undiscovered ASs. In the CNNME case, the agents learn to transmit high levels of
energy and not being discovered (a), whereas in NC case, there are times in which sensors are discovered due
to their lack of cooperation (c). In general, in NC, ASs report energies lower than in the CNME case (compare
(a) to (b)): cooperation helps obtaining a more aggressive policy which, at the same time, allows the ASs to
camouflage.

CNNME CMME C NC

1 AS 14.46 £8.15 18.51+5.98 13.22£8.19 19.34+5.68
SSDF attack 5ASs | 11579+54.08 | 113.06£55.0 | 122.22+48.49 | 47.09£46.51
10 ASs 142.88 £ 0.0 142.86 +0.1 142.88 £ 0.0 142.88 £0.0
1 AS —3877+375 | —-38.8+6.01 | —40.55+£4.67 | —38.95+4.98
Backoff attack | 5 ASs —20.81+55 | —20.46+5.18 | —24.26+5.13 | —20.96+4.13
10ASs | —1091+4.09 | —11.15+4.7 | —13.97+£4.36 | —13.61+3.62

Table 6.3 Final rewards obtained for each combination of attack, number of ASs and setup. The values were
obtained averaging 50 episodes for the best 5 seeds of each case. We show the mean final reward, + one
standard deviation. Bold entries are the largest mean reward using DLA, where a Welch test is used to detect
whether means are significantly different for a significance level @ = 0.01. Higher is better.

hence, successfully overcoming the defense mechanism. Note that this result explains why in Figure 6.10
there are always some ASs discovered: some ASs need to be discovered in order to detect where is the
threshold Ayac and hence, deciding how the rest of ASs should attack. This cooperation is exploited in
communications schemes, and hence, it is expected that communication with mean embeddings DLAs
consistently give the best result in this setup (see Table 6.3).

6.6 Conclusions

In this Chapter, we have modeled several defense mechanisms using MDP tools and then, we have used DP and
RL tools in order to obtain successful attack strategies against such defense mechanisms. We have considered
three different attacks, two of them against a CSS procedure and the third against the backoff mechanism.
We have seen that the MDP framework allows even obtaining analytical results, however, they come at the
cost of obtaining the probability transition function, which in general may not be easy or even possible if the

defense mechanism is unknown. Also, we have noted that, even if we have the probability transition function,
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Random | Black box optimization
1 AS 15.91 23.61
SSDF attack 5 ASs 1.23 104.85
10 ASs | 41.12 142.87
1 AS —75.42 —75.30
Backoff attack | 5 ASs | —68.79 —63.22
10 ASs | —66.83 —67.67

Table 6.4 Mean final rewards obtained for the two baselines. The values were obtained averaging 50 episodes.
In bold, we show when a baseline provides an equal or better reward value than the best DLA. Higher is better.

it is possible that the curse of dimensionality appears and hence, obtaining the optimal policy may become
computationally intractable.

In order to overcome these problems, we have made use of Deep RL tools, as they can approximate
successfully the optimal policy for an MDP without needing to know the probability transition function, i.e.,
in incomplete information settings. Moreover, they are successful even in high dimensionality problems with
imperfect information. Hence, in this Chapter, we show that a Deep RL based attacker is a threat against current
WSN defense mechanisms, as they are able to exploit them simply by interacting with them: we propose a
DLA architecture that is able to coordinate several ASs in order to exploit a defense mechanism with partial
observability. The main problems that may arise using our approach are the following:

1. The reward scheme has a strong influence on the attack that is learned. There is a tradeoff between
instantaneous and final rewards that conditions the learning, and also the reward scheme must reflect the
desired attack outcome. Thus, modifying the reward scheme will cause that the agents learn a different
attack strategy.

2. Itis difficult to evaluate how efficient the learned attacks are when the problem dimension grows. In the
hard fusion SSDF attack, we were able to compare to the analytical solutions, but in the soft fusion SSDF
attack and the partially observable backoff attack we could only compare with a random and a black box
optimization policies, where we note that the results obtained by our agent surpassed these baselines
in most cases. However, in general, we do not know the optimal attack strategy and hence, we can not
measure how far our attack strategy lies from the optimal, even though the results from the hard fusion
SSDF attack suggest that they might not be too far from the optimal in many cases.

And using a Deep RL attacker presents several strong advantages:

1. It works with imperfect information: we do not need to know the state of the system, as we may rely only
on partial observations and still obtain good results, specially when the ASs are able to communicate
their observations. Observe that in Table 6.3, the results using communication consistently rank among
the best. However, even when this communication is not considered, i.e., the NC setup in the last two
simulations, the results are still good. Note that even though the underlying model of the attack is a
POMDP, our agent learns to attack having only a limited amount of past observations.

2. It works with incomplete information: since a Deep RL attacker does not need to know a priori which
defense mechanism it is facing, it is a very flexible approach. Thus, it could be the base for a universal
attacker, successful in exploiting many defense mechanisms. Moreover, we do not provide any a priori
information about the defense mechanism: the AS does not know which are the concrete parameters of
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Fig. 6.10 Training results for the MAC attack. In all figures, the horizontal axis correspond to the TRPO
iteration. Note how DLAs are able to exploit the MAC mechanism: each AS transmits more bits than a NS
while not a significant portion of ASs is not detected by the defense mechanism.

the defense mechanism, and it can even adapt to variations in the parameters of the defense mechanism:
note that we have trained our agent in the last two simulations using a variable threshold in the defense
mechanisms and it has been able to adapt to them, as Figure 6.11 shows.

3. Itis a method with balanced computational requirements. The training process is the most computationally
expensive part of the system. However, most of this cost was used in generating samples from the defense
mechanisms: training the neural network was fast. Note that this low neural network training cost appears
because we use a simple neural network, which however is enough to exploit the defense mechanisms.
Once the neural network is trained, the policy is fast to execute. This has been observed in all the
simulations of this Chapter.

4. We remark that we have used the same set of hyper-parameters for our last two simulations: this has been
done on purpose in order to provide an architecture as general as possible in the sense that it may adapt
to different defense mechanisms. We have done no fine-tuning of these hyper-parameters, and thus, our
approach may suit very different attack situations with minimal tuning. Equivalently, the results obtained
could be improved by doing a fine-tuning for each situation.

5. We have tested several agents, and we can observe, from Tables 6.3 and 6.4, that they do consistently

provide better results than other baselines, and in Figure 6.7, they are very close to the optimal values.
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Fig. 6.11 Examples of learned backoff attack policies for the DLA, using CNNME with 10 ASs. The colored
lines are the #374¢ values, and each dot indicates that the defense mechanism has been invoked. Blue is for GSs,
green for ASs not discovered and red for discovered ASs. The black line is Ay74c. Note how the ASs are able to
adapt to the different values of Azzac.

Specifically, when having more than one AS, we recommend using communication and mean embeddings:

this approach consistently gives the best results.

Thus, the attacking approach that we propose in this Chapter presents strong challenges to current WSN
defense mechanisms. First, because of the growing computational capabilities of current hardware, there
could be soon, if not already, sensors with enough computational resources to implement such an attacker
[181]. Second, because our approach is adaptive and flexible, not requiring an a priori modeling of the defense
mechanism nor knowledge of their parameters, it can learn to exploit a wide range of defense mechanisms, and
also note that our attacker only uses partial observations. In other words, is an attacker suitable for imperfect
and incomplete information situations. Thus, it is of capital importance researching on defense mechanisms
against such attack mechanisms, in order to minimize the threat they pose. A promising defense mechanism
could be one in which the defense mechanism also learns how to defend, which means entering the field of
Multi Agent Competitive Learning [97], which until today poses strong challenges. A different one consists in
using IRL tools in order to model the behavior expected from a GS in order to detect ASs: this is the idea that

we develop in Chapter 7.



Chapter 7

Intelligent defense mechanisms against
intelligent attackers

7.1 Introduction

In order to successfully address the intelligent attackers presented in Chapters 5 and 6, we could think of using
Game Theory tools in order to model the ASs and the defense mechanism as players with different targets: we
now assume that the defense mechanism is also dynamic, while in Chapters 5 and 6 it was considered static.
Note that we should not use the RGs framework as we did in Chapter 4, as the attackers make use of states or
observations. Hence, we could think of modeling our defense mechanism using the SG or the POSG framework.
Note that in an SG, each player solves a control problem coupled to the actions of the rest of players, and in a
POSG, each player solves a POMDP coupled to the actions of the rest of players. Note, however, that SGs
require perfect and complete information, while POSGs require complete information only, but the problems
introduced in Chapter 6 were games of imperfect and incomplete information. For instance, in the partial
observability backoff attack of Chapter 6, we have imperfect information because the ASs does not observe
the reputation that the defense mechanism assigns to it, and the defense mechanism does not directly observes
whether a sensor follows or not the binary backoff procedure. And we have incomplete information because
the ASs do not have a priori knowledge of the defense mechanism, and the defense mechanism does not know
which sensor is an AS and which sensor is a GS. A comparison of the situation described by this Chapter with
respect to Chapters 4-6 can be seen in Table 7.1.

In incomplete information games, the concept of Bayesian Equilibrium is used to provide a solution to the
game. This is an extension of the NE concept that conditions on the belief of each player about the type of
the rest of the players. In other words, each player tries to obtain an equilibrium taking into account what she
believes, is the type of the rest of the players. This concept applies to static and dynamic games [76], although
the dynamic case has complexities derived from the fact that, as the dynamic game advances, the beliefs of the
players change. Thus, having incomplete information is an additional difficulty to solve a POSG: as we saw in
Chapter 2, in general, POSG cannot be solved efficiently in a way to be used in defense mechanisms.

However, it is possible to proceed differently. In this Chapter, we focus only on the partial observability
backoff attack described in Chapter 6 because our simulations showed that it was an attack more complex to
detect than the soft fusion SSDF one. With respect to the other versions of the backoff attack shown in Chapters
4 and 5, note that we are interested in the detection problem as in Chapter 5: we want to detect which sensor is



166 Intelligent defense mechanisms against intelligent attackers

Chapter | CSMA/CA | CSS | Player | Information Observation (A/S) Behavior
Attack Complete Mixed / - Static
4 Yes No Defense | Complete Mixed / - Static
Attack Complete - / State Dynamic
> Yes Yes Defense | Incomplete Realization / - Static
Attack | Incomplete | Realization / Observation | Dynamic
6 Yes Yes . .
Defense | Incomplete Realization / - Static
7 Yes No Attack | Incomplete | Realization / Observation | Dynamic
Defense | Incomplete | Realization / Observation | Dynamic

Table 7.1 Table comparing the different setups used in Chapters 4-7. CSMA/CA. i.e., the backoff attack, and
CSS, i.e., the SSDF attack, denote whether each of these setups is used in the Chapter. Information denotes
whether each player knows the target of the other player (Complete) or not (Incomplete). Observation refers to
what each agent observes with respect to the actions / states of the other players: regarding actions, they observe
the mixed actions or the actions realizations, and regarding states, they observe the state or an observation of
the rest of players: this is related to having perfect or imperfect information. Behavior refers to whether the
player adapts its behavior with time or not.

an AS and which is a GS. However, as the attacker is intelligent, it can learn to exploit our defense mechanism,
even if it is unknown, as we have shown in Chapters 5 and 6. We assume an intelligent attacker based on RL
tools, and hence, it has a reward that its behavior optimizes. Our main idea for a defense mechanism against
such attackers is based on IRL: we try to discriminate between ASs and GSs by finding the reward function that
the behavior of a sensor is optimizing, and in case that it significantly differs from the expected reward of a GS,
the sensor is considered an AS. This simple idea turns out to be an efficient detector.

7.2 Intelligent defense mechanism description

Again, we consider that we have a WSN with one or more ASs, while the rest of sensors are GSs. All sensors try
to communicate with a central node using a CSMA/CA procedure: the ASs try to obtain as much transmission
resources as possible. The central node has a defense mechanism which tries to enforce that the network
resources are evenly distributed, and this defense mechanism can observe what each sensor does but does not
know a priori whether each sensor is an AS or GS.

As we have already mentioned, there are many proposed defense mechanisms to detect ASs and ban them
from the sensor network. The literature on this field is extensive, with many papers ranging from general works,
as [220], [72] or [199], to works specialized in concrete attacks, such as byzantine attacks [257], jamming
situations [156] or backoff attacks [229]. However, this solution, as we have noted, results in ad hoc defense
mechanisms that need to have a priori knowledge about the attack. In order to effectively deal with our
intelligent attacker, we need to make as few assumptions as possible: in our case, we assume that the attacker is
using control theory tools in order to exploit the defense mechanism. We propose using IRL tools to optimize
such a defense mechanism. We first present our approach and then discuss the assumptions on which our
approach relies.

As noted, we first assume that the interaction between each sensor and the central node can be modeled
using the MDP framework introduced in Chapter 2. This means that, in each timestep n, each sensor observes
the state s”, selects an action a” and receives a reward 7”*; then the system transitions to a different state "t and
the process is repeated. Note that the concrete definitions of the state and action spaces, as well as the reward
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and transition probability functions, depend on the concrete problem we are trying to solve. Finally, for the sake
of simplicity, we work using the MDP conventions, but as we know, most real life problems, including ours, is
described by the POMDP framework. As noted in Chapter 2, a possible way to approximate a POMDP is by
including in the observation past information, in order to solve it using MDP tools. This is the approximation
we used in Chapter 6, and we use it again in this Chapter. Hence, everything we say about MDPs can be adapted
to POMDPs by replacing the states s” by the extended observation to include past information.

The main idea behind our method consists in using IRL on GSs in order to obtain the reward function
r(s,a) that explains the behavior of the GSs. Since ASs will have a different reward function, the histograms of
instantaneous rewards produced by a GSs and an ASs will be different and hence, it will be possible to detect
the ASs. In order to obtain the reward function, we use GAIL [101]. As we explained in Chapter 2, GAIL
trains a GAN using sequences of states and actions in order to obtain a reward function in the discriminator and
a policy in the generator. Thus, in our setup, we use GAIL with sequences of states and actions produced by
GSs, and then use the discriminator, i.e., the reward function, in order to detect ASs.

There are several reasons that motivate our choice of GAIL. First, we propose using an IRL method because
obtaining the reward function for a given environment may not be an easy task. In our case, we study a
transmission procedure so well-known as the backoff method used in 802.11 standard [111], which is designed
to minimize the probability of collisions among wireless nodes communicating to a central node. In this scheme,
we want to avoid collisions and transmit as often as possible, but there are many potential reward functions
that may suit these conditions. By using IRL, we do not need to model the reward function explicitly, as our
algorithm will obtain it by itself. Note that, as we are using sequences of states and actions to train GAIL, the
reward function obtained will correspond to the behavior exhibited in such trajectories.

Second, we propose using GAIL because it is a model-free method, that is, we do not need to model the
transition probability function. This is an advantage for two main reasons. First, the transition probability
function may be very large if the states and/or action spaces are large. And second, it may be hard to obtain an
analytical model for this function, as the EWSZOT model in Chapter 6 shows. GAIL does not need to know the
probability transition function and only needs access to a simulator of the dynamical system, which suits well
problems of incomplete information.

And third, we choose GAIL because, as we have shown in Chapter 2, it is an IRL method which is both
efficient and accurate. Note that the reward function is approximated using an NN, which means that it is able

to approximate any reward function to any degree of accuracy provided that the NN is large enough [105].

7.2.1 Offline defense mechanism

There are at least two possible ways to use GAIL in our problem. We start by describing what we denote the
offline defense mechanism. Before starting the interactions, we train GAIL on a set of trajectories of a WSN in
which all sensors are GSs, that is, we use a controlled environment to train GAIL. Once that we have trained
GAIL and have a reward function, we can use it to detect ASs. The key idea here is noting that the reward
function estimated by GAIL will maximize the reward of the GSs, and hence, ASs will provide a lower reward.
Thus, if we are given a set of state-action pairs to test, we can obtain its rewards using the reward function
computed by GAIL using GSs and compare it to the histogram of rewards given by the original state-action
pairs. We propose using a simple test to decide whether a set of state-action pairs comes from a GSs or not.
First, we use a threshold 1 on the reward value which corresponds to the o € [0, 1] proportion of the Cumulative
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Distribution Function (CDF) of the rewards of GSs. Mathematically, 1] is:

n =arg min CDF (r(s,a))
r(s.a) . (7.1)
sit. CDF (r(s,a)) > o

Thus, we first obtain the empirical CDF of the rewards of the GSs state-action pairs, and the threshold 7 is
the minimum reward that makes the empirical CDF equal or larger than ¢. Note that this means that o controls
the tradeoff between false alarm probability and power of the test. The 7 value, hence, is obtained after GAIL
has been trained, as it needs to use the same state-action pairs set that we used to train GAIL.

Second, during execution, we receive a set of j state-action pairs from a sensor, and we want to test whether
this sensor is a GS or not. In order to do so, we first obtain the reward for each of the j state-action pairs of
the sensor using the r(s,a) NN returned by GAIL. Thus, we have the estimated reward that a GS would get
by playing action a in state s for each of the j state-action pairs given. Then, we compute i < j, which is the
number of reward values that satisfy r(s,a) < 1. In other words, i is the number of reward samples that are low
for a GS. A low i could indicate that the samples come from a GS, while a large i would provide evidence that
the state-action samples did not come from a GS.

In order to decide whether i indicates a GS or not, we use the following approximation: we assume that
the r(s,a) samples are independent and identically distributed. Note that this assumption needs not be true, as
consecutive state-action pairs are correlated due to the transition probability function. However, we follow this
assumption because it simplifies our model, allows using simpler calculations and does not need to know the
probability transition function for the correlation. We can use a binomial test in order to check whether i is
large or not using the following p threshold:

p =argminB(j.k,a)

st. B(jko) = (Q ok (1—a)i*
B(j,k,o) > 11—«

keO0,1,...j

(7.2)

In (7.2), p is obtained using a Binomial distribution. The equation that we are minimizing is the Binomial
probability for j experiments with k successes and ¢ probability of success. Note that k is the number of
successes, and hence, is equivalent to i: the number of times that (s,a) < 1, where 1) was obtained in (7.1) as
the reward value with probability «. Thus, we are modeling the probability of obtaining k values of reward
below 7. The inequality constraint is the threshold of our test: we use the same ¢ value, although a different
value could be used, in order to set p as the threshold to decide that lower values of i are generated by GSs, but
higher ones are not, with a confidence level of 1 — ¢t. Thus, our decision rule is:

{ Sensoris GS if i<p 7.3)

Sensoris AS if i>p

where a flow diagram for both the training and classification stages can be observed in Figures 7.1 and 7.2.
Hence, for the offline defense case, we first have a training stage, in which we start by getting a set of

state-action pairs for GSs in our concrete problem. This set is obtained using simulations or real data. Note

that this set of state-action pairs collects the expected behavior of GSs. Then, we use GAIL to train an NN
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’ Input: GSs state-action pairs ‘ Input: o

’ Obtain r(s,a) using GAIL ‘

Obtain 7 using (7.1)
| |

’ Obtain p using (7.2)

’ Output: r(s,a), 1, p ‘

Fig. 7.1 Flow diagram for the training stage of the proposed defense mechanism, both for online and offline
cases.

’ Input: j State-action pairs to classify, r(s,a), 1, p ‘

[

’ Compute the rewards using r(s,a) ‘

’ Compute i using the rewards and 1 ‘

’ Output: Decision using (7.3), i and p ‘

Fig. 7.2 Flow diagram for the classification stage of our proposed defense mechanism, for both online and
offline cases.

as the reward function r(s,a) of the GSs. This NN, together with the state-action pairs of GSs used to train
GAIL, is also used to obtain the threshold 1 on the rewards by using (7.1) and also the threshold p (7.2). A
flow diagram for this stage can be observed in Figure 7.1. Then, there is a second stage, in which the reward
function and the threshold 1 are used to classify sequences of state-action pairs as follows. First, the reward
function for each state-action pair is obtained using r(s,a). Then i, the number of rewards such that r(s,a) <7,
is obtained, and a decision is made using (7.3), as shown in Figure 7.2. Note that we train GAIL only once, but
the classification stage may be run more than once, as shown in Figure 7.3.

Note that the decision method we propose, based on 17 and p, could be replaced by other decision methods,
such as measuring the Kullback-Leibler divergence between the distribution of rewards using trajectories from
GSs and the rewards using trajectories from a sensor with unknown type. Here, we only focus on using 1 and
p because it is a simple and computationally fast method which, nonetheless, provides good results, as we will

see in short.

7.2.2 Online defense mechanism

The offline defense mechanism already described presents a problem derived from the fact that the behavior of
GSs could be influenced by the actions of the ASs. As GAIL is trained offline, using samples from a network in
which there are only GSs, the same GSs in presence of ASs may present a different behavior as a consequence
of the actions of the ASs: note that the behavior of GSs and ASs is coupled, as they affect each other. This
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GSs state-action pairs, o }—>’ GAIL training }—»
’ State-action pairs to classify }—>’ GAIL classificator }—»

Fig. 7.3 Flow diagram for the offline defense mechanism, where the training stage is explained in Figure 7.1
and the classification stage is explained in Figure 7.2. Note that GAIL is trained once and offline, while there
might be multiple decision: the thresholds obtained by GAIL are used each time that a decision is made.

’ Input state-action pairs, o }—>’ State-action pairs to classify }—»’ GAIL classificator }—»’ Decision ‘

’ GSs state-action pairs, o }—>’ GAIL training } r(s,a),n, p

Fig. 7.4 Flow diagram for the online defense mechanism, where the training stage is explained in Figure 7.1
and the classification stage is explained in Figure 7.2. Note that the main difference with respect to the offline
case in Figure 7.3 is that now GAIL is trained more than once, using state-action pairs collected from trusted
GSs. Thus, the input state-action pairs contain both GSs state-action pairs to train GAIL and state-action pairs
to classify. In this case, again, there might be multiple decisions; note, however that the thresholds obtained by
GAIL are updated every time that GAIL is updated, whereas in the offline case the thresholds were fixed.

could cause that some GSs are detected as ASs. Hence, we could think of continuously training our defense
mechanism by running the training phase using state-action pairs from trusted GSs when there are ASs: this
means that the GAIL classifier is updated continuously taking into account the effect of the ASs over the GSs.
Note that the trusted GSs used to train GAIL must be known a priori, and their behavior is used to classify
the rest of sensors. This is what we denote as online defense mechanism, and a flow diagram describing it
can be seen in Figure 7.4. Note that the main difference with respect to the offline case is that now, GAIL
is updated during the execution phase using state-action pairs from the trusted GSs. We note that the online
defense mechanism has a higher computational complexity, as now GAIL is updated several times; but it also
explicitly takes into account the effect of the ASs over the GSs and hence, it should potentially provide better
results.

7.2.3 Assumptions of our defense mechanisms
Both of our proposed defense mechanisms rely on the following three assumptions:

1. The interaction between each sensor and the central node can be modeled using the MDP / POMDP
framework, where sequences of states / observations and actions can be obtained. We have access to a

simulator of the system.
2. GAIL can be used to obtain a solution to the IRL problem of the GSs.
3. The ASs behavior will be different from the GSs behavior in terms of the IRL cost obtained.

Note that our three keys assumptions are fairly general, and hence, they allow dealing in a very general
way with unknown ASs. The third assumption is the key one in order to detect ASs, and it is related to the fact
that GAIL searches for a reward function that explains the state-action pairs. An AS would present a different
behavior, and hence, the reward function obtained by GAIL can be used to discriminate between GSs and ASs.

Our approaches also present several weaknesses. The first one is that we do not take into account additional

information about the ASs, as ours are general defense mechanisms. Obviously, the more we know about what
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the attackers can do, the more ad hoc defense mechanism can be used in order to address a concrete attack.
However, as Chapter 6 shows, ad hoc defense mechanisms could be exploited by minor attack variations. We
try to present general defense mechanisms against intelligent attackers, valid against a broad range of attackers.
Note that our defense mechanisms could also be used together with other ad hoc defense mechanisms in order
to incorporate more information about the attacker. In our simulations, we will use our proposed defense
mechanisms together with the backoff defense mechanism introduced in Chapter 6.

A second weakness is derived from the computational complexity associated to our methods. Even though
GAIL is an efficient IRL method, nonetheless it has a significant resources consumption. Note that this is a
problem that affects specially to the online defense mechanism, as it needs to train GAIL several times. Hence,
there is a trade-off between a defense mechanism general enough and the computational load required. A final
weakness is related to the online method. If the trusted GSs used to train GAIL are compromised, then GAIL
may be exploited as well and our defense mechanism may fail.

However, our methods present several advantages. The first one is that they are very general methods,
which require very little knowledge about the concrete setup. The second is that we train only using GSs, so
our methods are able to detect, potentially, any AS that presents a different behavior from GSs. And finally,
observe that we need not modeling the transition probability function, as GAIL only need access to a simulator

of the system we want to defend.

7.3 Empirical results: the partially observable backoff attack

In order to validate our approach, we use the backoff attack described in Chapter 6, as it was a complex attack
successfully learned by our DLA. Again, we consider a WSN in which a CSMA/CA access mechanism is used
in the MAC layer. GSs follow the binary exponential backoff mechanism, while an AS may not respect such
procedure: as Chapter 4 shows, this causes that the network throughput is not fairly distributed among all the
sensors of the network. In Chapter 6, we presented a defense mechanism used against such an attack based
on a statistical test [229], which however, is vulnerable against intelligent attackers that make use of a Deep
Reinforcement Learning algorithm.

We proceed to test our defense mechanism in this environment. We test in three different scenarios, for
{1,5,10} ASs and 10 GSs, that is, in total we have {11,15,20} sensors in our WSN. Again, we use the defense
mechanism for the backoff attack proposed in [229] and described in Section 6.2.2, with a threshold A = 0.5,
and we set the rest of parameters to the same values as in Chapter 6. The backoff mechanism implementation
follows the values of the 802.11 IEEE standard [111], where again, we simulate the backoff environment for
5-10° us.

Remember from Chapter 6 that the ASs are solving a POMDP. Each timestep is a backoff time unit, in
which the AS can transmit or not. Hence, each AS has two possible actions, which are transmitting in this
time step or not. The local information of each sensor is the normalized time difference between the current
time step and the last 5 transmissions, as well as whether these transmissions were successful or there were
collisions. We add also a flag indicating whether the sensor has been discovered by the defense mechanism
or not. We assume that each sensor is able to obtain the local information of the other sensors, and hence,
we consider that the observation vector for each ASs is formed by the concatenation of the mean of the local
information of GSs, the mean of the local information of the ASs and the local information of the AS. Thus, the
ASs are intelligent and may communicate among them, following the attacker model proposed in Chapter 6,
where we use the Mean-based Mean Embedding (CMME), as in Chapter 6, because it was shown to achieve
good attack results. We train the ASs as shown in the Chapter 6 using 200 TRPO iterations. Finally, note that,
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again, each AS has a reward of —1 if a GS transmits, and O otherwise. This causes that the ASs try to minimize
the transmission rates of GSs.

We incorporate our proposed defense mechanism as an additional security layer to this backoff attack. The
observation of the security mechanism is composed by the transmission times of a sensor. This observation,
together with the action of the sensor, is the input to the reward NN estimator that is trained using GAIL. We
use an NN with two hidden layers with 256 neurons each and hyperbolic tangent activation function. Note
that the defense mechanism is also running a POMDP and approximating the observation by using only the
last 5 transmissions. These observations take the place of the state in our previous exposition of our security
mechanism, since as we indicated, this is a possible way to approximate a POMDP.

In the offline defense mechanism, for the training phase of GAIL, we use the trajectories from 100 episodes
of 5-10° us, where each trajectory contains between 200 — 300 time steps each, that is, around 200 — 300
state-action pairs. In each of these episodes, we consider that there are {11,15,20} GSs, that is, sensors that
respect the backoff mechanism. Then, we use GAIL to obtain an estimation of the reward function. We use
10 GAIL iterations, and in each of them, we update 3 times the generator and once the discriminator. We
use 10 iterations as there was no further improvement by increasing the training time. We use the open code
implementation of GAIL found in [59], with the rest of parameters set as default. Then, by using o = 0.05, we
obtained 1 and p using (7.1) and (7.2) respectively.

In the online defense mechanism, we use the same classifier as in the offline case, but the training phase
differs. We use the state-action pairs of 5 trusted GSs and train GAIL at the end of each TRPO iteration of the
attackers. Hence, each time that the ASs update their policy, GAIL updates the reward estimator. Note that the
number of state-action pairs used by the online defense mechanisms is variable, as it depends on the ASs policy.
Each time that we train GAIL, we use 10 GAIL iterations, and in each of them, we update 3 times the generator
and once the discriminator.

We run our proposed defense mechanism together with the statistical test described in Chapter 6 for three
cases: the baseline, in which only the statistical test is used, and the cases in which the statistical test is
combined with the online and offline defense mechanisms respectively. Our defense mechanism classifier is
run every time that there are 5 new state-actions pairs per sensor, and if a sensor is detected as an AS, is banned
from the network. Note that a sensor could be banned from the network by either defense mechanism. Finally,
for each value of the ASs, we simulate using 10 different seeds, and we use a discount factor y = 0.995.

The simulation results averaged on the best 5 seeds for the defense mechanism can be observed in Figure
7.5 and Table 7.2, where we show the total reward, the proportion of sensors banned and the proportion of
bits transmitted by each sensor, for all the cases tested. We can observe that the online and the offline cases
outperform the baseline, specially the online defense mechanism: the differences are remarked in terms of
proportion of agents discovered and proportion of bits transmitted. Note that, using our defense mechanisms,
we are able to increase the detection of ASs, at the cost of increasing also the false positives on GSs. This
increase in the detection capabilities of ASs has an impact on how the resources are distributed among sensors:
the proportion of bits transmitted by ASs and GSs become similar when our defense mechanisms are used,
specially when using the online method. Note that the improvement is very significant when having 1 and 5
ASs, while it is not in the 10 ASs case: as noted in Chapter 6, in the latter case, the proportion of ASs is high
enough to overtake the WSN.

Note that the main drawback of our methods is the significant increase in the false positive probability: by
using our defense mechanisms, there is a significant increase in the number of GSs which are considered ASs.
This effect is expected, as the detection threshold is related to the behavior of GSs, and thus, it will detect GSs
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T AS 5 ASs 10 ASs

Baseline | —40.64+8.44 | —19.59+3.73 | —11.12+3.06

Reward Offline | —41.34+6.60 | —21.83+4.44 | —12.05+3.84

Online | —81.194+2.86 | —28.57+4.44 | —14.00+4.42
, Baseline | 0.19+0.39 0.60+0.26 0.594+0.29
Proportion | rgine 0.64+0.48 0.734+0.27 0.74+0.23
ASsbanned | e | 10042000 | 0864019 | 0.73+0.28
, Baseline | 0.002+0.01 | 0.001+0.01 | 0.001+0.01
Proportion | egine 0.274+0.23 0.1740.14 0.114+0.12
GSsbanned | e | 0174012 | 0.08+£0.12 | 0.1840.15
. Baseline | 0.16+0.05 0.11+£0.02 | 0.073+0.01
Proportion | epine 0.124+0.05 0.1040.02 0.070+0.01
bits AS Online | 0.04+001 | 007002 | 0.066+0.01
. Baseline | 0.08+0.01 0.04+0.01 0.027+0.01
Proportion | egine | 0.09+0.01 0.05-+0.01 0.030 +0.01
bits GS Online | 0104001 | 0.06+0.01 | 0.033+0.01

Table 7.2 Final results obtained for each number of ASs. The values were obtained averaging 100 episodes for
each of the best 5 seeds after training. We show the mean final value, + one standard deviation. Bold entries
are the values with best mean, where a Welch test is used to detect whether means are significantly different for
a significance level 0.01 with respect to the baseline. In case or total reward of the attacker, proportion of GSs
banned and proportion of bits transmitted by ASs, lower is better. In case of proportion of ASs banned and
proportion of bits transmitted by GSs, higher is better.

erroneously. We observe that our proposed mechanism based on GAIL does produce an improvement in the
defense mechanism against an intelligent backoff attack, even though it is a generic defense mechanism.
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Fig. 7.5 Results evolution during training for the proposed backoff attack setup. In all figures, the horizontal axis
correspond to the TRPO iteration. Note how both defense mechanisms improve in all measures the baseline,
except for the increase in false alarm, i.e., the probability of banning GSs.
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7.3.1 Analysis of our proposed defense mechanisms

We now study with more detail the reward distributions that arise in our backoff problem. In Figure 7.6, we plot
an example of the empirical histogram of rewards obtained for each number of ASs during one episode. We
show three distributions: the distribution of rewards with only GSs that is obtained after training GAIL, the
distribution of GSs under attack and the distribution of the ASs after they have been trained. There are several
interesting points to note:

* The distribution of the rewards of the GSs may change when there are ASs. This idea was our motivation
to use the online defense mechanism, and we can observe that the GSs distribution is actually affected by
the presence of ASs, as expected.

* The intelligent attacker tries to mimic the reward distributions of the GSs in order not to be detected.
This means that its behavior is similar to the GSs behavior, which explains why the statistical test
used as baseline is exploited by such an intelligent attacker. Note, however, that our proposed defense
mechanisms, specially the online one, is effective against the attack, except for the 10 ASs case as

explained before.

* The decision threshold has a strong dependency on the GAIL training dataset, as for different seeds of the
same setup, we obtained different threshold values. This means that the reward function r(s,a) learned
for different seeds is different due to the GAIL training datasets being different. Thus, further research is
needed in order to improve this step, which may include testing for different classifier methods.

7.4 Conclusions

In this Chapter, we have given a step forward towards intelligent defense mechanisms that are able to cope with
the intelligent attackers presented in Chapter 6. Namely, we have proposed a defense mechanism based on IRL
methods that is able to detect unknown attacks, i.e., it operates under incomplete (and imperfect) information
settings. Our main idea consists in using IRL in order to learn the behavior of GSs and use that information to
detect ASs, as the behavior of ASs differs from the behavior of GSs. We have validated our idea in the backoff
attack of Chapter 6, and we have seen that our proposed method increases the false alarm probability but also
significantly increases the detection of ASs and enforces an even distribution of the network throughput. We
remark that the main contribution of our defense mechanism is that it does not need a priori knowledge about
the attack characteristics. Nowadays, most defense mechanisms are ad hoc designed against concrete attacks,
but the advances in the field of machine learning, and specifically in RL, have brought attacker architectures
that are able to learn to exploit the vulnerabilities of a network. In order to face such intelligent attacks, the
mechanism we propose is a step forward towards defense mechanisms able to cope with such attackers.

As we noted in the introduction of this Chapter, what we propose here is a method to detect intelligent
attackers. As we have shown in Chapters 5 and 6, intelligent attackers are able to overcome static defense
mechanisms, that is, defense mechanisms whose behavior does not evolve with time, by means of solving or
approximating a control problem. In this Chapter, we make use of control techniques as well in the defense
mechanism, which, as our simulations show, are effective detecting such intelligent attackers. Specifically, our
defense mechanism allows that the WSN resources are evenly distributed among sensors, while the ASs in this
setup try to concentrate the network resources.

In the first version of our backoff problem, presented in Chapter 4, we assumed that the defense mechanism

was able to observe the mixed actions of the ASs. Chapter 5 showed the implications of what would happen if the
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Fig. 7.6 Histogram of rewards compared for GSs and ASs, for one seed. From left to right: 1/5/10 ASs. Top
are for offline defense, bottom for online. Peaks have been cut off for clarity. Blue is the reward histogram
when only GSs are present, that is, for training, orange is for GSs under attack and green is for ASs during
attack. The red line is the decision threshold obtained during training. Note how sometimes, the ASs are able to
behave in such a way that they mimic the reward shape of the GSs, but other times they do not. Also, note how
the GSs distribution changes if there is an attack: this explains why the online defense mechanism performs
significantly better.

defense mechanism only observed the actions realizations, while Chapter 6 and this show some consequences
of observing only partially the actions of the ASs. Note that there has been an increase in the environment
complexity as we have included more realistic assumptions in our problems. Also, observe that in Chapter 4,
the defense mechanism had an optimal action against the ASs actions, that is, we focused on obtaining the best
responses against the ASs actions, but in this Chapter, we have focused on detecting the ASs and banning them.
As mentioned in the introduction to this Chapter, if we want to obtain a more complex policy for the defense
mechanism against intelligent ASs, we should use incomplete information dynamic game theory tools, which is
left for future research. As shown in [97], there is a significant amount of work towards achieving efficient
algorithms to learn complex games: this research direction, as this work emphasizes, is of utmost importance to
the WSN field.



Chapter 8

Conclusions and future research

8.1 Conclusions

Now, it is moment to look back to the work developed in this thesis in order to draw some conclusions in this
Section, and propose ways in which our research could be extended in the next Section. Our work has dealt
with security setups in WSNs in which the agents made decisions sequentially, and they may have imperfect
and incomplete information. We have considered several variations of two main problems, the backoff and the
SSDF attacks, and we have studied for different conditions of the attackers and the defense mechanism: the
main points are contained in Table 8.1, which we repeat once more for the sake of completeness.

In Chapter 3, we have shown that current algorithms for learning repeated games do not satisfactorily address
the discounted payoff case, in spite of being a problem of special interest in practical terms. We have noted that
the discounted payoff presents at least two particularities that introduce significant differences with respect to
the average payoff, namely, that the payoff variance depends on the discount factor and the total payoff is not
evenly assigned in all stages. The latter condition means that, in practical cases, we need learning algorithms
that learn fast, otherwise, a bad strategy in the first stages may cause that the player obtains a poor total payoff
regardless of its behavior in the subsequent stages. Another way to approach this problem is enforcing security
conditions, by which the player is conservative and avoids actions that provide her with a payoff lower than a
certain threshold. Our LEWIS algorithm is based on this idea, it is designed to work in incomplete information
settings and its empirical performance is good in self-play, against other learning algorithms and even against
a minmax player, according to the results of Chapter 3. We also propose an algorithm to negotiate repeated
games equilibria, which we denote as CA. It is a fully distributed, incomplete information algorithm that is
based on several players sampling the action spaces, proposing candidate equilibrium points and distributedly
selecting a Pareto-efficient one. As we have shown, it may take advantage of the Folk Theorem and obtains
good payoffs both for NE and CE concepts.

Chapter 4 thoroughly studies the consequences of the backoff attacks and proposes a CSMA/CA game,
which we solve using static and dynamic game theory tools. Our simulations show that there is a gain in
terms of payoffs by using repeated games, as the Folk Theorem does help finding better equilibrium points,
although this comes at the cost of a higher computational complexity. This Chapter is a first approach to our
security situations, in which we make several assumptions in order to facilitate the analysis, such as perfect and
complete information for all players. When these assumptions fail, as often happens in realistic environments,
we need to use more advanced tools. Hence, although repeated games can be solved in a reasonable time, they
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Chapter | CSMA/CA | CSS | Player | Information Observation (A/S) Behavior
Attack Complete Mixed / - Static
4 Yes No Defense | Complete Mixed / - Static
Attack Complete - / State Dynamic
> Yes Yes Defense | Incomplete Realization / - Static
Attack | Incomplete | Realization / Observation | Dynamic
6 Yes Yes . .
Defense | Incomplete Realization / - Static
7 Yes No Attack | Incomplete | Realization / Observation | Dynamic
Defense | Incomplete | Realization / Observation | Dynamic

Table 8.1 Table comparing the different setups used in Chapters 4-7. CSMA/CA. i.e., the backoff attack, and
CSS, i.e., the SSDF attack, denote whether each of these setups is used in the Chapter. Information denotes
whether each player knows the target of the other player (Complete) or not (Incomplete). Observation refers to
what each agent observes with respect to the actions / states of the other players: regarding actions, they observe
the mixed actions or the actions realizations, and regarding states, they observe the state or an observation of
the rest of players: this is related to having perfect or imperfect information. Behavior refers to whether the
player adapts its behavior with time or not.

present limitations against complex, realistic attacks, as Chapters 5 and 6 show. Given the fact that the hardware
of current attackers allows them to use complex, dynamic behavior, it is important highlighting that repeated
games may not be the best tool against such attackers. Also, note that if attackers present a dynamic behavior,
they can exploit a static behavior defense mechanism. Chapter 5 has been devoted to this point, where we also
assumed that the defense mechanism had incomplete and imperfect information. We present an optimal attack
against an mechanism, which is a static mechanism, and to counter this situation, we have developed a defense
mechanism based on an OCSVM to detect intelligent attackers. Also in Chapter 5, we have derived a very
efficient sequential test which makes use of prior information. Our results show that this test is fast in deciding
and presents a lower error than the counting rule and SPRT, and hence, the use of prior information is of interest
when it comes to testing in WSN setups.

A key Chapter in our development is Chapter 6, as it shows the capabilities that Deep RL algorithms
have when it comes to obtaining attack strategies against defense mechanisms, even when the attackers have
imperfect and incomplete information of the defense mechanism. Note that the main disadvantage of Deep RL
methods, today, is that they are sample inefficient, and hence, they need many samples to learn. In real life
problems, an attacker should learn as fast as possible, and hence, increasing the sample efficiency is important
in order to obtain better attackers. Note that this is already an active area or research in the Deep RL field [232].

A crucial idea in our work has been the asymmetry: Chapters 5 and 6 deal with the case in which the
attacker is able to adapt dynamically, but the defense mechanism is not. Note that this makes our proposed RL
attackers such a threat: most current defense mechanisms are static. Hence, the dynamic defense mechanism of
Chapter 7, based on IRL tools, is but a first step towards defense mechanisms able to deal with such attackers.

8.2 Future research

Now, we proceed to present some of the most interesting future research lines that arise from our work in this
thesis. First, let us focus on LEWIS algorithm. We have considered that the actions are chosen attending to the
rewards that these actions yielded to the agent in the past, as shown by the action selection block described
in Chapter 3.3.1. However, there are other action selection strategies that could be followed in order to take
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advantage of different situations, such as the ones explained in [185]. Another promising approach that has
appeared recently is described in [17]: it is based on using gradient methods in order to solve a differential
game for N, players, and these ideas may be also an interesting alternative action selection block to explore. As
the Folk Theorem shows, in discounted repeated games, there might be payoffs which are better for all players
[146], and LEWIS allows obtaining them when they satisfy certain security conditions. Another research line
possible consists in investigating different security condition definitions and whether they facilitate reaching a
better payoff for all players or not. For instance, as we have noted, a similar work using a different security
condition is [50]; hence, it may be interesting comparing this security condition to ours in a variety of setups
and check which advantages and disadvantages has each of them.

Our CA algorithm can also be extended in several ways. A first one would be improving the sampling
method: as we point out in Chapter 3, the performance of CA strongly depends on the sampling method chosen.
In this work, we have compared an equispaced sampling with a random sampling and an intelligent sampling
method based on a non-convex optimization algorithm. Of all these methods, the non-convex optimization
algorithm provided the best performance, hence, it might be reasonable to test other sampling schemes based
on different non-convex optimization methods such as [222] or [120]. Also, it would be interesting extending it
to different strategies than UNR, such as grim trigger, tit-for-that or forgiving strategies [146], [103]: observe
that the payoff regions depend on the chosen strategy and thus, some strategies may provide higher payoffs
than others. And finally, another point of interest would be extending CA to work in the case in which different
strategies are used by each player: this increases the complexity of finding an equilibrium point, but also may
provide each player with a strategy adapted to its computational capabilities, and thus, allow more complex
strategies which provide a better payoff on agents with large computational capabilities, and less complex
strategies on agents with restricted computational capabilities. Note that this would be an asymmetric situation,
which has been a case of special interest on this thesis.

In Chapter 5, we have introduced a very efficient sequential test which made use of prior information by
means of using Beta priors, as they can be updated in a very efficient way using properties of the Gamma
function. We note that this is a significant advance, as one of the problems related to Bayesian updates is
the complex update calculations when there are no closed form expressions [119]. A point of interest that
arises is deepening into the approximation capabilities of the Beta functions: note that we use them as basis
to approximate possibly complex prior functions. Hence, an important question to pose is whether Beta
distributions, when used as basis functions, are able to approximate any distribution in the range [0, 1] or not,
and to which degree of accuracy. Also, a related question to this one is how to efficiently obtain the weights and
parameters of the linear approximation using Beta basis functions that best approximates a given distribution.
And finally, we also observe that, in dynamic games, Bayesian equilibrium requires that, at each stage, a belief
over the types of the rest of the players is updated [76]. The algorithm that we have used to update the Bayes
Factor sequential test may be an interesting choice to update the beliefs in an incomplete information game,
and hence, it may be the basis for an efficient algorithm to obtain Bayes equilibria.

We conclude with our intelligent defense mechanism from Chapter 7: there are several possible ways in
which this mechanism could be extended. One of them would consist in using a different classifier, other than
the Binomial test that we have used. There are several possible candidates, one of them being a threshold on
the Kullback-Leibler divergence, in a similar fashion to the concept of trust region used in TRPO [197], but
while TRPO uses the KL divergence to avoid having policies too different, we would use it to discriminate
between too different reward histograms. Another possible option would be using an OCSVM, introduced
in Chapter 5, as they are able to detect samples different from the ones with which they were trained. Also,

note that the parameters used in the classifier have an impact on the defense mechanism performance: this is
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another point that needs more assessment in order to achieve a good tradeoff between the detection capabilities
of the system and its computational requirements. But maybe the most interesting line of research against
intelligent attackers as the one presented in Chapter 6 is the use of dynamic game theory tools. As we noted in
Chapter 2, in the general case, our game is of incomplete and imperfect information, and hence, intractable
computationally, although there is work ongoing in that direction [97]. However, as Chapters 6 and 7 show, it is
possible that the recent advances in Deep RL may help in finding strategies good enough for all the players
involved in such games. Note that researching in this direction is highly promising, as it may allow using
the game theory framework, which is specially suitable to security problems, and also may allow obtaining
solutions computationally tractable which are a good approximation for a certain security setup. What is clear
from our work is that current Deep RL tools pose a significant threat to many WSN defense mechanism, the
question is, will RL tools also be the solution to this threat?
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